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1. lIntroducti on

There is an increasing recognition that
cyber secur ittoyd a yE vse nt axtintaho ¢ @emge ctad , human &
decmsi@around s eccounrtiitnyuremagtems sigkcesser g a niTzhaet i or

mportanceeonofrihamaontr ol i's evident I n a

~—+

echnol ogy, hedutwahtearoea -halammadni ¢ control s pl

-~

ol e i n marniasgkisn.g Tchyebreer ar e a number of ht
vul net aksl including apathy, i1gnn oa radhecre , t

reduce humamy eorg@amsizar dtomai mipmd yappr oach

at | imiting the influence (oZfi mmenammsathand
202Whil e these constraints can arguably
organi zations are stil!]l r emaika nntg , o nmehaunmanng
empl oyeesemepewwit ®mld btehe ski |l | g e amddf kdned velnedd
agai nstthrceyabtessr t argeting humans, such as p
Mor epvdespiigrmri ftihccanst t hdhdmac éement snade i n
technical security solutions otrlgmths®eappor

these solutions ooagmmdato andal ety pprcotbeeat t hr e
Human perceptions and behavior while int
overall s e Sewigtreylassyssst retinst. hautman el ement i
maj ordyhb/erodfecug(iFtoy blersea2ie2 0; The Wor |l d Ec
Verizon, ha2@a2) ghting the need to .addres
Accor di ngost oDavtea i BEromma c h 16Bwed shtddsgmdarnoens Re
a resiwmeal oti oes r(owesrainz on As2 082 & jersiutlyt ,sol ut
need to be effectively integrated into p
coll ective peraxredthelnisef b echbaovutorcsy ber secu
i ncreasingly recognized the significance
efforts play a critical role in safeguar
Establ i shinngi ngnda nsatirnotnagh security cul tur
promoting factors tvhiaotr eanncdo ufraaqiel isteactuer ei
broader organizational culture. Among t he

role of wusability in security practices.
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Addi ti odalili dual perception and i nteract
measaaxmisgni ficantly affect t h(ePeaerfeftercali.ven
2010; Ng, Kankanhal ISevernadl Xsut,ud2@@89)hav
characteristics of security cultures and
despite the i mportance of wusable security
research has not directly examined the

security culture. This gap underscores t
usabfiddttgrs can influence and strengthen
Furthehemocgbetsecurity industry has put

Management ( HRM) during the past few yeses
effectiveness of traditional Security Awas
organi zati onst hhiasvec haadnvgoec att @ dr ef | ect t he
addressing the human el ement of cybersec

Numerous security vendors and institutior
an emergimnghpdadtadingt he cybersecurity indtdt
i nvol ves four key component s: detecting
i nterventions, empowering employees with

positive secercylyecséc¢ writ (wWhdererceognteesr ,i n2 Qud

Similarly, CybSafe defines HRM as #fithe i
of human cyber risks, followed by coordi
to (A) miniamidz ec,o nmornoilt aarh,e | i kel i hood or

or ( B) maxi mi ze the real(iQyaltea Sanf. eqT h2dd2d4i)
definition emphasi zes HRM' s focus on m
opportunities. Mor eover, Gartner predi c
programs wilidbehavegratepsoacoples to red
human drehanwvicybern GCaacumielrpt & Rdddpiiecomg vi or al
principles into cybersecuribdmgvesftaccgtaoccress |
t hatf ecti vedlhye miitsikgsatpos edandy rheasmalmtb bisrh a

security culture

This project examines and analyzes the

measures and, sehilgihdtyhged tpl ottuernet i a l val ue f
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i n understanding and .acTheaeag raange ayrbogehsh e s e

representation of security culture in e
influential factors,Mamapo mellmes uaoemeepgt a@fpr
i nvestigated toothimgdl éeXydna kreegys wlstp,satttse r e
usable security framework to guide the
usability concerns.stiki snpereopéaly bbéeweenr
and settuwonreyinonuorganizational cUsratbexxtig)y w
focuSeed rCut y Brreeme woU EXCth a't emphasi zes us a
foundational el ement in fostering a strol

1.2fm @&bpdecti ves

Organi glhoaioehat e suitablandwoskppgrtomwdi env
for people who may have an i mpact on se
mai ndrmaief secturvey culusabkd i sagpdpd ctaxz ke g3

enabAlsers.t at eedviiorustthdemcgirindn uence of wusabl e

cul ture is | parngdeth sye upraadjde ets s&idms t o det el
orgzanabncentée@€kRée primary contribution 1is
contributes to fostering a robust secur.i

i nsigbhbrgzZanBaban rely on to enhance their-r
The resulting objectives of the project

lToexamipméomudi es and awtuhsoarbiitlaittiyv,e usscauwrl cee
secur i ttyd ecfulntebl € asi@deni t yy t he key i nfl

security culture.

2To characterize the relationship betwee
f ramienlgesvtaunddy vamisaewdehfded usable secur
i nf | wemnccuer i t yT hewsilltluarckhe ¢ he dbgwdnt i t ati ve
gual i tattiovermaamrse validat edhnéaitrudien gosf ttHh
relationshinp

3To desiegymdt@memir amewor k that | evree lagteesd u
factordseynussebi | i ty itrhparto vesneheaontcset y behavi

prommtoesida i ve s.ddwer iftryamewlotr ks effecti v
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wi | | be measured throtughestateholchen t gr

alignment with organizat.i onal needs and

An i mportandomdutdoimegsiefarac hf r amewor k f or
positive security culture by employing u
By establishing a framework for fosterini
overcome usability bareretbhetdaevemopgmeénto
cultwde®powsbutres that cybersecurity measur e
I n mind by aligning security and wusabil
effecti sec wryibtewhisgylstemsur e that al | emp |

wor kpl ace support a strong security cul t

1. T3heSt suctur e

The thesis is orgafi dad kigntoaw ntdem nadh 4 htee ra
are discussed in Chapter 1. The rest of 1

T Chapter 2. Expl orihhgi sSechiapttegr CaX d mirn
cul tur e, of fering i nsights i nto i ts
measurement approaches as discussed i
i n current practices, t he chaprtietry hi g
culture.

T Chapt:eQyb&rsecuri.Thi firahmaipnhegr examine:
cybersecurity training i n fostering

acceptance of t rtaecnhinnigc atlh rloeungsh, aa nsaolcyi z
h

to the training itself, the organizat:.i
concludes wadltdp meme o & a mod el for

cybersecurity training based on a revi
T Chapter 4: Defining anTdhiFg aorh anpgt dJrs aibn ve
the concepts of wusabilitydahdnusabhe

representations in the | iterature. |t
effectively incorporates usability as
security is presented, capturing key
T Chapter 5: l nvestigating Usabl e Sect
Organi zatiaomai s Sehaphgs outlines the
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empl oyed in the study, detailing dat
di scusses the reliability, validity,
research process, ensuring a robust al
Chapter 6: AMuwaalngteidtsaRii.dei sgxchapter pre
results of the quantitative survey at
provide meaningful insights into the
security culture.
Chapter 7: AQabalstat iavihi Bi ncchiampg se r foc
gual i tati v,e idnactlavaemmegdyospilesnvey response
transcriptions. It describes t he t he
generation of initial codes, identifi
subt hemes. The findiongsoatdedireceas ed
providing a rich understanding of the
Chapter 8: DeveFopusagd aSd&cabii ity t@ul tur
This chapter integrates the quantitat
research objectives. Patterns and re
i dent i f i etdhdee v enke dopk nhgeS C &
Chapter 9: Fr ameWwnoirsk cEhvaap tueart i dinscusse
val i datUSe§g Ittheoutl ines the evaluation
framewor kdés practicaltworrdlde waomd e xarmsd u't
Chapter 10:s TGoenci usalon chapter summar
achievements and ¢ bsetturd yb ust ,iloianmsidt gt icachusd
directions for future research, empha
in strengthening security culture.
Addi titoreadpypendices contain essenti al su
the main text. These materials Il ncl ude
i nterview pl an, and feedbackAlcoadtl eecyt esdh av
promoti onal materialtdati wer poatsedd f@imadn s
conferences and event s. Each appendi x is
rel evhhing .resa¢smwshl had in publicaévioawedn
conefnecres and journals, which reflect its
alignment with the broader discussion in
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2 . llntuotdi on

Security culture has become increasingly
organi zational resilience to cyhlbwvdhregecuri
cybersecurity becomes a shared responsitk
exploring security culture, organi zation
encourage behaviors that mi segatret i skét
meanamdpokhowt pr esveiaorucsh seex@amom®e t hat i nfl u
cul tAuse., ovaeerw of how studies have measur e

of fering insights i nbtyo dtihfef emmeetnhto dsotluodgiieess

2. RQcuritybDeGuintiurieon

't i s ewmskediifaliaittoi ons of security cultul
understandiagdobaIpeetl $empmsroe t hat effort
security caltgnedaaedhdwefilndetripyet ati ons ¢
c o nttTalbte2.1 highlights somef the definitions suggested in studies.

Source Definition
Al Sabbagh and Kowalsk @ The way our minds are prog
(2012) patterns of thinking, feelings and actions for providing the sec

processo

AlHogail and Mirza (2014a)) i The <col l ecti on of percepti
knowledge that guide how things are done in the organizatig
order to be consistent with the information security requirem|
with the aim of protecting the information assets and eérfting
empl oyeesd security behavio
information security becomes

Carpenter and Roer (2022) | fithe ideas, customs and social behaviors that impact the secu
your organization 0

(CPNI, 2021) it Isex of values, shared by everyone in an organization,
determine how people are expected to think about and app
security. Getting security culture right will help develop a secy
conscious workforce, and promote the desired security behay
you want from staffod

Da Veiga (2016b) Aithe intentional and uninten
utilized at four levels, namely at international, natior
organizational or individual level, which either promotes or inhi
the safety, security, privacy, and civil liberties of indivéds,
organi zations or governments

Da Veiga and Eloff (2010) | ii t latdtudes, assumptions, beliefs, values and knowledge
empl oyees/ stakehol der s use

systems and procedures at any point in time. The interaction rq
in acceptable or unacceptable behaviour (i.e., incidents) d\iialg
artifacts and creations that become part of the way things are
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Source Definition

in the organization to protect their information assets. ]
information security culture

Da Veigaet al.(2020) Al nformation security cultur
humans in an organizational context to protect informa
processed by the organization through compliance with
information security policy and procedures and an understandi
how to implement requirements in a cautious and attentive mg
as embedded through regular communication, awareness, tri
and education initiatives. o

Dhillon (2007) AThe coll ection of human att
values that facilitate the protection of all the information in
organi zationbo

ENISA (2017) Aknowl edge, beliefs, percept
values of people regarding cybersecurity and how they manife
peopl eds behaviour with info

Kraemer and Carayon (200 i Secur ity culture is defined

philosophy that directly or indirectly affects the overall security
the network=o

Mahfuthet al.(2017) fan integration process of
assumptions and knowledge that guide, direct and ma
empl oyees?d perceptions and
security behavior or to find an acceptable behavior for emplo
when they are interacting with the information assets in th
organi zationso

Malcolmson (2009) AiSecurity culture is indicat
and beliefs, held by members of an organization, and behay
they perform, which could potentially impact on the security of
organization, and that may, or may not, have an akgiwown, link
to that i mpacto.

Martins and Elofe (2002) ithe assumption about which
is accepted and encouraged in order to incorporate inform
security characteristics as the way in which things are done
organization. o

Nasir, Arshah and Hamiiia cul ture that emphasizes 0
(2019) mproving employeesd infor ma

Roer (2014) fi t Keas, customs, and social behavior of a particular peop
society, that helps them bei
Ross (2011) ino security policies, stand
al | of the <circumstances i n

Indicating that if users are not relying on a culture they can appf
security inadequately.

Schlienger and Teufel (2003 fi s o-cultucal measures that support technical security measur
that information security becomes a natural aspect in the
activities of every employee

Tang, Liand Zzhang (2015) || nf or mati on Security Cul tur €
[Information Security Management] ISM practices or informat
security behaviors evolving from the shared values and belig
information security within

Thomson, Von Solms anffias 6 de Dbehmadourcomplgng with the vision of seni
Louw (2006) management as defined in the Corporate Information Seq
Policyédo

Tab2le Security Culture Definitions
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Security culture does not appear to have a commonly accepted definitiorstiutiass
however, propose a working definition as a means of explaining how the working
definition is related tdheir overall research A commonunderstanding of security
culturesuggest thatit is the collective beliefsyalues, assumptions, and behaviors of
individuals that influence how security igerceived and practicednderstanding
security culture allows us to explore its influential factors. These factors determine the
degree to which security culture is effectively embedded, which shapssctesof
securityrelated efforts.Most importantly, examining these factors allows for the
identification ofareas for improvement to foster a robust security culture that mitigates
risks and aligns human behavior with security goals.

2. BecuCulttyinf éd ueFatt at s

The research addresses a variety of shared characteristics when investigating factors
that have an impact on establishing and maintaiaisggong security culturelhis

sectoni | l ustrates the most discushsyedrif@aecs or
studies conducted over t he pa.sThentogn vyea

discussed factors are:

Management and leadership support (ML)
Policies and Procedures (PP)

Awareness and Knowledge (AK)

Change Management (CM)

Regulatory and Corporate Compliance (RC)
Education & Training (ET)
Communication (Co)

Behavior (Be)

Technical and Technological (TT)
National Culture (NC)

Accountability (Ac)

Ethical Conduct (EC)

Trust (Tr)

OrganisatiorSystem (OS)

10
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1 Commitment (Ct)
1 Safety Culture (SC)

Table2.2 andFigure 2.1showthe number of influential factors each study supports
and the total iterations in which each factor was presented in the studies. These factors
were identified as a result of empirical investigations and anatgsegrningsecurity

culture Theinvestigation will help explore the extent to which usability is considered

in security culture studies.

P A C R E C T N E (0] S No. of
Sources i

T C © S C factors

'_
o
P
<
(@}
—

Alfawaz,
Nelson and
Mohannak
(2010)
AlHogail
(2015)
AlHogail and
Mirza \% \% \% 3
(2014a)

AlHogail and

Mirza \% \% \% \% \% \% 6
(2014b)

AlKalbani,

Deng and \% 1
Kam (2015)

Cruz (2022) \% 1

D'Arcy and

Greene \Y \Y \% 3
(2014)
Da Veiga
(2018)

Da Veiga and
Eloff (2010)

<
<
<
w

<
<
<
<
IN

Da Veigaet
al. (2020)
Evripidouet
al. (2022)
Georgiadou,
Mouzakitis
and Askounis
(2022)

Hassan and
Ismail (2012)

Hassaret al.
(2017)
loannou,
Stavrou and \Y \Y \Y 3
Bada (2019)

Lopes and

Oliveira \% \% \% \% \% \% 6
(2014)
Mahfuthet al.
(2017)
Ruhwanya
and Ophoff \% \Y 2
(2019)

Sherif,

Furnell and Y Y \% 3
Clarke (2015)

11
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P A C R E C T N E o S No. of
Sources L plK M c|T olB 1 ¢ A o T g lCt ¢ factors
Tang, Li and
Zhang (2015) v v v v v °
Tolah, Furnell
and Papadaki V \Y \Y \Y \% 5
(2021)
Wiley,
McCormac
and Calic v v v !

(2020)

Total no.of

occurrences

St
nu
su
as
cCo
20
t h
s e
Po
no
k n

e X

Tab22e Security Culture Influential Factors Pr

16

11

10

Total number of occurrences

I
T

Influential Factors Presented in Security Culture Studies

ML ® AK aPPERCETTECoONETECM mBe aNCHAC BECuCt mTr mOSmSC

Fig2r e The nkhiandtear ©ofl nfl uencing Security Cult

udies indicate that manyorfgadtsomrnsA il rafrige
mber of studies emphasize the iIimporta
pport. This coguppcaratl iisn aerngwalkcliysgcand f
i ncreasing awareness and knowl edge,

mplying with cOMaphferttm2gadver AdMHogai l e
l4a; ®dta, ¥0GQYbersecurity activities ma
e support from top management ; t her ef c
curity culture efforts(@Banhemdauad®Pe2 11 e s
|l icies and procedures also appear i n m
ting that policies and procedures are f

owlae&nddyet he tr aomgzantgs ppprogviadns t o t heir
am@hen, Ramamurt hygsaedt Wehat 29460 r ity e

12
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and awareness programeafhuenkeyempmpygprent

oforgzanabnsecurity policy and that the a
i mpact the overall security culture. By
to i mpl ement the necessary policies and
orgzanl ensecurity cul ture. However, desp

cybersecurity awareness and training pro
the primarMfycdrirviwhi | e conducting awarene
regul ations require businesses to provi dc¢
prog(8mda, 2022)

The remaining other factor s, l i kandhang:t
technol ogi cal aspect s, appear in multipl
I mplication is to consider al |l internal

mai nt ar abuogt security cultther @leghesei deos wd
orgzanbsensecurity culture (iBa dwepiegpaB 820 ) on

Not eworthlasndi seatdllyy stateaddt heldazadi | it
factor influencalhghowgchuriew swubdiuee i der
i ntegrated quality i nFurtrnheelrl faancd oRaj e nFdo
emphasi ze that usability is alhadhdsyecheet
(20a8%erts that wusability i ncrHeaasseasn tamed
l smai ldi(22O®dL9y how change management i mpr
el ementl uding usability. Al t hough previo

usabl e nwe ;ewrpiltiye,it oaondeoti bhedabebween u

security culture.

13
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2. Measuring Security Culture

Research indicates that security culture
I's ahso mportant step toward wunderstandi
eventually fostering a good security cul
Different instruments have beEmeusemmayyr

of the apmrooaachdeas Tabl e 2.

14
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Security

Study approach

Quantitat

Qualitative

Mi x-enét ho
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Questionnair

Il nterv Observa

Docume
anal yg

(Quantit i
Qualitat
approach

Sourc
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sir, Ar s halt
ONel and Dr
orgiadou, N
ouni s, 202:

< Z~

(Al fawaz

lls;foar:/v and Mo h ¢

h 20L0Mar ¢

ann

010) and Pea
2019)

zZ~
|\)OCD>
o — =
=Y 0 4
o:CDQJ
\—’335

(Schlien
Teufel;(Da
Veigta, aR!
(Tol ah, F
Papadaki

Tab23eMeasuring Approache
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As shown23 n ghaelsltamhnauresys are the most
I nstruments. Ot her tools such as interyv
mul tiple i nstrument s have al so bean e mg
guestionnaires and surveyspoilThe makerity
assess partichpanbasgetedppopeasati on in t
(Schlienger and Teuf el 2003; Martins an
Al Hogail and Mirza, 2015; vaaliahl, fFwrm elxle

and senior management to staff in variou:

Some approaches used in studies are based
during the co#fl@®@navpiamdemi COVpPopl e were e
and wor k. rMereontveh iyl e, -aftt acdk samdahveyemamat i
in the stamBo pevalowlate the security cultu
Georgi adou, Mouzakittcreaaad AsKaumgies e 2 @2
conduct ddhhsadwshirvey on individuals from
domains based on a cyber security cultur e
infrastruct udd § Gewrrignpd®@VI Mouzak.i tTlse and
authors considered the following steps:

1)Designing the survey taking into acc
conducted whill9e |telye sCOVI Dn measures

survey has to be brief, 1.e., 5 to 10
this diffirulthepsuiroagy fHieeds to be d
accessible to participants around the
to use simple |l anguage as it was tar.
domains and who might qiodalbearndmddaduwari
Then, t he aut hboarsse dc rgeuaetsetd oannwae b e wi t |

guestions.

1According to the UK National Fr audl 9% pCaynbdeermiSce,c ufrrialupd Creenltartee, c
increased by 400% in March 2020, costing victims more than 8
Cri me Reptorreg,i n0 2@)n. This raises the question of whether se
given that cybercriminals are taking advantage of the great
organbgasysnhems (Europol, 2020).

16
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2)The questionnaire was validated throu
di fferent backgrounds and experience |

3)Sel ecting t he study sampl e focusing
infrastructures (CNI) and representat
transport, banking, finance, and heal't
security cutdiumteaiim fouldlerf dmcti onal ity

i mpact during this particularly deman:

4)Sending a speci al i nvitation email to
study.

The findings of the study suggest that,6

l ong road until it becomes an integral p

and that great emphasis on per somndkd, sec

awareness, and compliance is demanded,

primarily qualitative indicators to esta
security. Howe Reegt da@d0@R2%ihng et some fact
experience a noticeable declidlBeekbraushe oj
sever al sectors around the world have i
pandemi c. Georagdidadtoiuo,n, Mouzaki tOhisst uayd i As |
desi gnpdr wa¢ hleat i on -19® ¢$ihteuLtOiVdD, armchd t h
guestionnaire would not necessarily be he
Situations.

In anothepractical examplefaneasuringsecurity culture in organizationknowBe4

breaks culture dowmto measurable dimensioif€arpenter and Roer, 2022)hey
identify multiple dimensions of culture, including behaviors, attitudes, compliance,
norms, and communicatipand aim to assess those. It is notable that each of these
dimensions has a level of influence on culture and can be used as a key indicator of
cultural improvement. An example of how KnowBe4 quaedithe dimensions is

shown in Figure 2.

17
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Your Security Culture Score Results by Dimension

50

Security Culture Index

90 - 100 Excellent
80 - 89 Good
70-79 Moderate
60 - 69 Mediocre

0-59 Poor

Compliance

For more information on the Security Culture Index, click here

Fi g2 eSecurity Cult (rKemn olviBreedn s i2ddm2D)Scor es

I n the example above, seven di mensions
correspondi nzjatitondsseliog maeassitcoor i mwye sdti men s
using a Security KunlotwBreed4 .S UuZrbveeldyy ucrrveeayt et dh el
orgzanhions to compare theirzaavenage nsdaadree
i ndustry and to use the scormtaosndsbenth
evol ves over time. Stillappabiadgthher dmentemesd
t measur e sedadwridioyt etcaikl dyesracbo | | t ¢ oitey 8 €0

account .

A practical implication is to assess the
the extent to which specific factors i mp
availabl e evidence suggests t hat secur.i
isit ruments being utilized for this purpo:
wi dely used, even though they might not
wor ds, certain aspects of <culture, such
ogani zati on, can be <challenging to meas
Evaluating t hese factors t hrough gual it
observation, i's 1 deal for obtaining mear
foll ow @iuresdg itomncl arify misunderstanding:¢
al ., 2021) . Therefore, it S recommende
approaches be incorporated to evaluate e

thoroughl y.

18



ChaptExpl2oring Security Cul Cyber s@adut he

Referring 22aank Ste®,t Twlnil eéh. hi ghl i ghts the r

factors identified in each study and the
Knowl edge (AK) has been recognized in 11
occur feEdesati on and Training (ET). Thes

frequently di scussed contributors to s h
Furthermore, HRM i ncorporates <critical (
desi gned ethnp | lnglees recognize and mitigat
actiaroumed secur iGiwemedswer epsi vot al rol e
robust security cdi saowHersecumni teysstemai il
i mportantly, wustraiaciceg@gtpanaocgr ams such

2. Ghapter Summary

To sumewp, does not seem to be a single
acknowl edged. However, mo st publications
their wor king defwimlieeisemas cH.it Numéroo utsh es
emplkead it he necessity of top manaddmmemt iar

—

actor. Other aspects of security cultur
nd procedures, are dependent onetfhinse ds u|j
nd temasger stand pol iAliseos, munst pmocedbegsnc
uman interaction with techn(odiogmge eatmaln nv i ¢

.20R24prder to pr.Peoptl ecpghonulidndied emps w

- —

def ense -ad g amicrksst amnylbenrot be viewed as
ybersecuAi key c phaiignht! ittgdatt p itehvei si on of ef
ersecurity awareness, training, and e
stablishing a strong security culture.

nly requirement for develseptn@l stoh ex pt¢
ature offri cybdmrsaeanu ng and evaluat e its
erspective, specifically Whethextuesbapt e

Xpl ore cybersecurity training and wuser

o ® © S-S O o 60 O o ¥ T v oW
<
O

ul tur e.
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3.1lntroducti on

Cybersecurity relies heavily on user beh
recommended met hods f o(rMceCrsounrainn g Esnegcedr ea n
2010; Al dawood .anNdo n&ktihnenl eers,s ,2 0i1t9 )r e mai ns
users are engaged withofsucyhbenmrsaeaamigbhg Utsr
vi ewed fr-omclaniscoacli. opletr spectdiemer mi ned by
i ncluding the training itself, the organi
exptetengage with it. This chapter provic
on user acceptaheehnncthaendd heetatsl iDaness eapt a n
factors f orr acynbenrgs etchuarti thyavtie been di scus:
|l i t eTontemnr € he chapter explores the applic
Mo del factors in the context of cyberse
devel opment of a Cybersecurity Technol og)

3.2o0¢c¢tiemc hni cal Perspectives on
Cybersecurity Training

Baxter and Sommercvilblee-ttén@B®idida aslocappr oach
design | eads to higher user acceptance an
of this researchhjtt i i ncaeadves augaredadopt |
training anhde iomuptrcooveess ASodgiea@whnt cal niapg.r
assumes that a technology depenwéioh it s

i's Madnf ord, P20 ®6) user acceptance resea

outlined bel ow.

Techni cal aspects relating to the techno
and summar i esVemrkea tpe sohv i adeedlddmy, aKd¢ 2810 83 n d
(2003)n the context of this research, tec
efforvenkaeésh amdhldBal aK2860 8 pnhd glLhd ri sgehnt
system quality as a contributor to user
as how easy and intuitive technology 1 s
performance. Those factors acknolbobheesowt
similar purposes. Users will adopt a tech

21
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extent. Techni cal aspects relating to cy
previous r kéasveraaactha ¢ 210,2i2t) IS demonstrat ec
i mpl ementation of cybersecurity trainincg
training. A possbhyBebkl oeasdnMpwhaedragu & ataH
users are more pronekoste oygbersecuti veg @nNn
findings arDea hparbe syegnht w(ll0b2yl )s d hemphuad ii 2 /s o
presented content.

Aspects relating to the wuser i nclude de
residence, and gender have been discusse
(K2vrestad, FurneVénlkatde Nohdhmhldga) 2KWE2A9 0 ¢
and Lar sfenr t(lRReOr03descri be that a user's cc
have an i mpact . Both a user's pefefdicgpoysi
wi || al so i mpact user acceptance. Organi
where tiome, sampp systems availability po
(Venkatesh and Bal a, 200@r gadreiez atKiozrmal anu
al so have an i mpact, where user acceptan
how the organization's me mber s perceive
(Venkat esh and Bal a, 2008;. LTehee, iKnopzaacrt
organi zational aspects relating to cyber
attention from the res®ahabi gednung@dOLtied N
that management support, engagement from
positively i mpact t he accRptarsce cCfal icy
Del fabbrmd sop2@2Exri be coll eaguesneas aitmpar
of cybersecurity training acceptance.

A core compotemthnotabh approach to systen
performance i steehniaoal odi méehssonsp whict
(Baxter and Sommercwinlsleegquue2a®1lp)roperty i s
typically be addressed in more than one
certain technology may wor k well i n one
exampl e, one can asistuammey tohragta nu szeartsi oinn meay
adopt cybersecurity training than users i
predisposition to follow orders and stri:

22



Chaptii€yb&rsecurity Ti

ma y have todibfef edeesnitgdnye dard @mi eir ragste¢danrateaslp i

company.

3.Bategori zaaudoetsDo bt bas veadcdH o
techDi ma@amsi ons

Astructur edcd omeaewicatxwa nmiarsm d$s es t hat di scuss
technicaludiitnmge owioshd)asr c h

(Cyber OR Information OR I T OR comput
education) AND (adoption OR acceptanc:

The search string was applied tol BEhe f ol
XploreBLP, Science Direc,t,coamnducSceeap @sn ZT(
restricted to reseatrlpdr epaepe myA ptedntl ay s reefes
st udveese sahdeetoeat egarcicoed i ng t-toe cwmmatc als ¢
di mensi ons .tThhesye adricshctunsasveedal 6 paper s di scu
i t s(eil .teh.e, techniyalFidiememasp eorns di scussed
di mension,peanddicraispad the socialardi men:
shown i34 Tabl e

Study Technical | Organizational | User-Centered
Kavrestacet al. (2022) X X X

Dahabiyeh (2021)

Haney and Lutters (2018)
Maet al.(2019)

Shillair (2016)

Wash and Cooper (2018)
Silic and Lowry (2020)

Shen, Mammi and Din (2021)
Wenet al.(2019)

Jinet al.(2018)

Kletenik et al.(2021)
Cullinaneet al.(2015)
Gokulet al.(2018)

Stockett (2018)

Offor and Tejay (2014)
Bélanger, Maier and Maier (202}

XX | X

DX XXX XXX XXX XX XX | X

X

Tab3lle€Cat egori zati on of St utdeicehsnitchaalt [Dinsecnussisoends t h ¢

Theol | swibrsge ct i oann porvoevrivdieesw o f the extrac

di mensi on of c yabcecrespetcaunrciet.y tr aining
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3.

T

-+ N 0 O v

—

~ o~

9
di
0
S

Jerthnical Di mensi ons

he technical di mension was the most prot
n this review. In fact, the nature of tF
I i ncluded papers. Five of t hose argt
ybersecurity training efforts before de
atisfact{iSohiaef amhemowry, 2020; &heal . Ma
019pet JakO0Shh&)n, Ma mmi adneds cDiimbe( 2h2alt) t he
he training itself wildl greatly i mpact
urt her sDuaphpacbrityeeddad(ty2( C2AdO T ul | iem a(r@e0.1 5)
urther show t hat user satisfactiusme i mp:
ybersecurity training tools and states
ool wi || influencef aheppeseprpedopapér st
raining, and it can be concluded that u

am&Ks$ vr eestt 4a210.2 2y t her show that user per
i fferent types of security training and
ver elLearning platforms atGdkaty {&I0d8&8qur i

uggest that games are more engaging thai

To ensure that any cybersecurity trainin

d
a
P
t
t
L

evel oped with its (fStené#de®Onr ¢ @@Bfnoortt € , i
nd Tejaygu2014éhrnrt cybersecurity training
edagogi cal priSntcoicpkleetsft uf(t2l0el@Jd suggest s t
raining to different user groups will f
o the content of the trainindaocoay ahso

uttersarghlel18nat the materi al mu st be t a

makes it easy to understansdhidddialosio2erlt6

S

Y
t

tresses the importance of wunderstandabl ¢
references, which could be met by provi
he materi al appear personal and mandat c
mpr ove user( BaRd amtgiean rMaties and .Mai er, 2
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A final interesti Mgsti headm&oiogvdme WA BT s
timing oWadshaandngodescri(Re&Dl1B8hat phishi

sometimes a part of a phishing exercise

messages in those drills by c¢clicking a |
who click the |l inks, other wusers would ni
3. DrYyani zati onal Di mensi on

Organi zational dimensions are discussed i
t hemes. The first theme is trust in the
Haney and LutTtherys dezs@®X8)be that trust in
i's i mperative for users' willingness to |
organi zation must build a reputation witdh
of usemnad&pPEahaliry edhe s(c202ble)s t hat commitm
organi zational stakeholders is needed to

The notion of trust has also been found
1400 respondent s, sewhaf ritahed end ntgrspoto girrma ht H ¢
most i mportant factors f o(rKawrldtstrefdde@Xg t «

The second theme can be dedMaet b(@0.1a9s) i n

describe that social influence i s |Importe
will continue to use a training effort. ¢
mandatory, which al so Bc®&lnatnrgiebrut eMsa iteor uasnedr

3. Vsxrentered di mensi on

Userentered dimensions include how wuser (
i mpact user adoption of cybersecurity ¢tr
the i ncludégHeé paspterallOK22/)r est ad redasedr.c h( 210

worirnggoout cyberthreats i mpacts users wi |

While they find that to be the case, the

additi on, it can be mentioned that sever
t mmaing should be tailored to various wuser
needs are understood. However, none of t

be trained.
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3. MModel for Cybersecurity Trair

Many models have been developed to expl
i ntroducing factors that af feeg t g reecde r ac
model s such as the Technology Acceptanc
UtilizatitohmeheMPZUOEf Pl anned hRediaarli o€ o ¢ MMiPtE
Theory (SCT). Although most of these mod:¢
adoption, they often introduce factors th
context of cybersecurity ttraarisnisnugc ha cacse ph e:
Usefulness (PU) oduhde PeRE@U)v,edTAMSsmay add

el ementsnte@aaninidiuei dual ' s debeasRicamity
training. This direct relevance makes TA
focused and effective analysis of the f

cybersecurity training context.

Most i mportantly, there is a |l ack of con
t hat takes into account factors that CO:
training. To address this gap, this stud
does current research relate to the fact
The stzaedy titei Mechnol ogy Acceptamde sMede lt |
i nitiall y Diantirsodonde8ebybygequently revi ewed

by numerous gtLeeieXKozauchinas Lar sen, 200 :
2000; VenkateshtandeBalnat ra@Q@&@8)how to encc
adoption of information systems.

The research proceeds to explore the aprg
cybersecurity training acceptance. As a
Training Acceptance Model (CTAM) and wund
t o uwsceerptaance of cybersecurity training.

factors that have not been discussed in t
by previous research. l denti fying the Kk
cybersegutraining contributes to infor mi

cyber securigtrya mitrhaitniemg amgreo uszat soanald sepu
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measur es. This wil|l ul ti mately support a

cybersecurity culture

3. £Lomponents and Evolution of TAM :

The core components of TAM provide a foun

how users accept a technology. The model
is influenced by Behaviour al I ntention (
PEOU mdams oi nfl uence on PU. PU, PEOU, and
bet ween those, are mediated by ekaptreanml
The external WVWesokatesbuaham@akiag eSS0 &h)d
(20,089wel | as what TAM constrarced sr offl ¢ etl @

t he mwmddli gufFfaeac3o0otls that mediate the same

grouped together to increase readability.
Complexity ‘
Relevance ‘ Image " Voluntari- || Innovative- |
| g ness ness
P;‘;‘Zﬁlce De'?:iﬁ';ﬁ;a Trialability | Visibility
I /
\ I /
‘ Attitude ‘ Anxiety ) v . //
. A\ / Perceived /
‘ Social ‘ Accessibili ‘ A Usefulness \ 4
Norms | y. / A\ /
= > |t \ d
‘ Social ‘ MGNT / /f
Pressure | Support | / \\ e - - ~,
b 4 7 g Behavioural .
: - - 8 > Adoption
‘ End User | Facilitating \ \ Intention T ‘ )
Support | Conditions | | '\ \\ A I i
‘ S i |
[ Perceived | perceived \ N | |
Quality | Enjoyment \ Perceived N \ | ‘
\ . \
( ) | Ease of Use [V~ __ \ : :
Self-Efficacy B — S \ | |
\ S \
| ~a _ N | |
| ~%d. A
A) Experience I Relative |
\ P | . Advantage |

‘ Usability Playfulness

( Perception
of external

_control

Fi g3krTeechnol ogy Acceptance Model (TAM) and its
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TAM has undergone a number of <changes ov
Venkatesh angrbDpessed(32a00Q@pdate known as
provided more detailed explanations of wl
useful. This update entailed the notion

given system ar emeinnfallueascseas shrye ntt h eoifr h ow
corresponds to essent( \dnlgatad ssh wa.rt dTlihdea t ihs
study results showed that TAM2 perfor med
settingee, LKberay amaecvli &@wsdadn TAMGB83 pvol utii

assessing its impact and relevance in va
past, presenpaseacntdi dinhAMursaecoersTi gens and ear |
by highlighting how it emerged as a basi
t

¢
(@]

hnol ogy using the initiapreseattr wnt ,f

e study discusses the numerous extensi

r 2@ o 9 -
O o O O <K 9O O T
>

> O O

enhance TAMOs explTahreastei oenxteemds i appl iode
ditional factors, including facilitati
amic of technology acceptance. The au
ross different user demogxtdguh uemet Bloa, t
, Kozar andudae steend (ROOSBNt i al directi

l udi ng exploring emerging technol ogi

structs.

I n a subsequevetnkdae esho mmeprtBaensed 2800nd
version, TAM3, and proposed a research a
technol ogy acceptance. This was designec

c
i ncorporating an extensive set cef Tacso
d

model integrates elements from TAM2 and t
of Technol ogy (UTAUTQepm al Ky widtdh t n@mws c
influence of individual di fferences (e. g.
sééfficacy), system <characteristics (e.
usability), and contextual factors (e.g. .
TAM and i ts extensions have been exten
acceptance of technologies in a variety
robustness in explaining techeaeo,| ofygz ardog

28



Chaptii€yb&rsecurity Ti

Lar sen, 200 3; Venkatesh and DPaVAB, h2a® 0bece

found to be effective at predicting accef
its extended models have not been thor ouc
training acceptance in spitenbdbfathzeorr et
t hat cybersecurity i nvol ves uni que chal
fundamentally different from those assoc
exampl e, user compliance with secaifri ty |
factor s, including fear of breaches or

considered primarily in TAM. 't i s i mper:
validate TAM within the cybersecurtihtey con
di stinct factors influencing t he adopti
focusing on factors that influence wuser :
significantly foster greater wuser adher el

3. 4.2 erhstsiersesMearmtodo | ogy

This research is conducted aRara®sdmd cKiutrs
(20meé)Y hodAn oigiycl usi ve appreoalcehc twada taadboapsts
devel op the, seaaugyevptle@dicbagh2®666 dn, Lacey
Mat heson TR&1L)terature review aimed to
acceptance of cybersecurity training and

this, the following query was developed:

(((cyber OR informhali ANDORecwmiptuy ey AONRD

education OR awareness) AND (adoption OR
The i ntention was t o ydeptstercauraltly p e ranunti ant
adapwaorndgs with similar meanings. Finally,
appended. The search string was applied
Scopus, Web of Science (Wo0S), | EEE Xpl or
modi ficatliogng to® tmeet the requirements o
databases and indexes provide comprehensi
and computer science. | nhdi Wo&|l apewgehhbrabd

dat abases that providevaeWedali beratvuree

di sciplines, i ncluding theirmngxngnsico® el
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ensures a diverse and multidisciplinary
ot her hand, | EEE Xplore andpRCMfDicgirtealos.l
which allowslepoh @omocess nto the | atest 3

dat asbaasree expected to yield different res
a possibility of overl ap. For instance,
retrieved from the ACM Digital Li brary,

cowgr of these scholarly resources. Addi
same terms applied to the databases and
Schol ar . The search approach resulted i

dat abases Tama papmerxesresulting from the

i ncl usi esnt eipn par ofcievses :

1. The hits from each search were scree

result of this step was a |l ist of «caeé
by two researchers individually.

2.The | ists of the two researchers wer
one or both researchers were include
3.The full body of the candidate pap
researchers individually. The resul't
4 . The | ists of the two researchers wer
by discussing each paper, where the
unt il a consensus was reached. The c

third researcher.
5.Backward snowballing was applied by
the set of paped swdmremr dplgat eSd efpar
S

resulting in a final set of included

The screening proceégPaegts, adeobc(tife aCkaod rbea s e
et ,alk0nh1l)t he Preferred Reporting I-tems f
Analyses (PRI SMAspfllaywddi agFamure 3. 2
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Identification of studies via databases and registers

Records (n=8240) identified
from:

ACM (n = 1535)

IEEE Xplore (n=3702)
WOS (n = 740)
Scopus (n=2263)

Identification

Records screened Records excluded based on
abstract and title* (n = 8221
(n = 8240) e ( )

v

v

Reports sought for retrieval

(n=19)

Screening

Reports assessed for eligibility Reports excluded because they

didn’'t meet inclusion criteria
(n=19) (n=7)

Reports added through
backwards snowballing (n=7)

Studies included in review
(n=22)

Included

[

Fi g832RRI SMA fl ow diagram outlining the searchi ng

3. 4Re3s ul t s

Thsection presents the results of the |it
i nfl uencing usersd acceptance of cybersec
and its wvarious extensions is proyiildled t
factors influencing technol ogy acceptanct
revwaw comcuotreleer to examine how these f
cybersecurity training studies, both dir
number of stzedi ¢ 0 wern e r anmraddyaw heedt hf earc t TOoA M
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empirically examined in the context of ¢
those explicitly identified in the studi
in broader ter ms, but which are ,rettreevant
review identified gaps in the I|iteratur e
examined for cybersecurity training. New
expl ored, providing a mor e comprehensi v
cy ber stercauirnitnyg acceptance. These findings
of more effective cybersecurity training

enhance thezatvenall secganty culture.

Tabl €i 8t 28 the publicati ons etalcahd iowmenues sienc
Some included publications provide empir|

i mpact the acceptance of cybersecurity t

that are indirectly related thlat hienalccee®
for i nstance, t he perception of cyber s
cybersecurity measures at | arge rather t|
Directly Researched Indirectly Researched
Paper
Factors Factors
Relevance, Experience,
Shuklaet al. (2022) Management Support, Facilitating
Conditions
Abawajy (2014) Innovativeness Usability
Mokwetli and Zuva Management Support, Relevance
(2018) Regulatory control
DangPham,
Pittayachawan and Brung Trust, Social Presence
(2017)
Alhalafi and Perceived Quality, Usability, Socig

Norms & Pressure, Facilitating

Veeraraghavan (2023) Conditions, Accessibility

Lui and Hui (2011) Selt-efficacy

Bryan Foltz, Schwager

and Anderson (2008) Attitude, Apathy, Social Norms Complexity
Gadzma (2014) Management Support
Hartet al.(2020) Perceived Enjoyment, Relevang

Perceived Quality, Social Norm

Maetal.(2019) Perceived Enjoyment

Rhee, Kim and Ryu

(2009) Selt-efficacy

Potgieter, Marais and

Gerber (2013) Usability, Relevance
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Directly Researched Indirectly Researched

FEIDE Factors Factors

Experience, Perceived Quality,
Social Norms, Perception of
External Control

Reeves, Calic and
Delfabbro (2021)

Facilitating Conditions, Relative

Kéavrestacet al. (2022) Advantage, Worry

Shillair (2016) Innovativeness, Relevance, Resu
Demonstrability

Shen, Mammi and Din Perceived Enjoyment

(2021)

Jinet al.(2018) Perceived Enjoyment
Gokulet al.(2018) Perceived Enjoyment
‘(I'Zacl)llbé)CIarke and Furnell Perception of External Control

Image, Social Presence, Attitude

Kajzeret al. (2014) Self-Efficacy

Yasinet al.(2019) Perceived Enjoyment

Aladawy, Beckers and

Pape (2018) Perceived Enjoyment

Tab32d ncluded publications and factors di sc¢

Several studies have examined the factor
cyber securAbtaywatj ryasi (ngi grédgd. g t combining diffe
met hodsbh aosfe dsexgtaeende -bBadedi Hepbp awareness tr
to an individual delivery method. Thi s

engaging | earning ,parmats pastefiactihee . sa
simpler text and video fagewanswhieesg¢a@meh
met hods WArbeawagsDjandodm,) Pittayachawan an
found that users frequently seek advice
frequently assist them with computer i ss.i
presence and trBusytan Thod t gt udSychiwpger anoc
identified attitude, apat hy, and soci al

in cybersecurity training and that wusing
result in user fatigue, pr everHtairerntg aslome
(20ah0Naet (2I0a9ami ned perceived enjoyment

that engaging training processesMadatgni f i
al(.2019und that perceived content gual it

significantly influence wuser satisfactio
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stickiness and security knowl edge. Takin
contTradli,b, CIl ar ke saumgdyelur rmelalt (UXCkIGBG) ar e n

i n training if t haetyi opnearlc esikivhep osetdrt, (Cad@iRidlyeg a r
identified facilitating conditions, rel a
user acceptance of cybersecurity trainini
Ot her publications also present findings
training, although indirectly related, S
measures in general rather than tidaioning

pl ayed a significant role in Whde&rtsatadndi
(20@m@plaads it he i mportance of training rele
support, and facilitating conditions. It
wer e di scussed thablheed®wmp ihrei csatlddy sup
Mo kwet i andurZdievral i (n2018t)he i mportance o
rel evance, and regul atory control in the

i mportance of these factors to foster i

initiatives, Ahlcaludiing andaivVei@nmngvreasd h agvaa re
perceived quality, usability, soci al nor
accessibility within t he cont ext of br

prof essi-eofnfail sacySeddsbheéenahidgdbRihgeheR, 8 iKLi)m
and Ryybdq2®O0®f) which note that it has a s
of security pr&bteiece Ki mThaed outRyldy AP0 99 N di
wi athi gh | eeéf i cbhmyle Ibpfeddteir security opera
security software, applcyhgggapdasesur ahny
I n theReevwesudyCalic aexamMDendhabhbhow pPpeoedi:
soci al nor ms, and perceived external cor
suggests that e mptl YEETAs Op r pearr caenpst i aornes  sohf a
factor s, which affect empl oyeesd6 behavio

with cybersecurity training.

Furt heShmolrleaanRiq 2@ilé&t)er , Mar ae mp laendkli tGeer b e
i mportance of rel evahciel | anal syR adddir eg.s
i nnovativeness and resul ts de mon swthri dlei |
(Potgieter, Mar a@alii scasd e@ehmevr t 02 PIr E)sent
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suggesting that usability and relevance
Sever al studi eer deighhd d ¢ lmtn ¢ sesnmagte me n t arn
moti vatwhonch usdreamémaese and participate
( Shen, Ma mmi aeatd, BRA 180 ZakLD 8ent ,Yaals0 In9 ;

Al adawy, Becker.s Tahnedi mPoadpaelgluadeio®B Just r at es
factors identified in previous studies a
The factors written in capital l etters
backgroundt pseeecstehnathe dd iisnc ue smip 8 n & hvioss TudM ocn

andeittemsilwmts new factors identified dur.i

f/ D

P >
. | Results REGULATOR
Direct Demonstra. Y CONTROL
Indirect [Complexity ‘ { Image 1 WORRY
Relevance Social
Presence APATHY TRUST

T r

8

p N - Innovative- /
e Tall Facilitating Perceived Perceived ness /’
y Conditions Enjoyment Usefulness 1 o ;
‘ /! \ | /
( Social \ Social B / b I !
Self-Efficacy ! \ | /
Pressure Norms |
- < \ vi Behavioural .
N \ Intention e Adoption
| MGNT Perceived i \ \ W—J I
L Support Quality Attitude \ \ I
/ \ A\ / |
\ \ / |
\ ‘ \ / I
Perceived \ / |
Factors not found in Faseof Use ™ N/ I
. . . ~ |
included publications | S~ NS |
& PRI
b . Relative
) Voluntari- erception | Expenence} |
| Visibility j { nuess ! ] | Anxiety j of external L Advantage
control
1 End U i )
Trialability (Playfu\ness na vser Usability
Support ¢ )

Fi g3x@ybersecurity Training Acceptance Model
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3. Discussion

Thi s studyasusa st hTAAdWw et i cateuseaméwamdlopt bc
technolSpgeyci heé cahluggthiogva tTAM , f avdhti adrisr wa s

presemMtaerd sba(nld9 8 Balt iea weexdt eamndde d ( bee, Kozar &
Larsen, 2003; Venkatesh and Daecias, b20appl
to the acceptance of cybersecurity train
and identifies research gaps regarding u:¢
extended versions include a rniuwumbehre ocfurfra

|l iterature regarding user acceptance of

further research in this area. These fa
Trialability, Pl ayful ness, asitd IEmdd dJsiegn
transparent training programs, thus maki
Vol unt ariness suggests t hat optional C C
receptiveness. Wh e n cybersecurity train

motivated and autonomous to engage with

supportivef @atsmaspherudsd i mprove training
could facilitate the devel opment of tra
s eisesns) , increasing adoption and effecti
engaged i f they are able to test out tre
engaging and enjoyable training program
pl ayfululemressng to increased participation
support can encourage users to feel mor e
adopti on. These factors can significant
engagement riin ycyhbari ma g, resulting 1 n m

adoption.

As a key contribution, the study brought
regul atory control, worry, apat hy, and t
training. These factors can play a vita
cybersecurity training programs. Firstly,
f or mal policies, rul es, and regul ations

orgzahi on. A structured and support, ve en
i ncluding training, requires regul atory
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un
pr
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t h
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us

mo

ef

Mo
co
re

ef

an

derstanding ozh t il cergaall exnpde cd rag a roin s reg
actices promotes compliance and accoun
at consi der regul atory contr ol may r es

nscious cul tur e, ewhuelraetaosr yt hcoosnet rtohla tmanye ¢

forcement and adherence to cybersecur.i
e training. Fufiwtheryetdres staeaomnide facnhoer
tieanlt cybersecurity threats and their <co
gni ficant motivator for users to atten
ers are aware of the potenti al ri sks a
ra kely to take the training seriously
pect is taken into consideration, then
ading to a better retention of i nfor mat
we Kéw,r eestt @lO.2@yuynd that despite the pos
tivate usecrysbetroseecrugadge itmaining, t her e
t ween worry and willingness to pay fo
nding suggests that worry alone does nc
di cating tmhatoft hoet heea mbfiancattoiros i s mor e
l'li ngness to engage in cybersecurity
veraging it i n conjunction wi t h ot he

fectiveness and uptake of training.

reover, the tbieferfatbomnusefiapat gk of

nc
pr

0

ern for cybersecurity i ssues. The |

e
fective in chamrgiinmgpraowisreg Otsh dierh asye our i

c

g

sents a significant barrier to its
t are about cybersecurity. A cybersectu
gage different uwsreg st heesthalpeas biyn\wanpwheac
gzathi onal l evel. It i s essential to kee
engaged users are unlikely to adopt th
ust refers to usersd confidence in the
ei rzabrganior trusted coll eagues. Trust
aining Iis accepted and effective. User ¢

d practices if they trust thhesbuacaei o
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Cybersecurity practices can be significa
transparent communication and credible t

t kepticism and resistance, reducing the ¢

't i mperati veattihoants oardgoapnti a mul ti faceted
training in order to increase user accept

i mportance of the training(Vankatgsashfagogar

2008) t has also been shown that i ncorpor
programs increases user receptivity sinc
atti(tlee,s Kozar andnLanrgden, td200&A)i |l itate
technol ogy, it i's essent ifarli ethd | gr eantva r &
(Venkat esh andn Dnehviicsh, aznxGOe)ty can be red
resources. It i s also essential to addre

as fostering an environment that promot e:
fact that adadmessnngalceetr scyber threats
training adoption, it can stil]l have a |
proactive approach to comlwamgnghesper sapma
orgzathi onal st akbes siecwaliteged iEmtayw !l i shing
communication and credible training sour

best practices.

3. Ghapter Summary

Or gmniions are increasingly dependent on
assets. To effectively protect these as
educating empl oyees on saf e practices

cybersecugr ihys tamparn endzat benefists ugglganic
empl oyees t o Beandgaa g €S awsisteh. Rientdi dNeaig ,s et, h 04 91i)
comprehensive |iterature on ueer téétcept a
chaptodj @<itsi eyt hesi ze existing research

cybersecurity t#trexihmiircal Tpemcyicedsetiveahc tsu, r e

revwaw condwbeed 16 papers were included
screening. The results suggest that the 1
nature of the training interventions thei
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user perception of cybersecurity traini.

training. Further mor e, itrcnldueded amap enrast ed
users can adopt in their daily routines
Furrtnhoer e, the included papeorfwaydemomswhiat
cybersecurity training can be i mpl ement e
perception. This suggests t hadenretnrpilco yd ensgi
can be abenefeiveir al i ncluded papers furth

cul gdausr ei mportant medi ators for adoption.
soci al i nfl uence wer eantdh es hnooas tt hpaatio sra wmagrnet
stretches beyond the delivery or procure

organi zatiTreali mpuwlctturcef. user demographic

i mplicitly acknowledged in several incl uc
i mportant foracybegsadopiipyn. However, or
how it could i mpact adoptihomaasdtbohmad ew
i mpact .

Thet her oals] @t ievset abdcsbptaamoaedf fayber se
This studyhleadcdkr esfsesomprehensive | iterat
cybersecubytexpltarnnggt he ap ptlhcemttd xotn ooff
cybersecurity .trAdomomdi nagclcyepttame est udy i
related totcwbar sagcurcicteypt ance and i ntrc
concluded that sever al TAMOG s factors h &
cybersecurity training acceptance resear (
trialability, -upsleay fsud pnpecsrst,. ahiods te nidmpor t a
four draecgwlrast ory controldot haor iwnflapatcley ,u:
adopt cybers€ybreirsecturatnwi hgai ning progr
engage users effectmeasyrandbenhadeestsan
drivers of uséhi sacweptamdda i mately fost e

strengthen the broader cybersecurity cul
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4 . llInt roducti on

The conflict bet ween wusability and secur
l i terature f ®hre sle.v&e.r ale pdaerctandeenste mpfh aldo mels a
t hisgcurity must be usabl @ ecyhnperad onus emr &n ¢
and system administrators. Furthermor e,

security. I n the absence of usabl e& secur
(U. S Department of HobekandeSéedber iftax,t 20
practitioners acknowledge the i mportance
define what it means in practiucserarscek ctuhrd
behavior and the broader security <cultur
chapter is to examine how different sour.
and to determine whethermuysladn d@danytr eatstyp e C
I ni ti asltlugdsyt abki sheasl oaguler ooafd wucsaatbi | i ty r e
capture the breadth of what i's meant by
i mportant aspects of wusabusahlye rag&e dbnrei¢ tmyg
Ths chaptnerstehtded i ni ti on o&l wsm@abwiet meauptr
framebwmorlkooki ng avtftheakeli agpebas have |

|l iteratur e.

4 . efining Usability
The usability of products is essential f
a desired task. I n addition, users | eave

alter bt evean, ThaGl2)creating usabl e produ

or gzathsmennefit from usersd engagement. To
understand what characteristics wusabilit"
ways in which diffzerestabislbutrygesas claarfaocutr
di scussion of usable security. The goal |

and determine the degree to which these

A comprehensive definition of wusability

and services. Many definitions of usabi
introduced in the |iterature. |t FsS | mp
di nseinon al i Ssue, but i1 ts attributes conne
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(NielsenAl19%93gh various wusability defin
they nonetheless have attributes i n c¢commc
characteristics of wusability have been i c
siigfni cant i mpact on systemsdé wusability i

usable systems aQdesenbelelsii 2968 ptolvatr ,i t

t o =zt ioluir understanding of each wusabilit
products. The z2arntiemndtoiroalandraganisati on |
the fAextent to which a system, product o
achieve specified goals with effectivene
context | SO, uRbd 8), | SO6s def,®ndt obbher ssha
have proposed various usability definiti.
Tabdle demonstrates an illustrative set of
The searwsabsitlriitnygg: AND ( dewfaisn if tzs domd 100 Rq ureeray
rel evant online indexes and publisher re
Web of Science, and Google Schol ar. I n t
sources that adaredrwithefdree® ddcdHLs. The |
suggest a wusability definition. However,
aret ntoaken into account. Finally, def i ni i
included in the [|ist. For each i dentifi
definition of usability and then abstrac

frotm iThese are then able to be used t o

receegdniin prior definitions. Mos#dliwiplolrt a
be cruci al in determining how the wusabil |
conxteand the extent to zswthiich thablee aspewit

Source Definition Key aspects

Abranet al.(2003) fa set of mul ti pl e ¢ o9 Execution
time, performance, user satisfaction and ease ¢  time/efficiency

l earning (fdlearnabil i|q Performance
9 User satisfaction
1 Ease of learning

(learnability)
Bevan and Macleod | i a) t h ecenfred vievwfousability: that the| § Product
(1994) usability of a product is the attributes of the 1 Quality of use
product which contribute towards the quality of | § Environment/context
use, 1 User
1 Task

4 2



Chapitef i ni ng

and Fr ami

Source

Definition

Key aspects

b) the context of use view of usability: that
usability depends on the nature of the user,
product, task and environment;

¢) the quality of use view of usability: that
usability is the outcome of interaction and can k
measured by the effectiveness, efficiency, and
satisfaction with which specified users achieve
specified goals in pa

1 Interaction outcome
9 Effectiveness

1 Efficiency

9 User satisfaction

9 Goals

Bevan, Kirakowskib
and Maissela (1991)

ithe ease of wuse and
a particular class of users carrying out specific

9 Ease of use
1 Acceptability

tasks in a specific e|qProduct
T Users
9 Tasks
1 Environment/context
Constantine and AfUsability is infl uen|¢qSystems

Lockwood (1999)

usable systems are easy for people to learn ho
use and easy for people to use productively. Th

9 People (users)
1 Ease of learning

make it easy to remember from one use to ano|  (learnability)
how they are used. Highly usable systems help| ¢ Productivity
people to wrk efficiently while making fewer 1 Fewer
mistakes. We can think of these characteristics|  pistakes/Error
five facets of wusabil tolerance
1 Learnability 1 Ease of rememberin
" Rememberability (memorability/reme
1 Efficiency in use mberability)
1 Reliability in use 9 Efficiency of use
T User satisfacti on(q Reliability of use
1 User satisfaction
Eason (1989) ithe degree to which 1 Users
system with the skills, knowledge, stereotypes { § System
experience they can blqusersé sk
knowledge,
stereotypes, and
experience (user
literacy)
EC (2022) AUsability refers to 1 Website

through your website. This is determined by
aspects including the way your site arranges a
displays information, as well as how comfortabl

9 Ease of use
1 Information display/
user interface

it is for wusers to i n|lqcomfortofuse
1 Interaction
Edwards (2018for AWhen using HCI to de|fUser
Hewlett Packard (hp) agreed that four main components factor into th q Task

equation: the user, the task, the interface, and t
context. o

9 User interface
1 Environment/context

Gould and Lewis
(1985)

AAnNny system designed
easy to learn (and remember), useful, that is,
contain functions people really need in their wo
and be easy and pl eas

1 System

1 People (users)

1 Ease of learning
(Learnability)

1 Ease of rememberin
(memorability)

1 Useful functions

1 Use satisfaction

4 3
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Source Definition Key aspects
HHS and GSA ithe quality of a use|f Userexperience
(2004) interacting with products or systems, including (user literacy)

websites, software, devices, or applications.
Usability is about effectiveness, efficiency and {
overall satisfaction

1 Interaction

1 Product/system/web
ites/software/
devices/applications

9 Effectiveness

1 Efficiency.

9 User satisfaction

Holzinger (2005)

Ausabil ity is most of
and acceptability of a system for a particular clg
of users carrying out specific tasks in a specific
environmentoo

i Ease of use

1 Acceptability

I System

1 Users

9 Tasks

1 Environment/context

IBM (2008) AfUsability is the di s|q Application/website
principles to ensure that the application or webg § Ease of learning
being designed is easy to learn, easy to use, e (learnability)
to remember, error tolerant, and subjectively 1 Ease of rememberin
pl easingo (memorability)

1 Error tolerance
1 User satisfaction

IEEE (1990) "The ease with which a user can learn to operal { Ease of learning
prepare inputs for, and interpret outputs of a (learnability)
system or component." 9 User

1 Input
preparation/Output
interpretation/ task
performance

1 System/component

(IEEE, 2022) ithe extent to which 9 Product
intended users to achieve specified goals with | § Users

effectiveness, effi ci|q Goalachievement
1 Effectiveness of use
9 Efficiency of use
1 User satisfaction
Interaction Design fiUsability is a measu|fUser

Foundation (2022)

user in a specific context can use a product/deg
to achieve a defined goal effectively, efficiently
and satisfactorilybo

1 Environment/context
9 Product/design

9 Goal achievement
1 Effectiveness of use
9 Efficiency of use

9 User satisfaction

(ISO, 2018)

Also adapted by HCI
experts and
organisations
including (HFES,
2021; ANSI, 2022;
BSI, 2022; Jordan et
al., 1996; IEC, 2018)

fextent to which a sy
be used by specified users to achieve specified
goals with effectiveness, efficiency and

satisfaction in a spe

1 System/product/sery,
ce

1 Users

1 Goals achievement
1 Environment/context
9 Effectiveness of use
9 Efficiency of use

9 User satisfaction

4 4
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Krug (2000)

Aimaking sure that som
person of average (or even below average) abi
and experience can use thetldingh et her
Web site, a fighter jet, or a revolving déofor its
intended purpose without getting hopelessly
frustratedo

9 Person (users)

1 Experience (user
literacy)

1 Usersatisfaction

Microsoft (2019)

AUsability is a measu

9 Ease of use

product to perform pr|9qProduct
1 Performance
1 Tasks performance
Nielsen (1993) Afusabil ity i-dimemsiohal a s| 9 Userinterface

property of a user interface. Usability has multiy

9 Ease of learning

components and is traditionally associated withl  (learnability)

these five usability attributes: 1 Efficacy
T Learnability 1 Memorability
9 Efficacy 9 Errors tolerance
TMemorability 9 User satisfaction
fErrors
fSati sfaction. o

Preece (1993) fla measure of the eas|| Easeofuse

learned or used, its safety, effectiveness and

9 Ease of learning

efficiency, and the a (learnability)
9 System safety
9 System effectivenes
9 System efficiency
1 User attitude/user
satisfaction
Quesenbery (2003) |iFor each of the f i ve|q Effectiveness
5Es), we think about how it is reflected in 1 Efficiency
requirements for each of the user groups. The { § Interaction
are: 1 Users

Effective: How completely and accurately the
work or experience is completed or goals reach
Efficient: How quickly this work can be
completed.

Engaging How well the interface draws the use
into the interaction and how pleasant and
satisfying it is to use.

Error Tolerant : How well the product prevents
errors and can help the user recover from miste
that do occur.

Easy to Learn How well the product supports
both the initial orientation and continued learnin
throughout the compl e

9 Goals achievement

9 User interface

1 Interaction

9 User satisfaction

9 Product

9 Error tolerance

1 Ease of learning
(learnability)

Schumacher, Lowry

fi t &ffectiveness, efficiency, and satisfaction

i Effectiveness

and Schumacher with which the intended users can achieve their § Efficiency
(2010)for the tasks in the intended|q uUsersatisfaction
National Institute of 9 Task
Standards and 9 Environment/context]
Technology (NIST) 1 Product

1 User
Shackel (2009) Athe capability in hulfqUsers

used easily and effectively by the specified ran
of users, given specified training and user supp

1 User literacy
1 Ease of use
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to fulfil the specified range of tasks, within the
specified range of environmental scenarios.
A convenient shortened form for the definition ¢
usability might be 0t
humans easily and eff
Easily = to a specified level of subjective
assessment.

Effectively = to a specified level of (human)
performance. 0

9 Effectiveness of use
9 User support

9 Tasks

9 Performance

9 Environment/context

Sharp, Rogers and
Preece (2019)

Afusability is general
interactive products are easy to learn, effective
use, and enjoyable from the user's perspective,
involves optimizing the interactions people hav
with interactive products to enable them to carr
outtheir activities at work, school, and in their
everyday life. More specifically, usability is
broken down into the following goals:

T effective to use (effectiveness)

T efficient to use (efficiency)

fsafe to use (safety)

Thave good utility (utility)

feasy to learn (learnability)

easy to remember how

9 Products

9 People (users)

1 Interaction

1 Activities/tasks

1 Environment/context

9 Effectiveness of use

19 Efficiency of use

9 Safety

1 Utility

9 Ease of learning
(learnability)

I Ease of rememberin
(memorability)

9 User satisfaction

Shneiderman and

fi 1Time to learn: How long does it take for

9 Time of learning/

Plaisant (2010) typical members of the community to learn Ease of learning
relevant task? (learnability)
2. Speed of performanceHow long does it take |  Speed of
to perform relevant benchmarks? performance/
3. Rate of errors by users:How many and what Efficiency
kinds of errors are made during benchmark tas| q Rate of errors/ Error
4. Retention over time: Frequency of use and tolerance
ease of learning help make for better user q User satisfaction
retention q Task
5. Subjective satisfaction Allow for user q Users
feedback via interviews, frelerm comments and
satisfaction scaleso

Usability ithe degr ee t osoftware, c h 1 Software/hardware

Professionals

hardware or anything elsés easy to use and a

9 Ease of use

Association (2010) |good fit for the peop|q Usersatisfaction
Usability.gov (2022) /A How ef fecti vely, ef f|¢q Userinterface
user can interact wi t 9 Effectiveness
1 Efficiency
9 User satisfaction
I Interaction
Tabdle Usability Definitions and

4 6
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Tabdle est aablbirsohaeds cat al ogue of wusability
extent of what it is considered to mean.

for the key aspects across all of the so

—
D

s touchpoints. Al so, cognitive | oad, co
S O0ment ®he model ktt ioFsautphpas tisnvt he concl us
sability studies, including a systemat:.
om 200@Wdioc ROridBt Mhe280ydy confirms tha

- o " C 9 @ T
—

® O 9

fficiency (70%9 nd seaftfiesdtaicu @ mens s( 6(638 %) 0

O T Q9 QO o
(7]

usabilityd usi(mbpva eWoir sl €1 ody $s$wodests

S t he mo s t considered aspect i n usabi
satisfactiono, user 0, efficiency6©o, an

repetitively than the other wusability as
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rmi noh/ongaiye sencda up being combined toget

L

L

roducts, websi taepsp,| nscaaislievwavriec,e sd ecvainc ebse, ¢ h

t

S primarily adopted | SO6s definition of

rm. The study also asserts that the mo

rectly fdredmnt hedoBlBOWBguUL et al percentac
pects of t he most identifiedigdall@i |l it
rovi des a Vvisual i hsicpgmmowooneemsi nags stoh
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4 . GQurreésndabl e Bepueséemygtati on

Having determined the key aspeofsusability definitions, nextwe examine how

different sources also address usable security to see how the usability aspects are
relevant inthe cybersecurity context. To identify sources that define usable security,
thestudytook the same approach presentedl #above but by using the search string:
(AUsable securityo OR ACybersecurity us:
(definition OR meaningUnl i ke Ousabilityé definitions
definitions that specifically focus on what it means for a system or service to be both
Ousabl ebd an d#2presents usakdedecurify definitiens and the associated

key aspects.

Source Definition Key aspects
(Garfinkel and| fi Acomputer is secure if you can depend on it and its softy { Reliability
Spafford, 1991)[t o behave as you expecto f Compute
/Software
9 Behaviour
(Hof, 2015) Ausability of security me| fConsciousness
an afterthought. o AThe f ol fAvailability/un
coming from the field [usable security] may be of help derstandability
software developers: 1 Empowerment
flUnderstandability, open for all users: Usable secy { Activities/Tasks
should be available for all users. It should especially| ¢ |nteraction

discriminate people. 1 Efficiency
T Empowered users: Security mechanisms should allow ¢ gase of
user to execute activities in any way he wants. remembering

fNo jumping through hoops: Users should only be force|  (memorability)
execute as little tasks as possible that exist only for 1 Interaction
security reasons. Otherwise, users get annoyed and 11 System/applicat
collaboration with I.T. security mechanisms. ion

9 Efficient use of user attention and memaorization capabi {1 Support

9 Only informed decisions: Security mechanisms should q User
require as little interaction with the user as possible.
security mechanism should only requests the attentig
the user if it is absolutely necessary.

9 Security as default: Good usability requires efficien
Hence, the user should not have to configure security V
he first starts an application.

i Fearless System: The security system should supp
positive attitude of the user towards the security syster
user with a positive attitude towards security mechani
is cooperative and more likely to not feel interrupted
security mechanisms.

9 Security guidance, educating reaction on user error
security system should guide the user in the usag
security mechanisms. Errors should be prevented and
should be ways to fAheal 0o

satisfaction
9 Error tolerance
19 Consistency
TUsers
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1 Consistency: Consistency allows users to efficiently fu

their tasks. o
(Johnston, Eloffi The authors propose 6 des| fUser interface
and applied in the area of security: Aesthetic/mini
Labuschagne, | 1) Convey features: The interface needs to convey| malist design
2003) available security features to the user. 1 Visibility
2) Visibility of system status: It is important for the user to q Users
able to observe the security status of the internal operati{ ¢ earnability
3) Learnability: The interface needs to be as-ttopatening 9 Error
and easy to learn as possible. q User
4) Aesthetic and minimalist design: Only relevant secy satisfaction
information should be displayed. {1 Trust
5) Errors: It is important for the error message to be det: .
. . 9 Environment
and to state, ihecessary, where to obtain help.
6) Satisfaction: Does the interface aid the user in havi
satisfactory experience with a system?
Does the interface lead to trust being developed?
Trust: It is essential for the user to trust the system. Th
particularly important in
(Nurse et al,| fAiCybersecurity usability]| TAccessibility
2011) 1 Accommodate all types of users. flUsers
1 Give informative feedback. 9 Support
9 Provide help, advice and documentation. 9 Error
9 Error prevention, handling and recovery/Undo prevention
9 Allow for visibility of system state. 1 Visibility
1 Make security functionality visible and accessible. 1 Cognitive load
1 Reduce cognitive load associated with system activitie| T System/applicat
1 Give guidance on what tasks users need to perform| ion
where necessary, provide recommendations support. | 1 Tasks
1 Emphasize a positive system experience and good lev{ T Users
user satisfaction. 1 Performance
9 Aesthetic and minimalistic design. I User
1 Design for learnability. satisfaction
T Reduce use of technical and secuspecific terms ang 1 Aesthetic/mini
jargon. malistic
1 Facilitate the creation of an accurate mental model. design/user
1 Design security into all application layers. interface
{ Design such that security does not reduce performanc( T Technical terms
{ Tools are not solutions. iMental model
1 Separate distinct concepts. I Tools
Note that security management interfaces may 1
additional usability cons
(Saltzer and i | t is essenti al t hat t h e| f{User interface
Schroeder, of use, so that users routinely and automatically apply] q Users
1975) protection mechanisms correctly. Also, to the extent thal ¢ Ease of use
usero6s ment al i mage of h| qprotection
mechanismshemst use, mistakes 1 Mental image
1 Mechanisms
1 Goals
1 Rate of
errors/mistakes
(Theofanos, AfTo dat e, we have no f or 1 {Cybersecurity
2020) instead, the field has focused on applied problems an¢ and usability
interactions of cybersecu interaction
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(Whitten and|iSecurity software i s usal| {People(users)
Tygar, 1999) use it: 1 Reliability

1. are reliably made aware of the security tasks they ne( q Tasks

perform; . 1 Performance

2. are able to figure out how to successfully perform th q Errors

tasks;

N M User
3. dondt make dangerous e satisfaction

4. are sufficiently comfortable with the interface to contir

1 User interface

using it.o
(Yee, 2002) In order to have a chance of using a system safely ina | System/
world of unreliable and sometimes adversarial software, Software
need to have confidence in the following statements: 1 Explicit
A Things dono6t become uns Authority
Authority) (safety related)
A can know whether thin {1 Visibility
Al can make things safer| (safety related)
A I dondt choose to mak§g gRevocability
Resistance) (safety related)
A I know what the system {1 Path of Least
A The system can safely Resistance
Boundaries) (safety related)
A1l can tell the system w 1 Expected
A I know what 1 6m telling Ability
N
Appropriation
(safety related)
9 Expressiveness
9 Clarity
1 Identifiability,
Trusted Path
(safety/protecti
on related)
(Zurko andfisecurity model s, me c h ani| {Security
Simon, 1996) have wusability as a pri ma models/mechan
isms/system/sof
tware
1 Goal
Tabd2e Usabl e Securi KeyDASpaCctBsBons and

Fr ami

ng

t he

A considerable body of research examines usable security. Although there are different

perspectives when addressing usable security, no widely accepted formal definition

has been observed so far. In addition, few studies clearly outline the different

dimersions that may contribute to understanding usable security despite some efforts.
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Compared to usable security, the representation of usability is more consistent in the

l iterature, andc yhoerssoenteu rd & opr eceo,mmtume t y i
notions that the HCI fieldd3hdssphdgs st be
percentage of the most i mportant wusabl e s

Al so, using a Wordd4 Cvoedaltlow!| r epgrngueret s
phrases related to usab| e usseecrudrdttays d aaout Saeb

are some areas of commonality between usability and usable security, whereas
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important usability aspects such as efficiency and learnability are still considered
outliers in wusable security studies. Th
importance in usability studies, also is not given the required attention in the usable
security community The lack of consistency in defining and presenting usable security
motivates this work to create an initial definition, which will be discussed in the next

section.

4 Usalbdeumet ynand olar amewor kK

To refine the understanding of wusable se

structured analysis of existing studies.

process began by reviewing established d
such as touchpoints, effectiveness, ef f i«
goal s were highlighted. A parallel anal vy
studi es, which | ack a widely accepted fc
such as wuser satisfaction, touchpoints, a
research, but ot her aspect s, I i ke cont e
cybersecurity domai n. The out comes, al c

cyber seanariint yi sd i ncreasingly adopting <co

resulted in the development of a holisti

oUsabl e secuairng yudabiultiitlyy concepts to

cybersecurity concepts. o

Where usability concepts = all usabi | |
requirements,
and cybersecurity concepts = all cybel

and requirements.

The definition intentionally connects th
usability and c¥Fbetbecmorey ar iptrda maa.y r
assessabglity and usable security studie
security by |l ooking at the different asp:

of this definition is to be detiakil @gur e n t
4.5,
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Touchpoint

Any interaction with cybersecurity
technologies, systems, devices,
products, Uls, policies and
procedures, and other points that
users interact with

Process

B

Must comply with cybersecurity
regulations and best practices
(e.g., GDPR, HIPAA, NIST
Framework,

1SO Framework, COBIT etc.)

e i

An expert or non-expert with
mental models, preferences,
emotions, behaviours,
awareness, and other human

aspects

Anout come
char zt e i

framewor k

account

The mai

f Usea

bel

f Touchpaoniyntp:oi nt
udes

Thi
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Fi gax eUsabl e
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rel at

revi

Context

ng
p

e Wi

onshi

usabl
bet ween

Security

provi deszea umadn £

Process

Must entail attributes including
effectiveness, efficiency,
satisfaction, learnability, safety,
error-tolerant, accessibility,
usefulness, reliability,
memorability, and other usability
key aspects
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ng L\

Framewor k

e
di

security

fferent

tsecapeéert gt iderd a

all 1 mportant facets of wusabil it
n elements of this framework are
person (-expert) owi o rpex reegtdd toinen
efs about wihd tiondcehpaitntwitthey

i ncl

procedur es.

f ProcEbeas:

shoul
the context

T Goah: speci fic
considering

action(s)
derleel o@entuser so

t hat

of us e .

cybersecurity
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T Contéke: set of conditions that accomn

goal

The framewor k provi des a mechani sm to

consider atkiegn aalplect sfe @ofim bwoabi IHQly and c

perspectives. The mechanism i mpwaegnebkat
emot,i soapre diefhiaovi or i nteracts with a touchp
omser i)ntteor factet bsfeowl dgoadmpl y with the

pracamrdeegsui r ements in a specified context
achiegeak hehlbulad sfeal foif mell ¢i peéet iava,ri &t
satisfactory, saf e, simpl e, acce®si bl e,
aest hGrtgimwn)isomwman use the existing evaluat
process meets these attributes or i f the
on the context of wuse and threatamododel i
procedure makers should keep in mind tha
i nt er sadhtouwidt make the process cybersecuri
One example to clarify the operation in t
with a banking application using a biome;
a bank transfer. I n this contextecubrieomet
and efficient interaction with the appl.i
accordance with the best cybersecurity p
once they |l og in to the systenofunatitlr ittuwety
t hat woul d | eave t he user wi t h a posit
cybersecurity requi r eonmmegaathsiwo nAm od helr e & x aadng
clear screen policy, which requires all/l

and |l ock their devicesd screens as they |
touchpoint. I f a wuset hodragzga htiliosndre@d p ovn 4 ihb It

maki ng t he process effective, egf fwihailent
i mpl ementing sugzhhisdhpaol dcypyrotvhele t he empl
desk equispuntebnctleab | eandlt awagsesbaxnesal t ernat
keeping documents | ying on the desk.
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| £ hues eirmstéber acti on wid hndthet t mhkedqpialrlanh e en
that the goal they are trying to achieve
because users are always going to find
themselves, which can someti mes damage t
the user cannot be bl amed for not abidin
byrgzanhsonf these are not wusable while t6F
way cobompl ete a task. Further, some users
unusable security rul es .t oFoac hexeadnepcltegnr e

bypagigmgpring the security system.to acc

4 . CGhapter Summary

It as been a significant achievement to

h
rgani zations to mitigate serious securi
Vv

0

provide adequate protection agadtnisuermmdds t
of the overall securi tegepitstoeamsa ndle fhbeerhdasv i
security measures. Usable security is o
organi zations. This chapter propesé$fea USs
accompanied by a udgadhalte hed uwr iptry vfirdemew e
to supporting prior studies'’ efforts and
considered when i mplemeaetingme@wocuki g s ekr
notion wfnhuman must be considered and a
security processes aAfdestrplcdimionggusalbl enes
security cul ture i n tt thies nehkaprtebapamnmd C
met hodal ogdmrrowaedhh ggabheof Butemeii mgr el ati on
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5.1 lnt roducti on

Thi s cexgppdtadmsmet hodol ogi cal approach unc
conducteéesenarilghibsegi ns by det ai lainndg htowe d
they were designed to effectiNexlty addrdeess
the data analysis techniques iempdtometd heo
col |l ectlend adladtithieonc hapt er exami nest htéhe me
reearch process' s Imiedg hlaibghhet iteytghamad | valoindi
observed throwghonpthashei mg utdlhe commit me

research with integrity.

5. atCal | eNle¢eti oods

Data can be facts, numbers(Nhéeitberns, Aonds
Press, adldl9agct i omrgu tiohdhtee 9§ esaa cthnder st and th
st afesw@umdli prnactai pear t jscuuclme c Wroimtay ndiel t ur e
associ atletd dmxlbeessi denti fi cation of tren
across different setthd nogesntaexdt tdpredo'esged sOa re

0
behaviors sthodaagdidvietnu cc@ htiusatstomdy empl oyed
h
c

met hod approach to data collection, wutild]
to ol l ect dat a.

The rocesrsewiegwinnags i dsthhuodw ne sitro ChHdemtta rf y2 pr
approaches for studying security culture
cruci al i nsights into existing research
objectives. The review pr ocgeusisr ewda smeftadiloldo
gat her i nNsigbopt ghbassresdecami ty experiences
infl uences their behavioomgzahbeomahagi ngvot
conducsungeya study Hcorluecwededy i seeri vi ew:
combining these methods i s (tSehotomemdtoloenn
Johnson, TahCGIr7e)f or e, foll owing the | i ter a
guantitative and qual i ttahr caegshme tvie y-d @lnag is
Sstructur etdo immetaesrwriee ishe extent to which t
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security culimetdodThRippr onaxled s ulpelopgs si nt h
achiimtagh extensive breadth and depth goal

5. BZukX Deysi gn and | mpl ementation

Surveys are one of the most widely util:]
t hat have been usedmphogpgeddt esev@ahaegt eah
popul ation behaves o(SpekOwdivrean ahz®&p2agr
the researchers obtain knowledge of the
coul d be i ndoirvgradhusapl nsc,o0 nineuanmst,i es, or appli

(Pinsonneault andh&raemee, va®bB8us met hod

i ncl ugpiemgoinn over the phone, via interac
pl atfor ms. The resources available to th
studied all pl mgda m<mdq|jSe mtkibovh Brzan, t Ael3)

Mor eover, it is essential to set the goal

generated from the survey (iDnl d6mdarThed 1k
survey in this study was desoifgnuesda btloe csoelcl
me as antdlseiet ati on to thei widegabhsdbheseéy c.I
participants are from differentDeisnpd utset r i
numerous surveys were reviewed during th
specific objectives of this resammgh suf
f ac,t oirmscolrugdainnigzati onal support andasbpBrgl B
i mportant in forming a security culture,
i n understanding the role of wusable secut
created from the ground up sttoatelds a nf istu bvs
5.3.1.2 rather than adapting existing 1in:

gat her users vi ews about usable securit
affect how they interact witkbsseéebatitheme
could yield relevadnti vedataetadl shypwbit hesia

underexplored area in cybersecurity rese:

The survey wasJicoandoOotlt ede,asSuDgPeRnp I( U 159

pl at.Tbemsur vsey dofdiesent sections, incl u
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1T Demographittggulest iiomSor mati on about p:
background, educatgemngr d @ealt ,i otphceb an d
orgzandbeni ndustry

T Securityetalttetdwegtahbstirlkedisaltems and an o
ended duwesatsiseerss participantsd percept
ot her factors i mpact zateicamsty cul ture

T Usabl e -selcared,yquestkeodohs g chdean dedns,
guestionsendapndee scli ondg 0 @abeée ausedgrel i mir
i nto peopl eds perceptions of usabl e
orgzanbeunl tur e.

T A sewtibna Lieseon asrcdelresheqgupewded teirann n e
how dthegdarti aisp&miBs | mpaaebl efosnebaerrty
orgzathi onsd security culture

T Afinal s eutl it-alpd o é h-epdad qgwaesse s iogrse d
tadetermine the mai nf odr ipteerpsmea yd wib & h

cybersecurity pmratcitoncse.s i n their orgal

Theurveyensdopequesiiexn senaadd eéfsrpeaer t i ci pant ¢
more or provi deaefwdleviehrearl |i,n stihgehtssuriviey c ol
including an invitati onanibtatelse | sned aoted p ¢
compl eted 1 neiaglgtresnx nm® e e kesyuarlvey questi on
degniet mddr eshyy pphbeseaessied @adtli drur 5hadr ihoR e,
participants were provided with definitic
compnehen aodi Bosmrenterpretation of the:

and their corresponding definitions were

w Cybersecurity ausaliilfiftiycuil 43 ess user s ¢

secureltayt ed tools or systems, such as
hi nder productivity, confusing user
processes (e.g., complex passwords).

w Cybersecurrigfyeractta omsser behaviors to s
i ncluding regul ar software wupdates,

identifying suspicious emails or mess:
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w Cybersecurityentceomprslsogt esl s, softwar
solutions l' i ke firewall s, antivirus
protecting systems, networks, and dat

w Cybersecuritiynoplronceeddoesmented proces
addressing security risks and maintai |
access control policies and security |

The sarmeg obtain detailed insights into

security measures within their workplace

dynamics of secuorn gzyh lpereatcttiincgess. iThhitshedat
strategy aligns with the studyds objecti:
and interpretation in | ater phases of t hi
5. BeAvtructured I nterviews

l ncorporatrongtseeed interviews hiami dreen s
resedrkahelti, a0 1W)th t heenuspedeos aindp guwd | ow
guestions, the researcher can explore sp

have the chance to ar t(iTdudaantse dNoruitreg st raen

201MMdr ecivteer,vi ews facilitate more expl or
with the surveys alone. Tradit-tdamaakl ypuitn
they have increasingl(yKualaemsand oBeida iktdoa rom

they continued to transfer o0 ALI9I npea,n deesd e ¢
(Sah, Singh.amtdeSahjf20206)online intervi

including reaching a wider geographical

with participants globally. This 1is par
participanterd -bB@#aekabneleittiyngst, al t hough 1
associated with onl i ne-vneerebtailn gcsu,e ss vacnhd a sh
of Il ess personal i nteractions.

Participants had the option to participa
survey and the interview by completing t
for a-upolihowr vi ew. Theppamt er avelwsge di mel

deeper insight i nto usersdéd behaviors and
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wor kpl ace, identifying areas that coul d
i nterview process started byemeéedsi¢spgns
to enabl e t lhepperstsi dihpanot I heotu gwa s ff anlr It dve
opdrm!| ose question format, with questions
opinions and concerns openly. This plann
gat herdienpgt hi( Kwadlae and Br,i nrkanainmg r 2e&t0ibr) e d
i nterviews an essential supplement to t he

interpretations will then be dapapwno. abcahsessd

5. EtdhiCoalsi der atpipomy aand A

Participation in the survey involved usi
the collection process did not gather an
or tolmgzaamiomini mizing risk. The data coll
stored on the University of Nottinghamos

~—+

hat providing contact information duri ncg
to joinwlpaeritnt efrhwi gadirnt itchiipsa nsttsu diyrhvaadl bveer e
guidelines established by the University
consent to parandi waetre v olf wnrthardk |tyh gtht t h
withdraw from the study at any time. Ano
and the collected data was solely used f
study was granted underCSapRRBiZcashown T efe
Appernxd

5. Pid4 0t Study

The squuesstyndnshe men tweerdvei epw | ot ed wi t h t we
ten of whom pr ovitdheed of neleidnbea gskuwthherlyeupglhad f «
ten, including three involved in pilot i
andpemson meetings. The pilot study engag
i nformati omnd ecyhbneorl soggcyur ity community and
regularly wuse technology in corporate s
selected toramger ofa bdickedggyo@ndanct hg t he
applicability of Tabé.elsurdveetyai ¢ e stthheonpi |

6 2



Chaptlemvéstigating Usable Security and
Settings
i nf or ndautbiscegq.uent | vy, the survey was refine
from the pidodtfitcdsatl kdafsarrd biutt i on.
Pilot
- Age Mode of .
Participant | Gender 9 S Industry Field
No Group Participation
PP1 Male 45-54 Online surveys Energy supply
PP2 Male 35-44 Online surveys Education
PP3 Male 35-44 Online surveys Education
PP4 Male 45-54 Online surveys IT
PP5 Female 55-64 Online surveys Education
PP6 Female 35-44 Online surveys Education
PP7 Female 25-34 Online surveys IT
PP8 Male 35-44 Online surveys Energy supply
PP9 Female 45-54 Online surveys Education
PP10 Male 25-34 Online surveys Energy supply
Online surveys &
PP11 Male 45-54 Email feedback IT
Online surveys & .
PP12 Male 35-44 Email feedback Education
PP13 Female | 4554 Online surveys & Education
Email feedback
PP14 Male 25-34 In-person IT
PP15 Female 25-34 In-person Education
PP16 Male 45-54 In-person IT
PP17 Male 55-64 In-person IT
PP18 Male 45-54 In-person IT
PP19 Female 25-34 In-person Education
PP20 Female 35-44 In-person Education
Tabdllei Patr tici pant s
5. 2Pastici pantTeReehcriug uerse n't
The steedy autcidmbi nati on of convenience s
techniques to recruit participants:
l1.Convenience Sampling: this approach i
accessible to the r es(eBarrecvheerrt ofnora nsdu rw
20Q1l)and thi is the most common samp
(AchatyakP0Ol1lBhe survey was distributed

var

ous

posters

soci

and

smeihh besgl at & mdd®/ibat suspg m

yers at

6 3
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< ®» W O 0O T O 0O D OV

2.Snowball Sampling: in this approach,

t

recommend others who meet the resear c|
participants ,amd Kidtaotkleea , c ISictoegrn.i and C
Therefore, initial participants were
eligible individuals who fit the stud)
approach walsy mas lménygtiwsbepdkvi t e their co
to takedparsomgdahetati ve Ipmaretquestit heg

i Nt erstioemwatheer s

is worthwhile to note that convenienc
cruitment strategies in studies with
mpl i ng, in which readily available and
ds-ecfof ect i ve, particularly in explorator
nce it requires mi (iEmaelr sphamMrRiOradl )faunrdt |
vant age, snowbal l sampling id4opachicu
pul ations through the use of existing
gagé Nanmtri far, Gol i ard , @GRDILBYIre he2 ndT
mbining these sampling methods result:
mpl e, all owing detailed data to be <col
cessiomlee owi tlheséKmethbdsrahadeCharl es,
| dez.Fi 2B01%)i | thet f Aowshart detailing th

6 4
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process.

The survey was distributed via e-mails,
direct messages, various social media,
and by using posters and flyers at
conferences and events

Interested participants were prompted
to access the online survey directly by
following the study link

—
Participants were prompted to contact

the researcher should they have any Participants who don’t give consent are
guestions or concerns prior to giving excluded from the study
consent

[ ——

Consent was gained on the online survey Participants who don’t wish to
before participants proceeded with the participate in the interview part ended
completion of the survey their engagement in the study

e ———
Participants who consented to be
contacted for the follow-up interview
were e-mailed by the researcher to
arrange a convenient time for the
interview to take place

End of participants’ engagement in the
study

Fi gbhlt e Participant Recruitment FIlowchart

I nterested individuals were encouraged t ¢
concerns before providing consent to par!
consent were not able to proceed with t|

participation. Consent was obtained onli
participants proceeded with its completi
able to provide their emai | addresses i
appirmxt enhiyn 2t0e i nt er vi ew. Those who opted
conclude their engagement by <clicking OF

consentedupoiatéoVvView were contacted vi a
to schedaoheenientThetienveewi ¢ wsnewer e con
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parti.clihpanctosncl usi osmmafkddhet hentemdi etv t h
i nvol vement in the study, al though they

thoughts or questions.

Respondent progress

P 02]p3 |4 RS[0S 07 08
22 8 5 7 203

948 54 19

Fi gbhx e Respondent Progress

Fi gbr2e presents an overview of the survey
when respondents initiated but did not fi
they discontinued their participation. TI
page pawtstctpdnbefore exiting the survey.
O0p. 16 indicates that 948 people accessed
Similarly, 6546 under Op.R2besbevwmailhirptg?:
abandoning their participation. Notably,
submitted theerreeppodeet.ugmygedrthes st lofaitad utt
number owhagpeepslsed (i ie ognuuthheatygoep ped at page
to and i ncwhadompgl &ihed® épbatr)t i cainpdahmetve r al |
ompl eti on e OMBENIteager opouts from surveys
f

reasons, including connectivity issue:

SC G2@94)»sts that a high agsaegpomiayr amnei

c
0
J
unclieatructi onsevélntabbppndehys | eft the

=]

the study, suggesting that the survey i n:

5.Bata AMplpysiashes

It is Iimportant to highlight the methods
data analysis process. As indicated in t
mi x-met hod approach, integrating guantit
effectively evaluate the i mpact of cyberse

i mrgzanhsonQuantitative data acgahnhaedt via
using statistideadcrmepthiowdes satnathir satesil daadli oan
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regressitohtettae stss i cal Packag(eSH%®) ttdnet Stolt
study hypotheses and investigate correl at

cl oseded survey questions. Fuenhkdedmsueyesq
responses -aatnrdu cdthuer esde ninaeedyy i BwWisveovera qual
data analysis software that helps discov:«
( NVi vo, PlOi2dnemihxedd approach-deet hsppreypede
the research topic by combining the brea
o f the qualitative interpretation. The

process.

5. Pulant i Daatha avley si s

Thguantitative data obt@mrinocaeksrsfaddimi hbe i
descriptive sTthaitsi sfeaccialdimmanteadt ¢grssisve under ¢
dat areltdti onships identamdethe hsogghfitdbvea

resul t s.

5. 3Dést&ripti vteheansauryvseiys roefsponses

A descriptive statisti calacagnuarlmyeddihsg waig vies
r es polnhsee san afloycsuisse di son summari zing the nut
responses to provide a clear and conci sce
represesnucaht iaosnspi e charts, column chart s,
i n order to fciomsimgha ant Bh bkeeeyd 8t gur es ar e a
by a detailed explanation that highlight s

5. 3Hypat hestktisng

The increasing reliance on humans to adc
underscores t he i mportance of t heir bet
However, research indicates that wusers f

capaciatkye tagopmopr i at eF s eeae raiRtyla8dtecri ss i owmch
time pressures exacerbate this issue, Co
which increase the I-s&eli & o wd(rChdorweuhnud sy s
Adam and Te.ubTnheers,e 2cOn2a3l)l enges rai se the ¢
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usable security solutions could address t
practices.

Research further suggests that user behe
outcomes, particularly in mi(nMWMaou sti anfga ,t hRee
an Maur ushilastami 20 2 ) ty with workplace ¢\
t h

S u

t
d
procedures can enable users to manage cyb
eir adherence ( tent ,seelxlh®)t gwedddnafsourrneesd a n
pported wusers are mor e Whiikbeh gyhdttlgeh ma k e
potenti alf oodusuesdabiidtigryventi ons to drive |
organi zational support has been identif
cybersecurit @uea g md2.0Dlele)p eetseevitdsent e r ol e
usable security solutions in directly ad

attenti on.

Whil e gener al research highlights the in
support on cybersecurity, there remains
usabl e securitthgef f Bgt ew & miumsiadsybe pseerocterpittiyor
usabotistty confidence, mohy patliloesi s gmd c o
HS5aaitmo addresBot heaehgapé6hu$l ahgpotdeaksnsed

O HikThere wil!/l be a positive correlatio
security measures and their behavior
wi t hiom gfathe on

0 HI: There is no significant <correlation
security measures and their behavior

within the organizati on.

Hlrna s seesslse r el ati onship between usersodo Vi e
their behavior t owar ds unusable securit
hypothesis aims to determine whether a
security melsium esvarfdlelctsedur iVay i labhasi @

i nterest :
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T I ndependenRer\aerptaibodne: of usabl e securi
organi zations. This variable evaluate
cybersecurity measures i mplemented in

T DependentSeVauriiatby enehaviors and attitu
actions and attitudes towards securit)

or ineffective. |t captures the extenil

The correlation test iIis used to deter mine
userso6 perceptions of usable security a

security measures. For exampl e, a positi

more positive perception of wusable secur

compliant Dbehavior. Foll owing the correl
determine the predictive potenti al of pe
and attitudes. The regression analysis a
security behavior and attitudes may be e
can, most | mpoprteamitdibdabladpaeasyed mbgbur afy e
cul ture. Conducting such tests i s essel
cybersecurity measures in organizations
among empl oyees. Understanding usable se
empl eeavoiechr can inform cybersecurity init

programs to focus on the problem and cr

aspects, resulting in higher compliance |

0 H2a:A positive perception of usable sec

frequency of reported incidents of byj
O H2: There is no significant associati on
usable security and the frequency of

measur es.

H2asuggest d aviogptebiceeti on of usable secur
correlates with reported incidents of by
seeks to determine melstulmhers wws &blaessoed ar

bypassing of these med@sures. Variabl es of
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wlndependentBy fVassiabmy e:security measur e
categorical wi t h binary responses i
respondents have bypassed security me;
high probability that peopl ei mg got n
admitting to bypassing security measu
the reported incident.

w DependentPo/aireiabeé gpi on of usabl e secu

the organizations. This wvariable 1| oo
usability of security measures i mpl emi
Since this hypothesis includes aasatego

used to determine whether -tesatds,tiaomalsyp
Thevegl ue running t he nndoirdndmtditintgya tt & sits i rso
di strnitbhet dtammney HBcdaaersdi nigsl yT hsiesl etcd std
evaluate if there is a statistically si
of usable security measures between tho
and thoséawe no-Whi tThheyaNtgersoth oifrsace mpar i n

di fferences between two independent gro

U H3swEaxod understanding and performing
confidence with security policies wit|
0 H3: Ease o f understanding and perform

significantly predict userso confi denc

H3aposits that the ease of understanding
userso6 confidence in complying with secul
hypothesi s ai ms t perimeviewsdd geaa see wihfe tuhnedre rts
actiheasisgni ficant influences on usersé co

comply with security requirements. Vari at

T I'ndependenPervVaegiivadbd erpase of under st a
security actions within the organizat

perception of how cybersecurity measurt
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1T Dependent C&¥afidbhee in following cybe
This variable measures empl oyeesd con

cybersecurity measures established wi:

Si mprineargrressi on H3s uwhdd ht chetlegpsst quanti fy

perception of the wusability of security
userso6 confidence in followhredeggberssdau
hi gher confidence among employees in th
compliance rates. The regression anal ysi ¢
pedscpglmoyeesd confidence in following sec

i nform organizatiomalhncdegi uisarms i egandi nt
empl oyeesd confidence i n tfeossltlionei atghieses hr
bet ween the independent and ide piesn dpeonsts ivba i
t henal ysis can support creating more usa

overall security culture.

U0 H4a: Ease of understanding and perf or mi
associated with the fimequemdy of reporl
U H4:Ease of understanding and perfor ming

associated with the frequency of repol

H4a pr oposes t hat the ease of under standi

negatecoredgl ated with the frequency of r

organi zations. Thi s hypot hesi s examines
measures can | ead to more frequent report
of Il ncreasedndwheeheng of responsibility

i nterest :

T I'ndependenPerVagiivaedd erase of under st a

security actions within the organizat
perception of how cybersecurity measur
1T DependentFrVvaquaearmdy: of reported securi:

e
assesses the frequency with which res
u

security incidents or not.
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Logistic regression is chosen for this a
perceived usability of security and the |
enabl es the examination of whet hhearbitlh et ype
o f encouraging employees to report secu
awareness or a | ower barrier to reportin
vital for organizations that ai nmttioonenhsar

t hat empowering their employees to wunder

result i n increased incident reports, al
usable security iIimproves security incidei
U H5a:0r gzmnii onal support and policies pro
i ssues positively influence empl oyees
cybersecurity vul.nerabilities or brea:

U H5:0rgani zati onmdl isaipegsorgr cammodt i ng t he
security issues have no significant

identifying and reporting cybersecurif

HS5. hy pot htelrsatzesr gani zati onal support and
usable security issues influence empl oye
cybersecurity vulnerabilities wohretbweeaa cthhe

support provided to the employees within

in effectively handling security issues.

T I ndependenQr g¥atriii arbd le: support for repo
i ssues. This variable assesses responc

by the organizations to employees fo

usability.

7T Dependent EMplrogpbéesed confidence in id:¢
cybersecurity vulnerabilities or brea
confidence in their capacity to identi

effectively.

Regression analysis is wused to evaluate

empl oyeesd confidence and readiness to ic
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under st andr etlhaet ibdent sneecem organi zational S |
measures and employees' confidence in i
negatively affect t heir organi zatteaotnds
whetlhiegher confidence i s l i nked t o Mo r ¢
vul nerabilities. The findings can provi
policymakers to craft or revise their in
over al Ineesfsf echei s gber security measbhdarvie s. Mc
t hiempact of supportive policseaec wuarnidt ye mgrr

fosaecul ture of accountability.

n each of the hypotheses, the independ
onsidered to i mpact or predict change,

tcomes that are being measured. The p

o O O

u
ependenti svat babelxeasmi ne the strength, d

el ationships between the variabl es. For

-

|l ead to increased compliance, confuisdence,
to verify thees esst uadnyd sdrhaywp omeani ngful con
ef fsaotd pot ent shaelt waeseshoecti sagtrisorns and secur it

5.3Dat3d8 Processing and Cleaning

For quantitative data analysis in SPSS, |
to code diffi®re€otst eanr aall eCSAdgpbiodnal2l0y,4
scales needed to be reversed for some su
align consistentISymwi glheet he rmsawaeng aatlbilevees .u
phraeiwhgt i s considered a 6goodd out come
| ow on another. @&helxlodg adge s orf i pieiwved satd at

means or,aeneads ansal | guestionsarpegiaridV elsy
negati velKForphexsmmgl| e, (s Qulreswndamxn 1Appe
participants were asked to rate the |i kel

cybersecurity task difficuldt to perform

responsible person or team (e.g., superyv
whlie another opti on S AFi nd my own way
l i kel i hood ratings for these actions hayv
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cybersecurity. Compl aining or reporting
addressing usability issues for enhanced
users finding their own ways around act.i

ri sThe. values of the second option were r ¢

Old Value New Value
1 5
2 4
3 3
4 2
5 1

Tabsl2ze SPSS Scale Reversal

This concept is applied to all responses
know / Not able to commento responses wer

contribute to the main rating scale.

5. Pual i DattkAma by si s

Qualitative research plays a critical ro
overall and understanding the wunderl ying
presented i n( Rauausde,iackall2 Ifher mqual i tati ve pa
focusaenszilopgp emded responses from the surve
sefmitructuredhioutgehoutwshi atdsattead yw a st hseu bg ue
t otheamabakysis, which is a qualitative me
and explore patterns( Brfaure aaan ch gC I[Wd ré khee ,n h 220

been substantial growtfanidn itthe s sheavs fr @it lo¢
i ntegr al approach (tGamegual iIMaaztQuwee nr eaqndaarl
Vai smet a dil2 0Tlh6e)meersed e hitehd ough i nductive a

me a,n swhred wectii ve themes are derivealndor gan
deductive themesxiasrne nlygasmdedBmsammaand eCl a
2006)Using thematic analysis allows rese
restricexidstoiyngrteheof8tracal aads Chipteknan s 2 (
analysis is thus suitable for a wide ranc
when investigating broaden Guleesmes MacrQuee
Namey, 2012 ;alMelr7r;gt NawRaDILIThi s study benef.
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ad
di
re
an
t h
an
mi

co

-+ 0O
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—
> O
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Op
s e
i n

us

aptability and practicality of t hemat i
fferent themat i csadvad cyaBireedumbeyamad | atr ke
mai ns one of anidetemoesatr cithmrfd oy & mtaMcdl t o t h e

as Wil e vtaemabi emaynwat gsse concerns due
eme identification and inter(p/raetsantoiram,
d Snel grHowee,ve2019)i gor ousancdoedfil negcanvp @ e/r

tigate po(tBrnauml arbd a@lhdt ke,t h2@22)aspec

nsiidnertende study.

i rthset ,r esearcher beg-andley ¢ e ktireaonssetshgeabaildnl g

cordings obtaindgtdi 6r wmst het | uwebglivdbgwadi
tasebecome familiar with the dat a. N e x
ich were helpful in Thenti tgrppbebedantdh
| ati onshi pbychmatewaidd gtgleekeadrdtna t o i dent i
nnections athded ppaptdtveeraniesmon t hemes and c

ithhe datasetan Aso tehnmeemegse ,beghe resear che

mes based on the initial codes and dece
seqlentrleysstasrtctheedr ef i nirnev iperwicnegs st hbey i o

e

b

e meg acacnuwdr aecrysur iregpr edatwsaadhedgmn t h t he
search objectives. Subt hemesanwer o mael s ¢
emes were merged to refine and solidif
uci al rol e in fadiloirZgéainong o& & ¢ iladhd cbavieam
r efficiend ngodiamg, rearegonal of data s

Mesecendwnatiinnveonlavheld ng cri ti catlhedi scu

e
igor and credibility of the analysis by
e

rcoméebifamd |l owi dgt awba s & ley seadés ¢ he open

ded r espoxntsrewsc tanrde ;s eiMmmt er vi ews .

30peechnded responses

eemnded responses are designed to help e
cur idrygzashracbn secur iTthe pemldtedr epas i r voefy t h
cluded a range of questions that haddr es
abofii tybentbowespygncexptrestso nheifreedibawk

75



Chaptlemvéstigating Usable Security and
Settings

-~ ®© € T —
o < 0O 9 o

O T
—

ﬁ _.
=] o S o (7] =y

©
—

| ated tzatibeaei s o elgarnietxpanpulée tuireh hasked
rti diapanetvse r bypassed cybersecurity te
ability issues, requesting a brief des
ent in order to understand the nature ¢
ey hratdedr eproy di fficulties wusing <cyber.
ocedures to the responsible person or
alelsenghey faced. The purpose of this wa
sues were formahéyr e dpmuomiokl ¢pedd stbdh o n a |
spondents were encouraged to comment ol
d security culture within their workpl
e usability of cyber seEuwnrthHhar gnedasstuiroensn a
cluded a question regarding the primar
ac,tiwietsh the option to specify ootheragdgt
ot her question asked about potenti al b

her readaoms#iledombtdtelspondent s were asked

i mproving cybersecur i tayt iuosna biinl iotryd ewi tthoi ng

—
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c

_1
(0

Th
i n
co

i n

commendati ory bfewrsieti ynpw i/ inhgi t lye cor por a

I responses ar e anonymi zed t o ensur e

rticipants. The input from the respon
sponse was read thoroughly to capture |
der eiacm @mueésto generate codes directl
eir relation to specific survey questic
rther devel oped to provide more insig
estion. sThaensde stutbeégnmmee mes were continuou
curacy in representing the data provid
search aim and objectives.
3S2mwmPtructured interviews

e semuctured interviews performed as p
sights into the impact of wgagminlaibtny on

Nt EXxtgh.t een partitche@iantey e pS s siteltleur s @
terviews and were contactedoVi adhedma i |
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not reply and continued their hiemtgamn\eimewsg
were conducted with eight participants (f
three industry pr ocfeensdsiwdoantad an Bndusthrey Pb
Participants were from the FUnKB®MQqgSnaiuad,i
Ar meni a, Sweden, and the U.S., offering e
di fferent cul tures and regul atory cont e

Mi crosoft Teams to enable the possyibilidt
geographic constraints. Participants wer
recorded and transcribed | ater, all owing

a t horaoluygshi san

The interviews commenced with parts that
which participanfTéawardugetti ® ne If abwarsatcen. |
20 mi.hoktkeeswing the initial focused discus
was taken, inviting participants to open
i ncreasing the dé€peéehqoésguahstaarvedddeéepe
of ddreversation, all owing for a responsi
adisted to the Thleowquoefstdiomlsogunec.l uded du

depending on the context of the conversat

1T Do you feel that cybersecurity wusabil |
and effectiveness-timycdrarsykisrg out youl

1T Can you tell me if there are any speci
you find more challenging than others
would you suggest improving them?

1T Does management and | eadership suppor"

security measures? What actions have
regardPnyestg.in alternative technol og
usabil ity dsiof ftihcautl tuseesr s(ikneow how to ¢
l ess difficult)

T What str a&ttdgices veary balance usability

i n your @rganization
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Do you believe the usability of cyber s
your coll eaguesd) to comply with secul
Can you share anoregzatmpdhrer ér 6 meyoagsm@abi
cybersecurity has positively or negat
Consi deroirngga hyboemrgeogr aphi cal l ocati on,
regional factors influencing security

How can these factors be considered i

recorded i nterviews were transcribe
cussions was accurately captured for
vo auded hea identify key themes and
roughd yf exmrtalte edat a.

eover, a second rater was included in
iability and credibility of-sttrhuec tquuraeldi
ervi ews. This engagement of fers an in

i stency and objectizittiyoni mndlatcads ntghe
er verified tshter uicnttuergerdi tiyn toefr vti heewssbe mih

ponsibilitieasndlmghedtedandhoriobugdeiynt er \
mes previously identified by the prinm
k careful measur es to anonymize the
or mation about the individuals is idei

i's wor tah tthomumgdt ¢ htehasatampl e si ze of n=2

n=8 for interviews may seem relative
ul ation of zatiTonssers$ kcaAanosgahni pr ovi
erate meaningf ul data since several C |
geted | . Bat iussres swarnl dowigdaenit o ensure t|
erse backgrounds, industries, and geoc(
el i hood that the findings are applic
ticipants. The study also utilizes hy

ch ar e hel pful i n assessing t he rel
ckerson, 2000; BonFeurtt heemrd Wrhieg hatt, u d2y@

rowed down to focus on specific varia
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the tool s zatsie@dns n iomglamdi ng technol ogy an

the effectiveness of the sample size. Fo
all ocating resources mor e efficiently a
avail abl e saawdre, stitgee. i "Moarevi ews with el
deeper insights, whichqgeampilemeinve fBinddie
survey, enabling the study to uncover con
nottoedédee next two chapters wild.l il 1l ustra
gualitative dat a. The findings then are
relationship between usable security and

5.Ghapter Summary

Thi s dreapgttenfreed esear ctht imeihzheoddel segudy, det
coll ection andtamakbysidet metl leddparatti diypan t
wer e as kende atnoi nogbftuali siurmaniag tyt ©f t he resear c

i n Figure 5. 3.
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6.1lntroducti on

This chapter presents the findings deriyv
collected through the survey. |t covers |
of hypotheses testing. The analysis emp
summari ze and ensure that key findings a
are visually represented through a vari e
I nterpretations to provide a clearsunder ¢
hypotheses were tested using SPSS softw

i nterpretation.

6.2ur WQaivantitative Findings

An overview of the irpersgpoersteesd fiirmom hihse sseic
6. PaXti cDhDemundgis@p h

6. 2AttelDistribution

H18-24 MW25-34 MW3544 mW45-54 55-64 65 or above

Fi géilrAege Distribution Among Participants

The age distribution of participants off
terms of the cybersecurity Absehsahwiwonr si na nFd
6. he majority of the survey respondents
This i mpliesagedowot yfeardd)] ewhich is i mpo
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are |likely in the middle of their career s
They are also more |ikely to be technol
cybersecurity procedures in a profession:
The results also reflect | ess representa

9% of participants are between the ages
i nput from younger participants whoi may
uni v eoresdiutcyat i onal settings. Although they
technol ogy than other age groups, their
di ffer considerably due to differences
cuculium emphasizing that newer cybersecur
Similarly, participants aged 55 and above
that people approaching or having reached
Thi s age group might show different patt
indicating | ess knowledge of modern techt

younger age groups.

The age disshiapet iounr heldpedisftfaenrde mtg wd e rhe
cybersecurity practihdcgd ltahmpd t greprosrpt eacntciev eosf.

stratcecrgggatiasnbncybersecurity initiatives, \
maj ority age groups while not omitting t
groups. For example, cybersecurity traini
better sawgidt emmpddlyeeesd | earning preferenc
simultaneously taking into account measutl
speed.

6. 2Génder Di stributi on

Theendger di stribution ebwighmalsgaugBbvely phet |
parti)8dpamdss of t he )padne cecpmpthabdenti fied
a® Ot.derreasonably balanced gender distrilt
findings by ensuring that both male and
effectively reflected, meaning that t he
di fferennamiendoeirgeaahygl@en maki ng the concl usi

bot h gMordegnsadr ndgat a@amgender perspective m.
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chall enges or benefits each gender faces
tailored interventiommgzah sldhketee f minrde nigfs tch
cybersecurity policies effectively refle
femal e employees. For exampl e, i f addi ti
confidenthg specific security systems, sp:¢

devi sed.

6. 2Edl udati onal | evel s

Professional degree
Doctoral degree
Master’s degree

Bachelor’s degree
College/Diploma

High school or less

1 1 1 1
0% 10% 20% 30% 40%
[ RNE@IMBT e HeqRYUcaW qaé¢ RUGUUqUWx I2 130t WYnWAe ! q

The survey participantsd educational at
popul ation with a strong Iftbawsad e@rsthimaher
percentage of the world's population tha
countries apply di fferent met MHodve v € 0 f C
approxi mately 44% of people in the OECD'Ss
ages of 25 and d34 (ECD, aThdrm3yYsetrastiitsyt i ¢ ma
reflect thei gde btaHe a¥y& rmegmrber s of zethe OEC
countlrwlreischAse di s heobuteidumc ada momgl éerved y

responddntatyyasrwet hlataahebage | evel of educ
to the gendrnalFiemao2xreheu g atnh ad bogaarl v eo f 92 %

participants at | east have a bachel or 6s
hold a doctorate. This i ndiacreet-endeutldtéedit h
which may influence their perceptions a
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cybersecurity. Hi gh educational attai nme
understanding of cybersecurity threats
controlling these threats.
I n contrast, only 7% of participants hav.
breadth of data into how | ess academicall
cybersecurity processes. This undérrepre
views and behaviors of those with higher
per spectoirvgeash eobfn neelmber s, particularly tho
|l ess e@®ugmtiisomeed to ensure thadcegbree s e
are accessible and inclusive to all thei:H
The results may indicate the necessity toc
i n order to differentiate cyberesrectua it lye
various degrees of baseline understandin
educational backgrounds.
6. 2Atcédssibility Chall enges

» Have a disability = Do not have a disability Prefer not to say

Fi g ePercentage of ParticiTpahhel wgyhUBesabilidt

Figure 6. 3nlsyho3ws otfhattheo respondents ment.

i mpact their usage of techsofl gyl edthi Basi

wh i

c h

to generalize resultsmboetheghiaflige

number of people with certain disabilitie
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the inclusivity and accessibility of cybe

mi ght not have been enabled and empowere

within corporate context s. Among -t he d
defipetddtyi vity dissigadtedAOHD) ( mpBbpir a) ,
stuttering. Each of these may have an

technol ogies since tehdehesmudyVheadefcnpani

possi bl e i mptaernprcetpatniten mefnti oni ng t hese

T ADHD is the most prevalent neur odevel
research has shown that a significant
have 1 mpairments (8SrbmeyheMrtchobelditanod
This disorder might affect attention &
measur es.

T Myopia is a common eye condition t h
objedHS, .2M¥®pia could affect visual i
i nterfaces.

T Dyslexia is a | eaitmingnpdcser deeradt hagt
abilities, which affect information p
areas, srugzehh adn ab( BDA)j e 2 0TLI0DI)s may ma

understanding textual guidelines or wze
compliance with security measures.

f Stuttering is a speech condition that
or wordésaaedacaegative i mpact on worKk

(NIH, . 2Whir)e it generally affects spee
conditions that mi g ht i mpact cogni ti-
wor kpl ace.
Designing cybersecuriwupabbedhackegsedl| eha
with a variety dfheabi laiptpr@esaches cruocrahs

support the wusability of security's main
these principles include i mplementing sc
designing interfageageé habdjuset ashlilnmepl tee x tl

customised training sessions with contex

secureiltayt ed tasks that consider individu:
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Tlkset raining could assist in reducing the
di sabilitiwhsebiesctitihlaed.,al | empl oyees are
handtybgrsecuifiheéysmakluepercentage of res
di sabilities in this survey points to a

advanceomegaath Bibnncy ber security procedures.

6. 200 g&antii onal Rol es

Director / Executive / C-level role i 9%

Managerial role (including supervisory
. 29%
and middle management)

Operational role (including admin
assistants, analysts, specialists, and _ 49%
technicians)

T
%

0 20% 40% 60%

[ RDEBRIMAC | qRHARGe Uqt k WAY ®IDiNE ARM RagiRW W Ws Rq6 RUWNG

The distribution of pagzahesofpfaemtso'ver oli esv -
t hreesponlkseéewmaidi ttyhe pot emt ioalgainmizlat e onoal p
culuMse shown 6i.M9FB gur epartici pants hol d ¢

admi ni strative assistant s, anal yst s, S p
empl oyees for mshdeatyd apaakbormwetoes in thei
l i kely to interact with.cyiTheggebati ttyhem
ex peenfrcies and feedback from this group are
who make up 29% of the survey, are also
management percei ve cybersecurity pol i ci

indi vi dyalas pssential role in bridging ¢t
the higher management and operat-i enal e X
respondents represent 9% of participant
I mport adcer Stoanduinng the strategic priorit
measures at the himpatke stg. | eMheel si Qdacfh edé&ecic sai
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di ver se mix, orfeseaadamircs, avhan gteitti uteed PpI

participants. This variety enriches the ¢
The participants'’ di fferent responsi bil i
cybersecuntihmpngpoterci ebe specific needs a
vari ous positions and rol es i nside t
comprehensiveness and efficacy of <cybers
i ntegrate i nsights fomam exe&ketrisveascrtioss
orgzathi ofhe establishment of efficient C «
ensuring that cybersecurity rules are ef
across all positions. Feedlba&ckarmeaumani ¢Im
shoul d bteo i momtliamcreous!l y i mprove security
cybersecurity measures ar e understandab
orgzanabnroles and posbuiilodhisng contobbst i«
culture.

6. 2Dépértment al Representation

B Work in the cybersecurity department
Work in the IT department, including the cybersecurity team if applicable
B Work in a department other than the cybersecurity or IT department

B Other

[ RNE@BaA¢c | qRARGE Uq W IRD a U RIACpRINGIE LU o 10 g+ LU

Understanding the distribution of partic
val uladbndkscape to extract detailed insight
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vary based on department al roles and pe
cybersecurity measuroagzanalbin cyfbewliechiri by
The diverse department al i nvol vement not
need to integrate securoirtgzanmeadnudreast atndi
di verse departmentso operegzpieemn des esagdirresantg
cyber threats and creates more informed
Cybersecurity wbep aledpinfersfeartt i ci pant s, as
6.8re directly rese@loatsed!| eolf ®s, sgermamrd diyn
monitoring cybersecuwrrigtayni m@daeumrespewistpleicn
vital in assessing the effectiveness of
responses from the | T Departments who ma

(25%) are al so siiqriefdi danr to bsygi nlicdey otpheerya tairo

support, including i mplementing cybersec
which is the | argest gdgrchmiamad cemprfecremt
empl oyees whose feedback i s i nval uabl e

cybersecurity or@gattiiccres across t he

Additionally, the diverse insights from t
o f fields such as educati on, mar keti ng,
di stribution under scor el patrhteme mteale s sviitey
consi der atriedsegsa r temegnt, al training that cat
exposure | evels of various departments i
o f di fferent depart ment s. Al o gzathineh udi

department secorthe pgbecy formul ation pr

are practical and aepgzabhcabl e across the
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6. 2l hddstry Representation

W Education w Information technology and communication

W Energy supply Healthcare and social assistance

B Finance and insurance W Public administration

B Other B Manufacturing

M Transportation m Water supply, waste management, and remediation services
M Arts, entertainment, and recreation W Accommodation or food services

w Construction " Real estate/rental and leasing

W Agriculture

[ RNEMIMAT RGCE1 ! Wf UT et ql RUY WANGEURUOqRYWA! WA qRHI

Having a clear wunderstanding of the wvari
are i mpl eemealt ealt echdi s cruci-apediof iumdeh aslt l:
and best practices. This study's finding
education secdaon He7khfedgrednfraadmi Fi gor

percentage of I T and communication compart
to set benchmarks i n cybersecurity measur
soci al assistance (8%) are ccridgercwilcessi na

manage sensiti vresecnufroirtnyatiinopnactCy beessent i ¢
f areaching consequences, so having repres
valuabl e insights. Ot her sector s, whi ch
bring di ver se per sepcewcrtiitvye si soni rhtoemg r ay ear
frameworks and regulatory environments.

i ndustry faces uniqgue cybersecurity <chal
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require strict data protection measures ¢
HI PAA i n heal thcare OsogmGEEPR ann bénaebdnte
cybersecurity practices and | essons fron

admini stration technigues can be adapted

energy sector. To ensure cybemasdcuadiatpy afp
any operational or regul atory context, 1
di versesind&asthriindustry has its own cybe
needs, so tailored training programs ar e

I's necessary to-spteay forc ttdhp eaft si mchus ttrey hi
stratepggrifomg cybersecurity practices bet
i ndustry coll aboration platforms or for
sectors can eXdNrdedge kin2o0W) ed g e

6. 2Géof8raphic Diversity

B9 dzZNBALYOf dzBA WA RRE S 9L admb2NIK | YSNWOIAL
m! TNX O B! dZA GKNDSERA YA m{ 2dzi K | YSNmOIGI KSNJ

[ RDBEIMP YNNI ¢ G6 RAW? Rt ql RIAZqRAUdGYRYUA ¢ | qRARGE Uqt

Survey participants'’ geographic di strib
cybersecurity chall enges. It emphasi zes
strategies that respect and accommodat e

analysisuoftygybpeasécces globally can be
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wi de range of environmental, cul tural, a
understand how cybersecurity is affectec
cul tur al attitudes towar d s e chuirg urye G.n
il lustsarenighatpaesentation of responden
( 33 %) and (32%), resiepedti wdlew, ppraawvii cceaid :
regions where cybersecurity environments
Amer iocragpmabhsormontri bute | ess than their E
counterparts, their input is crucial, gi

and cybersecurity. Also, aspects of cyber
i n di ffer emand etcomlbmaolcogi cal contexts I n

Australia/ Oceani a (4 %), r eape c tSiowd lhy . A metr i
cybersecurt hytasdaameabbdiees o different regi
and technologi@aml examplseapebat Awor ks i n
privacy | aws might need to be adjusted t
| aws. Fuot gzanmosbé@oul d consider customizi
practices to suit regi onal needs. Wi t h
consistent while still beijangdrfgzaehxsiolmlaen e n

i mprove their cybersecurity posture by ci
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6. 200 g&rtii onal Size Distribution

1000 or more
50-249
250-499
50-249

Less than 50

58%

[ RN IRt gl RA2 g R YU UDYCnOLRE RIAMRRHAHIR G¢ Uaqt k W

Figure 6.8coasedkbsabhatnamber of Iliarger
the .stupdeyci fically, the vast noarjgearhistoyn o f
with 1000 employees or mor e. These comp:
systems and may have greater resources a
be targeted by more advanced cybersecur
I mportanxenotThie di scount the significan

small ersianeld mbuwsi nesses, awbdeegpeesbsase ma
more prominent companies. These business:¢
from those of | arger corporations, somet
and dealing with cer tmdas wrheasl | nennsgte sh e Csyd:
di ffergzathisonzes. Larger enterprises may

integrated security solutions, whereas s

coseffective alternativesng Eammonug abusgne&s
varying sizes may enable smaller firms

thereby wutilizing economies of scal e an
enterprises can benefit fromypihealalgy | apyl

in smaller settings.
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6. DidnensviSercurity Cul ture

6. 2S2cUCulilttyur e Consensus

1%

B Strongly agree B Agree Neutral Disagree M Strongly disagree Don’tknow / unable to answer

[ RNDEB@ILAC | qRARGe UqW NI WG WUqWY U lWa 640 WAGLE &)t gUT Y6 IRE)G ¢ LIS T
9! HIJI + UH2 | Rd! st RdRA R WMIBWVGRRBNDIWEGS ¢ | UT WAWY GYUt RARGRq! Wn Yl L
The responses to the influence of share
cybersecuri bygwhbsbomemoheirate the percei
coll aborative approach to cybersecurity.

agreed that company culture pl @A oa dk enyg |

to FbgOAt etaal of 89% of participants agre
attitudes, behaviors, and beliefs rel a
accountability. This demonstrates a shar
essenti al a nhdatc apne oiprl cei cuaht dee r ttf a nedv etrtyeo n @ :
or gzathiboen ng on the same page when it cCol
practices. The findings highlight the im
cybersecurity <culture that actively pron
exampl e, tarmesi nMmmursg pErmpdirasi ze t he "how" of
to enhance the collective understanding
people who are neutral or unsurendbout
attitudes towards cybersecurity, more t a
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50%
45%
40%
35%
30%
25%
20%
15%
10%
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guired to clearly describe the benefit
w each individualrpgzahbehaveonl af secusit]|
2C2b2rsecurity Conpeéethedmrcgea ndoznaftiidoe
45%
43%
33%
29%
27%)|
22%)
19%
16% 15%15% 149
10%
5%
3% 3%
1% 1% 1%
Confidence in Following ability to identify and
understanding cybersecurity report cybersecurity
cybersecurity requirements vulnerabilities
principles
W Very confident M Confident Meutral B Unconfident B Veryunconfident B Don’tknow / unable to comment
[ RNEWMIWMA ¢ | qRARGe Uqt v WO YUZT WUHDWx D210t WRUWEE!T RYet W+ o
il e the study respondents report a hig
nfiadseagiedct eli gurtehe&r.el0i s a cl ear indica
needed on identifying and reporting v
uld signi forgamamntabynwciympreeeur ity resilie]
nadms wor kshops, simulation exercises, an
ai ni ng. -rHeopwoervteirn g soefl fk nowl edge or skill
at mi ght affecthitthe yaodurtahcey caond erce leid
di vidual s may euredeiln engat iematheei or kowowl ed
rsonal bi as-®waroan el sascaks sokfs sgnelsfte | € an var
fferent respondents if no standardi zec
nsi der s only basi c emitghbty baen odsdoesd. d eB ee
rticipants may | ack the required insig
aware of all aspects of the cybersecur.|
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6. AsdPecUssalolfe Security

6. 2U8abil ity Challenges in Cybersec
Never 2%
Rarely 19%
Occasionally 35%
Often 35%
Very often 10%
UI% 1(;% ZEI]% 3[;% 40%

[ RNDEWMWWA I #O0qe DUWYnWAe!l qRARGeUqt K WWLEURY2Uql t Ws Rq6 WOt |
¢UOT WAl YRUT 21 18 D RRE RGERNOIRI L

The data on how frequently participants

technol ogi es and orrgzactesdouprrecsy iwd e sh i wa It uhaeh Ire
empl oyees' operFatgibo ®dl sthbmbktohfpepsalr t i ci pa
(45 %) report encountering wusability i sstL
significant percentage suggests that a |
usi ng cybersecurity Ssystems on eactie@gul ¢
i mpl etmeorn aof securi ty prcaocnpilcieasn caen do rmawo rl
t hat compromi se security. A further 35 Y%
probl ems with usability. Even though thi ¢
t hant miokdt he wor kforce encounters probl e
and negatively impact their efficiency ir
ot her hand, 19% of the workforce rarely

encount etr alhlem Tahe findings suggest t ha
or gzanhihcarwe effecftrnivendlnyd wykear securi ty me

may be disparities in experience between
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As a significant majority of gaastoiebiopant <
Il nvest i n cybersecurity techndtrogndsyand
i mproving usability, we can increase com
effectiveness of securityompgatucmreenduddt |
detailed user experience studies within
associated with cybersecurity procedures
addressed with targeted i mprovements, t h
greatly enhanced. It i's i mportant to esi
empl oyees can report wusability issues wi
depanmrent s and cybersecurity teams i n und
i mprovement . Taking t his approach can (
proactively. According to the data, usabi
of the woriknftoerrcaectwhnegn wi th cybersecurity
This affects not only the effectiveness

empl oyees and the genearagzatsieccrur i ty cul t ul

6. 2RB8spPonses to Difficult Cybersect

Seek help from my colleagues

Complain/report to the responsible person or
team

Find my own ways around the action

Try my best to perform the action and
complete the task

Stop the task

Ignore it to complete the task

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m Very likely m Likely m Neutral m Unlikely mVery unlikely m Don't know / unable to comment

[ RNDEWAIK Rt DG RSYYT WYNnWAel qRARGe Uqt «k WAIY GY Ut It Wq VY W?

I n this survey question, participants wer
the percentage of responses does not eqgu
participants’ reactions when they are e
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measAs eshown inthé&i goajer 6t E12pf respondent
woul d seek assistance from their col | e
cybersecuWht bhad sdads&kmonstrate a proactive
col |l abor atsioV & inmiggohbtl esshow t he | ack of dir e
t hreesponsithbol er etceealege i t @eé cqudiddanomeal | vy, 6
respondeay swoe@al d dd&d their Jveelykeltigkeper)f,or
demonstrating tai ahtiigtheclaenvde It meht i hio adher |
protocols in challenging circumstances.

i ssues to the respoemnlpké&lligk epleyr)s,oni nodri ctaeg a

significant portion would take formal st
Nonet hel ess, 57% of ©participants express
the action, raising concerns about pot e
orgzathiaanrisk. A significant 23% of resport
security measures in order to compl ete
bypass cybersecurity measures to maintail
overaly ocfectgméent oAddi ti onally, 28% of res
woul #ely or very Ilikely stop the task, i
may prevent the completion of this task
may be too restrictive or poorly integral
According to these responses, some secur
i nadequately integrated into daily workf
reviewed to ensure that they do not i mpe

Addnail by, the data suggests that a small

may di sregard security protocols in ordet
clarify communication regarding the i mpot
assated wiompl hance. A variety of strateg

the use of more frequent communications
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6. 2Bgpadassing Cybersecurity Measur e:c

W Participants who reported ever bypassing cybersecurity technology or procedures due
to usabhility issues
Participants who reported never bypassing cybersecurity technology or procedures
due to usability issues

[ RNEW@WA I AIU0UqeNUIWYnWAe!l qRARGe Uq7! Géet++t RUNDWYnW9! ALt |

The sdawveypyorts the percentage of parti
measures due tosbhsawbi liliBTyWWppovieess insi gl
empl oyees'whemaldleengdensy withmeamsmplrekse clybert
t hat 30% of participants admitted to byj
usability probl emsbeéasaus ec atulsies o goers temritcg
us abi 4 saetgiasidami nder empl oyees' ability to
tasks wi t lredticryder semur i t yBy pnasyssummogusr ity

measur es ocragga tesxoptoos esi gni fi cant risks, suc
be exploited. As a result, it emphasi zes
not onl y ruosbhaubskte poiutte atlhseo f act t hat 70% of
bypassing cybersecurity measures,| tt hiis f|
possible that this statistic reflects a
of the risks associated with bypassing se
are adequegebyed and do. nldwetumgmnsd sasl (sbob d u
t hat some participant actclheolhsaevimat itno |digsh

sensitive nat ucroempolfi aandcnei.t t i ng non
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Accordo
cyberse
unusmady
Testing
identi f
proact.
cyberse
usabili
creatio
empl oye
whicéan

frequen

empl oye

ngzaysonshoul d pl ace a high prior
curity technologies and procedur e:
ebe bypassed by emplowygatl e nvhii £h. r
usability as part of the cyber se

ying and mitigat ionrggzathlseestea np rroebmael n

ve in addressing these issues by
cumi tayndmecaseuwarte ng feedback | oops
ty issues. As a result, bypassing

orgeaafhadm cul ture that fosters ope
es feel comfortable reporting usa
result i n more honest feedback ar
cy of b yTpha sss i onpge athesleasvd eomuesito pb et we ¢

es and cybetsecurity teams as a r

0% 10% 20% 30% 10% 50% 60%
I feel that th i ionsi isati d d

eel that the security actions in my organisation are easy to understan —

| feel that the security actions in my organisation are easy to perform F
| feel that the security actionsin my organisation strike a good balance e—

between security and usability —
| can easily report any potential security issues or breaches that | may e —
COMe across F
My organisation provides adequate support for employees to —
understand and perform effective security actions F
My organisation has policies/initiatives to promote reporting any S
difficulties while using cybersecurity technologies or following
cybersecurity procedures -
My organisation takes staff feedback and concerns about cybersecurity e
technologies and procedures seriously r

B Strongly agree M Agree Neutral ~ mDisagree M Strongly disagree  m Don’tknow / unable to comment

[ RDEWAIMA ¢ | qRARGe UqWl NI WWGWNUqWs Ragé WOt ¢cARIRq! WEq¢ qld

The par'triesipparstes regarding their agreert

regardi
about t
Figar,g4

actions

nNng cyber searugza tt yo nuesvaeba Il i giyg ninf itchaen
he participants' experiendce®mand |
it i s asvigherdt ctahat portion of part

are neither easy to understand (-
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perform (43% di sagree or strongly disagr

hi nder effective security practices. AccC
should be simplified and integrated into
comgphension and | mpl ementation. Il n addit

+ 5% strongly agoegmahiselri «kvees tah gtootdh éiar &
security and wusability, while 46% (34% d
bal anlcaec kii sn g . This highlights a critical
perceived as too restrictive or compl ex

efficiency.

According to the survey, more participan
cybersecurity issues (47% agree or strong

of respondents find it challengingg (26%

that while mechanisms for reporting may ;
in terms of accessibility or communi cat
generally supported in understanding and
strloyngagree) , nearly a third (34%) do no
affect their ability to adhere to secur
i mprovement in making cybersecurity meas:!

acrosgzahspndespite the foundation of sup
pl ace. Additionally, a significant majori
acknowl edger dgzdhtaithoans h @iod i ci es to i1 dentify

i ssuesd rteol actyber security measur es.

Moreover, the particiopgzahsohheaddeack adh |
on cybersecurity measures underscores th
usability of security sysrtgatsitoankibs | st 88
feedback seriously, a significant 28% di
for i mprovement in how feedback is coll e
to establish more robust systenddafckr. dddlil

camelopgzansomdj ust their cybersecurity me

ensure they meet user needs effectively.
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6. 2R8pbBrting and Resolution of Cybe

78%
B Have reported cybersecurity issues

B Have not reported cybersecurity issues

M Feel the issues have been resolved to their satisfaction

m Don't feel the issues have been resolved to their satisfaction

Fi gr5®eporting and Resolution of Cybersecur

Reporting and resolving cybersecurity in
effecti oegzasabmmprocesses for managi ng C)
breakdown of participants' viewpoints abc
resolved reveals significant gaps bet wee
resoAsedviidiengeda&nl, y oa quarter of partic
cybersecurity concerns. This relatively
undedishgnabout how and when to report is
perception that reporting may not resul't

number of respondents who do not report i

t hate not being reported, which could re:
Even when issues are reported, a very snm
these issues have been resolved to thei

empyleoes can negatively affect their trus

l evel of dissatisfaction indicates signi
i ssues. I n turn, this dissatisfaction ca
ekettiveness of cybersecurity measures. A
t his:

T The need to i mproveOrrgeaproisg drmr hgulmecmahk

reporting mechanisms more visible and
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empl oy
i nclud
report

T Resol v

i ssues

effectivel

clearly de

up speci ald]

needed
1 Establ
ensur e
their
proced

empl oy

ees to report I ssues. There are
i ng visible reminders of the prc
i ssues, and reassurances that I
ing issues more effectively: Th
are resolved indicates that th
y reoolgaadsoaphponut eéd einssimes t h
fined, efficient, and effecH
zed teams to handle report
to investigate and address i ss|
i shing trust bet ween employees
t hat empl oyees who report issu
res gdZams ioocmqul d i mpl ementuptrans
ur es. It may al so be appropri at
ees to participate in the resol

T The heedregul ar reOr gas isa sthiodurt e d br eqglu:

evaluat e

cyb

provi d

Overall,

e
such as
Y,

t hese

t he

effectiveness of t heir

rsecurity issues. The feedback col
pfee ¢ dbmck wggeesti on boxes that

e anonymous feedback on these pi

findrogzgessbhghaddhepshpapeg €

andesolcwibreg security i ncidents. Developi

mai nt ai ni

andnsuring

manage c.y

ng r adbeUssesn cydbteesiemrgra tyroacti ve

ber

empl oyees are confident in t

ri sks
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6. 2. mpact of Usabl e Cydaé¢ i ®Speaciuriittyy
Cul ture

608
500
400
308
200
108
m _ N - [ - - .
The emphasis on the usability of The usability of cybersecurity will  The emphasis on following easy-to Usable cybersecurity would Usable cybersecurity would
cybersecurity will contribute tea  improve users’ security iours use cybersecurity will make me mare contribute to inereased compliance encourage me to take sensible
stronger se nonsibility for in the arganisation likely to report potential with cybersecurity policies among deci s while following
maintaining the security in my cybersecurity issues my colleagues cybersecurity requirements put in
organisation place
m Strongly agree W Agree MNeutral m Disagree  mStrongly disagree m Don't know [ unable to comment

[ RNDEWAIMA | qRARGe UqW NI WWGWNUqWs Raé WEqe qlalUqt wWwyUWqé I
§1 Nec URMUCWERYHE | Ra! W9adaqel I

There is a strong consensus among partici
I mpaotrgmmabnsecurity culture. This sugge
o f cybersecurity measures wil/ have a ¢
orgzathi ons perceive akdga@adepft hi g thee gviabsd s
maj ority of respondents (89% combined st |
cybersecurity would encourage them to ma
security protocols. dingnivh ydaweanf [cloenpd @ ca nlxy
by making secutiutyi et aonds | mesrse biumdensom
the statements i ndi catpe stiha tv edrsgaadnlimgh asce c u |
contexts. 81% of ©participants believe th

n an increase in compliance among their
sability in suppornimg a@utompki aawdeer e
aturally integrated into daily activiti
f respondentas wheyr aper tmotrtre | i kely to
ybersecurity is made easier to use. Henc

w O O S <

ecurity governance when security proces:

I n addition, 86 % of respondent s believe

cybersecurity tool s and procedures woul
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througbogzatht bAccording to this viewpoint,
directly influence t hoer ganéd reanlsle caifrfi @ o/t ipvre
There i s a strong consensus among 85% of

o f cybersecurity enhances empl oyees cCort
i ndicates that usability affemesntcompltiha
security culture. 1ldr dgzsheosahewmltd fgroimo itihtei

when designing their cyOregmeiconst xahoolng

engagement, i mprove compliance, and stim
I mproving uhalsi laary invol ve aligning cy
empl oyees'ormgmaddnamwmd kf | ows . The results
orgzansomnhat invest i n making cybersecur.i
are |likely to see a range of benefits. T
and bettéehaecorstyo a more ingrained s

empl oyees.

6. Mo i vhooyrbser security Best Practic

80%

2%

70%

60%

50%

40%

30%

20%

10%

0%

Finding Management and Complying with Understanding the Attending more Attending more Other
cybersecurity leadership the national risks associated cybersecurity security
actions easy to enforcement regulatory or  with not following training courses awareness

perform corporate the best practices sessions

requirement

[ RNDEW AWML ! W~YqR2¢qVYl t WEUHY21 ¢ DRUNWAeI qRARGe Uqt Wa VY W[

Data on the key motivators encouraging
practices can be used to gain insight int

security poogmboebsUwdehsnhanding these mot
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mo
pa
Th
Co
of

en

e
to

n
f a
an
i n

ed

of

80%
70%
60%
50%
40%
30%
20%
10%

0%

re effective cyber s dduwrairtey | palthircgig s an
rtitipgmessecuritpaagtionperhar marese t h

i's 1Tllustrates the cruci al role wusabi
mpl i ance naturally follows usable secu
use and securiwywaprlhictycesman&xgé memwt n

forcement account for over half ©of the
omotes and enforces <cybersecurity mea:¢
havior. 1t is important for | eaders in

cybersecurity, per haps t hrough regu
t egleyst imoti vation for training or awar e

ctors, indicating the need to i mprove I
d relevant training could potentially
clwnieeue motivators such as "the need

ucabmnenrespondeéehtat ment eanedf being vul |

a cybemattitwaatkee a&dmeryeborea secur ity best

BaG rierG8ybersecurity Compliance

68%

50%
u
35% 38%
31%
12%
7%

Lack of Lack of Lack of Lack of raising | think I cannot adopt  Nothing would Other
convenience  management  cybersecurity awarenessfor cybersecurity the same

and the and leadership training cybersecurity  issues are the security
complexity of support to cybersecurity requirements in

performing comply with department’s  my own device

cybersecurity  cybersecurity job. They should as1doonthe

actions requirements deal with them organisation’s

devices

[ ROE®YWIW ¢ HqVYI + We RUT 131 RUNGA AlJd R #IRE ¢ Ray LU L7 6319 |ap LA 19 Hap RI
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The information about what prevents part.|
practices gives a clhemar kpircst mustobviEehe& ownk

praicig effective security. |l mproving the
orgzanhienoverall cybersecurity post uase. T
shown in Bebueee6th8t the complexity of

| ack of <convenience ar ezetshehomwaiinmpoartraindr

sipm i fy cybersecurity procedures and ma |
unnecessarily-tidnatye rofpeerreatwiotnhs .daQf t he pal
that their inability to comply with <cybe
suppomt mdmagement and |l eader ship. Thi s
engagement , whi ch mi ght-l ebel ovewobme mebr
communi cati on.

Over a third of participapracsageshbgcau
have not received adeTghuiast ei ncdyibcearfséesccutrhi d ey

anidnt utirtaivrei ng pr ogr Amsnetahtierodn exqfu irreesdponder

chall eagapply the same security rules to
devices, confirming issues in mobile and
of i ndividual s bel i etvheeitrh acto nmmpal ti hainncge ,w oi unl dc

couledesbpported or highly motivated.
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6. By pot heses Testing Results

The stwogwdaennapllyt i cal appvao aothasti inctoir palr att @
teval uate the hypotheses. The rel ationshi
using correlation analysis. Additionally
the i mpact of predictor variabl eswas t he
applied to model bi nary outcome variabl e
comparisons between groups, nonparametr.i

the WMWannney U t.é&3st,| dwdazdd JaBakeslf encehoosin
t he pr oapned itnetaghngar eotr i hg o@wairltald ,pur pose
usitrhgese met hodpdovwaibde i ff ytrhaen df ivnadiindg st.y

Hila:Ther e wi |l | be a positive correl
security measures and their behavior towards unusable security measures
within the organization.

Variables of . Analytical
Relevant Survey Questions
Interest Approach(es)
(Q16) To what extent dgou agree or disagree wil
the following statements:
a. | feel that the security actions in my
organiationare easy to understand
b. I feel that the security actions in my
organgationare easy to perform
c. | feel that the security actions in my
Independent organgationstrike a good balance between
Variable: security and usability
Pereption of usable | d. | can easily report any potential security issy
securitymeasures or breaches that | may come across
within the e. My organizationprovides adequate support fi
organiations employees to understand and perform effec|  Correlation &
security actions Multiple Linear
f. My organiationhas policies/initiatives to Regression

promote reporting any difficulties while using
cybersecurity technologies or following
cybersecurity procedures

g. My organiationtakes staff feedback and
concerns about cybersecurity technologies ¢
procedures seriously

(Q14) How likely would you do the following if
you found a cybersecurity action difficult 1

Dependent Variable: i
perform:

Security behaviors

a. Ignore it to complete my wider task
b. St op t he tcanwlktethesactibn ¢
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c. Try my best to perform the action and
complete the task

d. Find my own ways around the action

e. Complain/report to the responsible person o
team (e.g., my supervisor, the IT departmen
or the cybersecurity team)

f. Seek help from my colleagues

Tab6lldHlaOver vi ew

Correl ati on

We can | ook at the relation between Q16
see the direction (i.e., positive or neg
are cof{rFiedlad ed2O0Ri3r #4308 normal ity test w
appropriate correlation test to correlat

Tests of Normality
Kolmogorov-Smirnov? Shapiro-Wilk
Statistic df Sig. Statistic df Sig.
14

MQE AN 0.161 199 0.000 0.970 199 0.000

Q16 0.074 199 0.009 0.981 199 0.009
MEAN

a. Lilliefors Significance Correction

Tab6l2zeHIaANor mal i ty Test

A Kol meSgmrronov t estWidrkd taee s$h ayeirreo conduct
normal ity of the QWhidkrdpMr1d& msa mMsOStEROVY & S
especiaudly d osampl e -Ssmizenwividbksmdgandyv i ncl
for ceomgdsatrzal i, ,20@WIES#440c}l udes both test

For Q1l14, t h-8 miKrohn onw g e sltO 9¢).h bivs., 0 0 1, and t
ShapWwirlk test al so suggested aWgil@mif i=cat
0. 9=000. Similarly, forSmPIre,ovt te sKolimag acr
di stribution was signiDf(ilOod&n.t0gy0,d00®er ant
the SWalpkrtoest al so suggested aw(sli9QgMm)i f3 ce
0. 98=10,. 009. This means that tBendatahesdas
i's not normally distributede wermebtatuseae.
data can be analyzed u¢diomgpra® paeraertwmaincc v ain &
al so relatively (&bhsbeeyeBowirt.anduSt hwa:

109



Chaptkirndi ngs and Analysis of

Correlations
Q14 MEAN | Q16 MEAN
Correlation «
. 1.000 .
Coefficient 179
Q14 MEAN M54 " 2 tailed) 0.011
Spearman's N 200 199
rho Correlation "
. . 1.000
Coefficient 179
Q16 MEAN ™54 "2 1ailed) 0.011
N 199 202
*. Correlation is significant at the 0.05 level (2-tailed).

Tabhbl3eQl14 and Q16 Correlation

The relationship between parsteicalirpgarnyt ane ase

(Ql16 mean scores) and their behavior tow:

scores) was anal yzeod diegi ncgor 3 ped artmaom'.s Trha
there Iis a statistically signvéaiicabltespo
( Bp = 179, -pai=l edd)l.1 T(htewoe i s evidence
usability are associated with more positd.i

the researcHia. and supports

Further, Spearman's correlation test was
usability security measures and security
from Ql4 Tabbled®lsp)l.ays the results of the
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Correlations
My organisation has My organisation
| feel that the My organisation | policies/initiatives to ytak%s staff
feel that the feel that the security actions in I can easily report provides adequate promote reporting teedback and
security actions in | security actions in my organisation any potential support for any difficulties while concerms about
- - strike a good security issues or employees to using cybersecurity )
my organisation are|my organisation are ; cybersecurity
balance between |breaches thatImay| understand and technologies or :
easyto understand | easy to perform . ) . technologies and
security and come across perform effective following
. - . . procedures
usability security actions cybersecurity .
seriously
procedures
Ignore it to complete my gﬁgf}.'?ﬂ 0.035 0.052 -128" 108" 0.081 0.100 0.037
SC;T:?QZ?; g) Sig. (1-tailed) 0.311 0.235 0.039 0.003 0.131 0.087 0.317
(Scale reversed
N 196 196 189 191 194 184 171
Correlation . " " - . .
Stop the ta{ Coeficient 244 192 210 .207 141 0.053 176
complete the action Sig. (1-tailed) 0.000 0.003 0.002 0.002 0.024 0.235 0.010
Spearman's rho N : 198 198 191 194 197 187 174
Try my best to perform the E‘SZF}.'?ZLT -130° -125° -0.041 0031 0015 127" 0.007
action a”dt;s"kmp'em the | sig. (1-tailed) 0.034 0.039 0.285 0335 0416 0.042 0.465
N 198 198 191 194 197 187 174
Find my own ways around gzgfe}:ifgt‘ 131" 0111 -0.054 0.035 0.040 -0.020 192"
(Sc;Tee 23';26 8) Sig. (1-tailed) 0.034 0.061 0.228 0.313 0.290 0.394 0.006
N 196 196 190 192 194 185 172
) Correlation 1407 119" 120" 437" 279" 225" 237"
Complain/report to the Coefficient
responsib|e person or team Sig. (1-tai|ed) 0.026 0.050 0.049 0.000 0.000 0.001 0.001
N 195 194 189 191 194 185 174
Correlation
Seek help from my Coefficient 0.022 -0.037 0.019 0.102 0.070 0.074 0.044
colleagues Sig. (1-tailed) 0.380 0.301 0.399 0.079 0.164 0.157 0.280
N 199 199 192 195 198 188 175
**_Correlation is significant at the 0.01 level (1-tailed).
*, Correlation is significant at the 0.05 level (1-tailed).
TabbldeCorrel ahéonnaoifvi dual items from Q14 and Q16
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For

each

each of the items, the foll bwitwgesni X

item from trher & wioo cviasr i arb | geilsge nwyifaichaid nt t

although ohet majoonitegl ati ons are weak

l.1lgnore it to complete my wider task ( Sc
There is a significantf enedg athiate tcheer rseslca
i n my organization strike a good bal ar

"lgnore it to comp(k&@e) my=iwi 028, tAs&dTr

coeffi-€@i P28 ohiggests a weak-vimd gt iof e Oc @

i s

| es s t han 0. 05, whi ch means t he cCol

significance implies that the negative

c hammneher e eamaddi rmhgef ul rel ationdlisp bet

The negative value here indicates that
two variabl es. Thwe arke@rart @ Ivaet iroenl as h owmss |
empl oyees' feelings about their organi z
tendency to ignore them to complete oth
perceive a better balance abet weeesrs d @ KLe
di sregard security to accommprirehni rog heh
perceived badwamictey bandveesnalsiel ity may he
bypass security measures.

I n addition, there is a significant pos
any potential security issues or breach
compl ete my(wbderp=t aD8,. The correl at
0.198 indicates a weak positive correl e
security issues increases, the tendenc
ot her tasks slightly -vaktueastspPD. 8688 Vvno
the comrebatsitati stically significant.
significant, albeit weak, positive cor:i
report potenti al security issues or br
vul nerabintitnees per fooa mi ng ot her t as ks
empl oyees find it easier to report secu
t o disr egmaerads usreecsuriint yorder to compl ete
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appear contitadisctporsy, bdwt t hat empl oyee:

reporting procedure are also more cons

reporting and may opt to disregard ther

2.Stop the task as | :candot complete the &

The
t he

re are significant positive correlati

action" and sever al usability percep!

"1 feel that the security actiagns 1in
198) 244, p < .001. A positive correl:z:
positive relationship. As empl oyees
easier, they are also more |ikely to
complete them dueitg measmplkex se
"1 feel that the security actyiloOn8s) i n
=. 192, p = .003. A positive correlati.i
el ationship, I mplying that when empl
perform, they still tend to stop thei:H
c

tion due tiotgomepaexr secu

feel t hat the security actions 1in
between secur)ii1@lpap2d@0 usab02itA"positiv
of 0.210 indicates a weak to moder at
means that when employees perceive a
usability within their workihg sébDpin
their task i f they can't complete it |
" can easily report any potenti al s e
acrosl94)27,= .002. A positive correla
weak to moderate positive relationshi
find it easy to report security 1issue
they can't contpd esteec uarni tayc tri eoans odnuse.

"My organization provides adequate suj
perform effectiyd@gpclHpli,Ey . &QRHI. oMs "po
correlation of 0.141 indicates a weal

empl oyees who feel they receive adeq
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performing security actions tend to st
security issues.

T "My organization takes staff feedbac
technol ogies and ) ddgeldqor,es. B0i oAspy
correlation of 0.176 suggests a weak
when employees feel their feedback an
organi zati on, they are slightly more
candot comply with security measures du

These correlations suggest that when emp!
understand, perform, balanced, easy to r
they also tend to comply strictlyewith t

to avoid bypassing or improperly handlin;i

3. Try my best to perform the action and c

There are significant negative correlati

and complete thpenaskt'i amd: usability

T "1 feel that the security actiagns 1in
198) 130, p = .034. AOndg@gdtiinmadi cat esl
i nverse relationship, meaning that as
understand, they are slightly |l ess 1|
and compl et eadehce wiatstk whwesnaldl e securit
T "1 feel that the security actjiloOn8s) i n r
=-. 125, p = .039. A .nleghatailvseo cionrdrieclaatteisc
relationship. This relationship impl:.@i
easier to perform, they are slightly

acti on laentde ctohmep t ask when unusabl e sec
The results indicate that there are sign

bet ween empl oyees perception of the eas
tendency to persist in completing tasks
mi hgt suggest t hat empl oyees are slightly
overcoming complex security practices eVe

easier to understand and perform.
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4

T Th
t h
un
a
ac
w a
w e
se
Th
t h
t h
al
ca
fe
un
as

T Th
t h
cy
A
Th
t h
s |
fe
t h
i n

S e

.Find my own ways saaloanrde uwdresadc)t i on (

ere i s a significant positive correl
e action" and "I feel that the secu
der gl @61 P1l~= .034. A correlation coe
weak positive correlation. Thi s mea
tions easier to understand, they ar

y

S around thesesactiadns.ti Thi sy fsndi
ak, and shows a positive relationsh]
u

rity actions and their tendency tc

—

I's to say, when empl ay d es ufnidred stth
y are still slightly more | ikely t:¢

~—+

empl oyees who have a thorough un

f eel mor e confident i n their ab

»w O

iyngiami ficant har m. I n such a sit

c
a
e
a
s
u
e empowered to bypass certain acti
d

erstanding security actions does nc

ndi cat eed cboyr rtehlea tpioosni.t i v

-

e is a significant positive correl
action" and "My organization takeée
rsecurity technol o0gl{exs) lag2d= p.rdOCe.d
orrelation coefficient of 0.192 ag

(0]

e
e
b
c
e interpretation is that as empl oye
eir feedback and concerns about cy
I gnotrley i kely to fing tlkeimowmnway Eampod w
el that their feedback is valued mi
em to make informed decisions and m
itiative. Organi zations shoud donensu.]

curity best practices.
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5.Complain/report to the responsi bl e per s

There ar e significant positive correl a
responsi ble person or team" and sever al |
T "1 f eel t hat the security actiagns 1in
195)140, p = .026. A positive correlat
relationship. This implies that as er
understand, they are slightly more |

responsi bl e. person or team

"1 feel that the security actyiloOnds) i n

=.119, p =.050. A positive correlatioc
relationship. This implies again that
easier to perform, they are also sl i:
i ssues.

" feel t hat the security actions 1in
bet ween secur)ii1@o9ormrh30 usaba9i tA"positiv
of 0.120 indicates a weakemptbyees ne
slightly more I|likely to complain or r
bal ance between .security and wusabil it
" can easily report any potenti al s e

acrqgsls9'l) 47, .001. A positive correl
moderate to strong positive relation:¢
empl oyees find it easy to report secu

compl ain or repoibt ei pRUsDNt ortheamesp

My organization provides adequate su
erform effectiyd@d4pc2wpi,ky .&Oti. omMs "po

orrel ation of 0.279 indicates a weak

O T

-~

esult ensures that when empl oyees f e

understanding and performing securit:
conmpiln or report issues.

"My organization has policies/initiat
while using cybersecurity technol ogi es
} (185p = .DDPY, A positive correlatior
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to moderate positive relationship. Thi
that the organization has initiatives
more | ikely to complain or report i ss:
T "My organization takes staff feedbac
technol ogies and jplrfdooe@rr=s. G@&X.i oAspgy
correlation of 0.237 shows a weak t
suggesting that when employees feel t
seriously by the organization, they ar
6.Seek help from my coll eagues
No significant correlations were found b
any usabiliithy tpher cd ptdiyon s
Based sanudtgh8en | t s, It appears that there i
perception of us abul & ebseshcawri iotry t mevaas urse st ha
t hat are deemed wunusabl e. Specifically,
usability are associated with more proac
security issues and comprewiomggarasksds ahn
i ssues. A negative perception of wusabilit
actions,oriucd tasskgnor stopping/ sl owing c
I n addition, a Hdsewpaasr apt eer faonrameyds i tso feoxra mi n
bet weemlan vhei abl es, considering t he di f
cybersecurity depart ment , I T depart ment
respondemlmvtasl wmeotrikng t he correl ation haecr oss
i nvewini goafbgr oup di fferences, as percept
bet ween people who work with cybersecuri
contextual val i di-ttec hboreiccaauls ed eupsaerrtsmeinnt sn onm:
security didiftfementliye lembddaes interpret
I f there is a substanti al correlation ir
cybersecurity group, it may indicate tha
e x peTratbsl.e 6. 5 fdiesguleanycsy talmed vali d percent
di fferent debar@.a® h®sow otriree |l aHlAdvani abl es

based aenpl tolgepeasr t. ment s

117



Anal ysi s

Chaptkirndi ngs and
Frequenc Vel
q y Percent

| work in the cybersecurity 39 192

department

| work in the IT department,

including the cybersecurity 51 25.1

team if applicable

| work in a department other

than the cybersecurity or IT 97 47.8

department

Other 16 7.9

Total 203 100.0

TabéelseCor r el HlyVarni

BHEsesds on

t he

Empl oyees

o f

Departments

respondendybeanreedurnoimt ye

More than half of
department s=4568%8% + 7. 9%
Correlations 2 Correlations 2
Q14 | Q16 Q14 | Q16
MEAN|MEAN MEAN|MEAN
Correlation Correlation
Q14 Coefficient Q14
; MEAN| Sig. (1-
. (1- .
MEAN| Sig. ( 0.293 tailed) 0.153
talled) S ' N 51 | 51
earman's
Spearman's N 39 39 P tho
rho ) Correlation
Correlation| , 4901 1.000 Coefficient | 146 | 1-0%0
Coefficient Q16
Q16 . MEAN| Sig. (1- 0.153
MEAN| Sig. (1- tailed) :
; 0.293
tailed) N 51 51
N 39 39 a. Please select what applies to you from
a. Please select what appliesto you from the following: = 1 work in the IT
the following: = | work in the cybersecurity department, including the cybersecurity

team if applicable

Tab6l7eCor rel ati on
incl Cgbpgseicurapp!l i

no

n the

Tabelee Correl ation of Er
Dept .

The results show

who work either i
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Correlations 2 Correlations 2
Q14 Q16 Q14 Q16
MEAN | MEAN MEAN MEAN
Correlation - Correlation *
Coefficient 1.000 -255 Coefficient 1.000 ~523
Q14 Q14
MEAN Slg. (1- 0.007 MEAN Slg. (1- 0.023
tailed) tailed)
Spearman N 95 94 Spearman N 15 15
s tho Correlation s tho Correlation
Coefficient | 255 1.000 Coefficient | =523 1.000
Q16 Q16
MEAN [ Sig. (1- 0.007 MEAN | Sig. (I- 0.023
tailed) tailed)
N 94 | 96 N 15 | 16
**_Correlation is significant at the 0.01 lewel (1-tailed). *, Correlation is significant at the 0.05 lewel (1-tailed).
a. Plgase select W.hat applies to you from the a. Please select what applies to you from the
following: = | work in a department other than f T
. ollowing: = Other
the cybersecurity or IT department
Tab6l8eCorrel ati oni nofD eEpmep Tabtl9e Empl oyees who !
Ot her Than t hd D&yhbter
The rfersaurh tGsa® | &ssldové .&® si gni ficant correl at
oMHIaf or people who work in departments ot
or the I T department
Regression
AccordiFngl d od @0rl8l)ati on iis often an i mp
determining whet her a relationshinp e X i
recommended to explain or predict an out

prediTcgg®mrfsor m a

robust

and

mo d e |l

t est

even

wi t h

as.gaiwgb.€li ® nssh ows
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Residuals Statistics 2
Minimum Maximum Mean S.td'. N
Deviation
Predicted 2.2657 3.8082| 2.9717|  0.32725| 191
Value
Residual -1.99309 2.38795( 0.00000 0.83194| 191
Std.
Predicted -2.157 2.556 0.000 1.000( 191
Value
Std.
. -2.358 2.825 0.000 0.984| 191

Residual

a. Dependent Variable: Q16 MEAN

Tabelldd Residual BlaSt ati stics for

The mean residual is 0.00, WwWhirtdgqrmes didem

mo d e | should be around zer e2.. 3%t8a ntidoa &2d.,i 8z2e5
withjinndiBgot extremesoppoditeirsg the valididt
191 observations ensure robusTheMIsR again
anal ysis was performed to understand fu
secureiltayt ed behavior and their perceptic
measures withiHerteheiwe vhoarvkepladde .of the Q1
Qlbs the dependent variabl e, I .e., Q16 m
usability of security measures) based o
behaviors (Ql4 items).

Model Summary b

Change Statistics

) Std. Error
Model| R [R Square Adéusut;iR ofthe |R Square _
q Estimate | Change F Change|df1| df2 Sig. F Change
1 | 3662 0.134 0.106 0.845 0.134 4745 | 6 |184 0.000

a. Predictors: (Constant):
- Ignore it to complete my wider task (Scale reversed).
- Seek help from my colleagues.
Stop the task as | candét complete the action.
- Find my own ways around the action (Scale reversed).
- Complain/report to the responsible person or team.
- Try my best to perform the action and complete the task.

b. Dependent Variable: Q16 MEAN

Tab6lld Model SHLawiaQIy sofMean Being the Dependent Ve

Asshown in Aebimedél 1waststati st=i &dal7ldy, s ipg
001, and accounted for appromeamte®d yr €s3

(Adjusted mBle mmo.dk06)expl ained approxi mate
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An

alysis of

t he dependlelnsto,v aarsiaasihlecivd bl asfwhea&ar hber e i

i ssue with mul talcloviitttiesée ar i ty because
Coefficients 2
Unstandardized | Standardized Collinearity
i _ o
Model Coefficients Coefficients t Sig. Statistics
B Std. Error Beta Tolerance| VIF
(Constant) 1.643( 0.390 4.218 |10.000
Ignore it to complete my wider task | ) 535 | ¢ gg1 0.002 0.028 |0.977| 0728 |1.374
(Scale reversed)
Stop the task as |1 0052 0.197 2.755 [0.006| 0.921 |1.085
action
Try my best to perform the action and |  yoq | 71 0.009 0.114 |0.909| 0.843 |1.186
complete the task
Find my own ways around the action | ) o7 | ¢ g7 0.099 1.231 [0.220| 0.722 |1.384
(Scale reversed)
Complain/report to the responsible 1 ;g | 5eg 0.267 3.629 [0.000| 0.872 [1.147
person or team
Seek help from my colleagues 0.030| 0.070 0.032 0.432 |0.666| 0.885 [1.130
a. Dependent Variable: Q16 MEAN

Tab6lle Corr el at i(obne pGaalfrefiniadil ent 16

The significant predictors

ar

e .

Me an

Stop the task as Ib c=amolt® 7c,dBl) e ti en dti fTe

unusable secur

wh o

usabi |l it:?

r=e spp2o6n7s,i @0 &) ,p

are proact.i

1 A

stopping a task due to
perceptions of cybersecurity
T "nCompl ain/report to theb
suggesting that t hose
usable security measur es.

Ot her variables were nowvwasugsi Excaetdepr 6

Next, we perform the opposite

perceptions of security
summamny ctolrea ed @é fi foanrcseheonmn

respectively.
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Model Summary b

Adjusted R Std. Error Change Statistics

Model| R |R Square ofthe |R square _
S q
Qquare Estimate | Change F Change |dfl| df2 Sig. F Change

1 | 3202 0.102 0.062 0.532 0.102 2.524 7 1155 0.017

a. Predictors: (Constant):

- | feel that the security actions in my organisation are easy to perform

- | feel that the security actions in my organisation are easy to understand

- My organisation takes staff feedback and concerns about cybersecurity technologies and procedures seriously
- My organisation has policies/initiatives to promote reporting any difficulties while using cybersecurity
technologies or following cybersecurity procedures

- | can easily report any potential security issues or breaches that | may come across

- | feel that the security actions in my organisation strike a good balance between security and usability

- My organisation provides adequate support for employees to understand and perform effective security actions

b. Dependent Variable: Q14 MEAN

o f

Tab6ll8Model Sumawiy MdPDIMean Being the Dependent Ve

The model was sthi $86b.tgF4,y04dirgnahdcacoctcp
approximately 6.2% of the vaR3F an&2) .n TOi

i ndicates that the i ndependent var

variance i nvatrhieabdeep.endent

Coefficients’

Unstandardized | Standardized Collinearity
Model Coefficients Coefficients t Sig. Statistics
B | Std. Error Beta Tolerance| VIF
(Constant) 2619 | 0.148 17.748|0.000
| feel that the security actions inmy | 4 35| og4 0072 | 0436|0663 0214 |4670
organisation are easy to understand
| feel that the security actions inmy | 4 437! g g7g 0073 |-0473|0637| 0245 |4.082

organisation are easy to perform

| feel that the security actions in my
organisation strike a good balance -0.099| 0.058 -0.201 -1.71210.089| 0.421 ([2.375
between security and usability

| can easily report any potential
security issues or breaches that | may | 0.132 | 0.046 0.297 2.880 (0.005| 0.546 |1.832
come across

My organisation provides adequate
support for employees to understand |-0.032| 0.059 -0.066 -0.552|0.582| 0.405 |[2.468
and perform effective security actions

My organisation has policies/initiatives
to promote reporting any difficulties

- . ] . 0.005| 0.047 0.011 0.113 (0.910| 0.632 |1.582
while using cybersecurity technologies
or following cybersecurity procedures
My organisation takes staff feedback
and concerns about cybersecurity 0.096 | 0.052 0.202 1.864 [0.064| 0494 |2.024

technologies and procedures
seriously.

a. Dependent Variable: Q14 MEAN

Tab6lleilCorrel ation CoefficiéMdaasn) Dependent
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T Only one item is a significant predi

potenti al security issues ber Obpi=8ac¢ hes
0.005), meaning that the ease of rep
significant positive predictor of the
Al so, AMy organization takes staff f ec¢
technol ogies and procedur s 6e0b6dusl p

ot her variables were not significant |
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H2a: A positive perception of usable security is negatively associated with tf
frequency of reported incidents ofbypassing security measures

VETENES Ol Relevant Survey Questions ATEWHEE]
Interest y Approach(es)
(Q16) To what extent do you agree or disagree
with the followingstatements:
a. | feel that the security actions in my
organkationare easy to understand
b. I feel that the security actions in my
organkationare easy to perform
c. |feel that the security actions in my
Independent o i |
Variable: organkationstrike a good balance between
= . security and usability
Bypassing security . . .
measures d. I can easily report any potential security
Lo issues or breaches that | may come across
indicating bad g .
behavior e. My organkationprovides adequate support
' for employees to understand and perform N
: . : onpar amet
effective security actions M Whi t
f. My organkationhas policies/initiatives to an : ney
promote reporting any difficulties while
using cybersecurity technologies or
following cybersecurity procedures
g. My organiationtakes staff feedback and
concerns about cybersecurity technologies
and procedures seriously
Dependent
Variable:
A positive

perception of
usable security
measures within
the orgargations

(Q15) Have you ever had tobypass 4
cybersecurity technology or procedures due
usability issues?

| #2,, Q16

responseisyesan obe iNooO,

TabbllééH2.Over vi ew

i's a scale questi

correRa6Memamas fest ador mal
Tobe nbe mbasehsotwn tiens tTaibs e 6. 16.

choi ces

wh i

on, and Q15
ch does not

ty in order
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Tests of Normality
Kolmogorow-Smimov’ Shapiro-Wilk
Statistic df Sig. Statistic df Sig.
Q16
MEAN 0.074 199 0.009 0.981 199 0.009
a. Lilliefors Significance Correction
TabblléH2aNor mal ity Test

o f

S
ma

t o
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and

A
no
di
Si

W(L9&D. 984Q. 009 .

t es tWi d rkd
Q16

Ko |l meSgro rronvo v
ty t he
stributi
milarl y-Withket8Bapiaftso

r mal i of

on wa s

Therefor e,

tee s$ hayeirreo conduct
MSEANrsoor eestThedKal
signib{19®nx.l16yF 4d iOf. f0e0r9e. n t

suggested

t he

fest s ndepehdaestt samp

l deal |l vy, paraméeesit s
(Vickerand 2i005i))s i mperative t o Itoeoskt
i ndependent samples (comparing the
the two groups of peopl e who sai
nonpar ame(t@iibchb otnss tTs1lO 9B pnparametric
Whit ngywWctkmstght and Najab, 2010)
Hypothesis Test Summary
Null Hypothesis Sig.2P Decision
The distribution of Q16 MEAN is the same across categories Retain the null
1 0.093 .
of Q15 hypothesis.
The distribution of "I feel that the security actions in my .
o . Retain the null
2 |organisation are easy to understand” is the same across 0.253 .
. hypothesis.
categories of Q15
The distribution of "I feel that the security actions in my .
o . Retain the null
3|organisation are easy to perform" is the same across 0.169 .
. hypothesis.
categories of Q15
The distribution of "l feel that the security actions in my .
o . . Reject the null
4 |organisation strike a good balance between security and 0.045 .
e . hypothesis.
usability" is the same across categories of Q15
The distribution of "I can easily report any potgntlal security Retain the null
5lissues or breaches that | may come across" is the same 0.326 .
. hypothesis.
across categories of Q15
The distribution of "My organisation provides adequate . Reject the null
6 [support for employees to understand and perform effective 0.041 hvpothesis
security actions" is the same across categories of Q15 yp ]
The distribution of "My organisation has policies/initiatives to
promote reporting any difficulties while using cybersecurity Retain the null
7 ) : . . 0.132 :
technologies or following cybersecurity procedures" is the hypothesis.
same across categories of Q15
The distribution of "My organisation takes staff feedback and .
. . Retain the null
8|concerns about cybersecurity technologies and procedures 0.078 .
. " . hypothesis.
seriously" is the same across categories of Q15

a. The significance lewel is .050.

b. Asymptotic significance is displayed.

Tabbll&H2aTest Summary
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Looking at tQk6 ameamgamgaiOn HO8E8QLD ustrat ed
6.,17o0ne cantbokekser ve tnlatsignificant diffe
"No" responses tor@lm,tiiemdibd ptsitmg itsh a tc atl
However, examining the individual i t ems
di fferences: "1 feel t hzatt i tolme sde&c¢ krei tay ga
bet ween securipEy Oand5ys abadlii'oily "pafogvaindie s &
support f or deenrpsltoaynrede sando puenr f or m pef f ect i
0. 0FiI)gurnné®s abv.shew2a he differences betwee
responses for these two iItems.

Independent-Samples Mann-Whitney U Test

Have you ever had to bypass
a cybersecurity technology
or procedures due to
usability issues?

Yes No

N =80 N=134
Mean Rank =108.13 Mean Rank = 52.29

| feel that the security actions
in my organisation strike a
good balance between
security and usability
Ajigesn pue Ajllnaas
uaamjaq aosuejeq poob
e ajIiys uopesiuefiio Aw up
suooe fuUnoes ayljeyy |28 |

50 40 30 20 10 O 10 20 30 40 50

Frequency Frequency

Fi garodi fference between the ParticiptamhesedSedesl'tandnd
Usabil i tPgs Bead taince
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My organisation provides
adequate support for employees

to understand and perform
effective security actions

Fi gG20Di f f

The fi

significa

cybersecurity

ndi

protocol

u

sabilit
ncreasi
mpeeyg t

Independent-Samples Mann-Whitney U Test

e

Have you ever had to bypass a
cybersecurity technology or
procedures due to usability issues?

Yes

N = 61
Mean Rank = 112 64

N =139
Mean Rarnk = 8517

60 50 40 30 20 10 0O 10 20 30 40 50 &0

Frequency

Frequency

suonoe AJLINoas aAljaye
wJouad pue puejsiapun 0}
saafo|dwa Jo) poddns ajenbape
sapiaoad uonesiuebio Ay

rencePabret wéipat hefar t"iNBE"pPROEtise st
Or gannaz atSigoporCty ber securi ty

he

o f

e xXpe
and
t hat
Ssue:

or i

ngs suggest t hat per sonaarle

nt hpe rrceelpatieodh st o f usabil ity
measur es. I i's noted

s as a result of wusability i

y,img wedd wasppgeretted by thei

ng the wusability of cybersecuri

o0 bypass them.
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H3a:Ease of wunderstanding and perfor
confidence in complying with security requirements withinorganizations

Variables of . Analytical
Interest Relevant Survey Questions Approach(es)

(Q16) To what extent do you agree or disagre

Independent Variables with the following statements:

Perceived ease of
understanding and
performingsecurity
actionswithin the

a. | feel that the security actions in my
organiationare easy to understand
b. Ifeel that the security actions in my

organeation organkationare easy to perform MLFlzlgzlreels_gi]c?r?r
Dependent Variable: ' .
Coﬁfidence in following (Q11) How c_onﬁdent areyouin. .
cybersecurity b. Following c_:yb_ersecunty requirements in
requirements your organiation
Tabblle8H3aOver vi ew
Regression analysis was wutilized to dete

understanding and pepf edancmfgi dseenccuer iitry faa
cybersecuritMLR eguliowsnehbs. examining var
combined and i ndi vidual effects on use
i ndependent and dependent variables are
appropriafEi élod, MIRbLI1eH B30 dnewsd e | summary
QlL66s mean being t heQlilndepe Mdegretn deanrti askalrd

Model Summary b

Model R R Square Adjusted R | Std. Error of the Change Statistics -
Square Estimate R Square | - Change | dfl | df2 Sig. F
Change Change
1 5042 0.254 0.246 0.907 0.254 33.311 2 | 196 | 0.000

a. Predictors: (Constant), | feel that the security actions in my organisation are easy to perform, | feel that the
security actions in my organisation are easy to understand

b. Dependent Variable: Following cybersecurity requirements in your organisation

TabtllOModel Summary of Q166s Mean Being the I ndependen

The regression model Wwa2, 59693 XLilcmd 1,y
explaining 25.4% of the wvariance in fol
organiRjati 54 ( RAkd|). MIt60adl,HBd o c u sperse doinct i on,
ANOVA supports the moddqICed eawkerr asltl, TRr@eDDI

ANOVA summar6y. gdienmoTnasbtlreat es i f the regress
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significant, . e. whet her the ©predictol
security measures) combined explain a sutl
variable (user confidence).

ANOVA?
Model Sum of df Mean E sig.
Squares Square

Regression | 54.857 | 2 | 27.428 | 33.311 | qggP
1| Residual | 161.384 | 196 | 0.823
Total 216.241 | 198

a. Dependent Variable: Following cybersecurity requirements in
your organisation

b. Predictors: (Constant), | feel that the security actions in my
organisation are easy to perform, | feel that the security actions
in my organisation are easy to understand

Tab6l2dd S u mmi3s' Y NOVRe s t

The regression modélolsliogwminfgi ccayrbtelrys epcruerd it
t he or géaFn(i2z a#9iehp811001. The total vari ar
model waRE2BH, 4% (h a residual sum of squ:

Coefficients

Unstandardized |Standardized
Coefficients Coefficients t Sig.

B |Std. Error Beta
(Constant) 0.754| 0.198 3.810| 0.000
| feel that the security actions
in my organisation are easy t0|0.187( 0.112 0.202 1.665| 0.098
understand
| feel that the security actions
in my organisation are easy to|0.301| 0.115 0.319 2.623| 0.009
perform

Dependent Variable: Following cybersecurity requirements in your
organisation

Tabbl2edH3 .6 €orrel ati on Coeffi cCymdrss  Dwerpigtnyd e@d mp/lair & @ d «

The intercept, representing the baseline

when both pr edvacst osrisgBr rf@. tEdNdEG EBr. 81 0,00 1
as Tea.bl2e illBetcapeson of the ease of wund

not a signiB3 cOa.hl8 P, rt@l@dr6c)t. &H5 ,0. 09 8. Howe\
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perception of the ease of perform=ng sec
0. 3/0=1,0.t8196)2.p523P,. 009

The key information we are interRg(sit.eed. ,i n
the percentage of the wvariance in the
i ndependent variabl es) b)aitnhde tshtea nsd agrndi ifzi ecde
from the ANOVAr &€ sabd #mh olshse trheat these two
variables explain 25% of the variance I
statistically significant, i ndicating th
val ues ddédpdermdent variabl e. I ndi vidually,
my organization are easy to understand, O
o f a poi nt on t he dependent variabl e (
requireméht $eel Fohat the security actior
per f gromgp one unit wild.l gi vet men degeredesn
variable (confidence in following cybers
even thoughdependamntstpwad uablod MaxDISB, t h o
considered significant because the regre
effect of the i ndependent wvariabl es.
Overall, "Ease of performing security ac
t hat employees are more |ikely to follow
execute security measures easily. blet i s,
designed in a usable manner in order to
understanding security actions"” was not
significance, suggesting that it may sti
saldity practices, organi zations can fost
compliance more accessible and intuitive
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H4a: Ease of understanding and performing security actions isegatively

associated with the frequency of reported securitincidents

WEITEl B oF Relevant Survey Questions AT
Interest y Approach(es)
Independent (Q16) To what extent do you agree or disagree W

Varia?ble' the following statements:

Ease of understanding
and performing
security actions within
theorgankation

a. | feel that the security actions in my
organiationare easy to understand

b. |feel that the security actions in my
organiationare easy to perform

Dependent Variable:
Frequency of reported
security incidents

(Q17) Have you reported any difficulties in usin
cybersecurity technologies or followin
cybersecurity procedures to the responsible pe
or team in youorganisatiof?

Logisticregression

Tabhbl2eH4aOver vi ew

due to t

he

Logistic

coONi chuauns

Logistic regression was used
(reported difficulties or not ) .
binary outcome from a set of
Campbell, 2007)
Classification Table®
Predicted
Hawve you reported any difficulties
in using cybersecurity
technologies or following
Observed cybersecurity procedures to the Pecr;centage
responsible person or team in orrect
your organisation?
Yes No
Have you reported any
difficulties in using Yes 0 51 0
cybersecurity technologies or
following cybersecurity
procedures to the responsible
person or team in your No 0 149 100
organisation?
Overall Percentage = 74.5
a. The cut value is .500

The

di fficult

nss mbar Talbd emdd €13

Tab6bl2e8H4s' s Predi cti on

cgdorrect

ies (i.e., when
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predict the presence of reporting diffic

with an overal/l pr ediiic.tei-gumatshueeceg)ssf riah e 1

Omnibus Tests of Model Coefficients
Chi-
square
Step 7.722 2 0.021
Step 1| Block 7.722 2 0.021
Model 7.722 2 0.021

df Sig.

Tab6l2etH4s® s Mo d el Coefficients

Tabl e 6. 2A4eshmwlselt hwats tst atjd )72 ,1. P24 gn
i ndicating that the model was able to di
di fficulties in using cybersecurity techi

and those who did not based on the predi

Variables in the Equation

95% C.l.for
Lower| Upper

B S.E. | Wald |df| Sig. |Exp(B)

| feel that the
security actions in
my organisation are
easy to understand

0.398 |0.278| 2.049 [ 1|0.152| 1.489 [0.863|2.568

| feel that the
security actions in
my organisation are
easy to perform

Constant 2.12210.546|15.095| 1 [(0.000| 8.352
Variable(s) entered on step 1: | feel that the security actions in my
organisation are easy to understand, | feel that the security actions in my
organisation are easy to perform.

-0.706]0.289| 5.962 | 1|0.015| 0.494 |0.280(0.870

Tabbl2bH4s' s Vari abl e in the Equation

Looking at the vasrhwabilmesTaméash&. && uwrt d ern:
security actions was not a significant p
8, Wald = 2=04948pPp.=HoWwk2erExpacEB) of
ns was a significant predictor, i nd
iated with a | ower | i-k%edé ,ho®DHE =of. &9
6 2, p = .0948, Ehkips (Blggest seatsheatoff o

rming security actions, the odds of

1
N

(¢}
—
® O O 6 o N

S R

1
(62 I 7]

Ther i's no strong evidence that under s
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di fficulties, as the regression coeffici
positive but not statistically significart
performing security actions i ntdyi cnaetaessu rtehs;

easy to perform significantly reduce tF
complicated. This suggests that organi zat
aspects of their security measures to rei

H5a: Organizational support and policiespromoting the reporting of usable

security issues positively influe

reporting cybersecurity vulnerabilities or breaches

Variables of : Analytical
Relevant Survey Questions y

Interest Approach(es)
(Q16) To what extent do you agree or disagree
with the following statements:

Independent

Variable: f. My organiation has policies/initiatives to

Perceived promote reporting angifficulties while using

organiational support cybersecurity technologies or following

for reporting cybersecurity procedures

cybersecurity issues

g. My organiation takes staff feedback and
concerns about cybersecurity technologies | Multiple Linear
procedures seriously Regression

Dependent Variable:
Empl oyees§
confidence in
identifying and

(Q11) How confident are you in:

c. Your ability to identify and report

reporting . cybersecurity vulnerabilities or breaches in
cybersecurity
L workplace
vulnerabilities or
breaches

Tabhbl2éH5. Ov er vi ew

FoH5,, a regresss®omulanfadrly sdest ersmi ni ng t he g
organi zational support/ policies (indepen
reporting vulnerabilities (dependent var.i
and directiemceof PoRiosmusgdfylbwt h variabl es
continuous or ordinaMLRB calseus t(ea. of.o,r Ldiekte

extent to which organisational support e:
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Model Summary b

Adjusted R | Std. Error of Change Statistics
Model R R Square : R Square :
Square the Estimate F Change| dfL | df2 | Sig. F Change
Change
1 3482 0.121 0.111 1.147 0.121 11738 | 2 | 170 0.000

a. Predictors: (Constant):
- My organisation takes staff feedback and concerns about cybersecurity technologies and procedures seriously
- My organisation has policies/initiatives to promote reporting any difficulties while using cybersecurity
technologies or following cybersecurity procedures

b. Dependent Variable: Your ability to identify and report cybersecurity winerabilities or breaches in the workplace

Tab6l2&gH52 s Mo del Summary

A multiple regressiaomd tamiatidg g£iash t wd h ep smofdee!

shown i n ehapll &i mBs. 2&ppr oxi mately 12.

1% of

confidence in identifyindRRha1l rAedpRuast iemlg
111 This model was sthT0)ltai7cx8,l yp s<d g.nG L.

ANOVA®
Sum of Mean .
Model df F | Sig.
ode Squares Square '9
Regression | 30.909 2 15.455 [11.738| gog?
1" Residual | 223.819 170 1.317
Total 254.728 172

a. Dependent Variable: Your ability to identify and report
cybersecurity winerabilities or breaches in the workplace

a. Predictors: (Constant):

- My organisation takes staff feedback and concerns about
cybersecurity technologies and procedures seriously

- My organisation has policies/initiatives to promote reporting
any difficulties while using cybersecurity technologies or
following cybersecurity procedures

Tab6l2e8Su mma Hg' 8 f ANOVA Test

The sumiary ANONANTabl e 6. 28hes hroemgpsr etshsaito nt

significantly predicted empl oyeesd conf
cybersecurity vulnerabilities, explainin
R] = 111). The regression sum bDfsguangesgs

was 223.819, with a total of 254 .
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Coefficients 2

Unstandardized | Standardized
Model Coefficients Coefficients t Sig.

B |Std. Error Beta
(Constant) 1.397( 0.254 5.489|0.000

My organisation has policies/initiatives
to promote reporting any difficulties
while using cybersecurity technologies
or following cybersecurity procedures

0.181| 0.090 0.168 2.020|0.045

[EY

My organisation takes staff feedback
and concerns about cybersecurity 0.243| 0.087 0.232 2.780|0.006
technologies and procedures seriously

a. Dependent Variable: Your ability to identify and report cybersecurity wulnerabilities or
breaches in the workplace

Tabbl2dOH50 s Correl ati on Coef flidaretnitfRe dglpbmd eatuWatiyabl
Inci dent s

H540 s0 r r e Icoae fi foischi cewnfitashh In e(de6p.e2nherntdidlea@t i f yi ng
and reporting cgdemsrsthrhdt ehsatsced fi heeaeh s e | €

when all predictor s=1a r3ex7ze0do. waso kii g i ati c
individually, ot dhaniommetponal ngpgoldi ¢fesult
i mpacted confidénce,t 1vWi&/M)BD29H,. P81=, . 045.
organi zational support bAbso sshbobived eadlsac
pr etdiiocnB =b . 24823Z%7®). 780, p = bo0OB. aAs

statisti caanldy asriegnpofsiictainte coefficients,
variables are significant hpr endidet oris isn
overall. The findings i mhlkyrthoapaemplyoy ec
report vulnerabilities in cybersecurity

for staff feedback as twekhcasr aoggegame gatt
suggests t hat proacti ve organi zational

compliance, i ncreasing their al ertness
Organi zations should further e mpthi aosni sz e

regarding cybersecurity issues and enhan:q
the study, this wild/ | i kely i ncrease emp

managing cybersecurity risks.
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6. Gthapter Summary

The findings from the quantitative analy
i nteractions with <cybersecurity within
maj ority of participants agreed that sha

wihtt n their organizations create a sense

cybersecurity practices. However, many pa
usability issues in cybersecurity technc
mesaur es and negatively impaot apdodwonpyvi i

upon the heessrudltast,i onshi p between perceiv

security behaviors, which suggests that
security and usabil ity wi | | reduce t he
Furthermore, the dasaaraedimoatee itntcdti ne tp

cybersecurity requirements when aksority
suggest t hat o ragcinliiztaatieo n e mplhoyd ed c o mmu
cybersecurity issues since these practice
pro

guantitative 1insights, omhe hé olgluawiinagt ise

active behaviors i n managi ng cyber s

providing a deeper understanding of t he

security culture.
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7.1 lnt roducti on

This chapter presentsqualei tfatnidv exqgldla édeetr @ dv
t hrough oOtelpeensdueadsr eryesponses and -gtart lactcwd & ¢
i nterviiemwsol idnd sgether At ndgbcodder i hgemes
the interactions between codes by examir
whi ch aiidsecd ciermmong t hemes and conmecti on:
gui 88d aun and Clarke (2006)As Briaeme sasnemée
contestwat et stpd £esd ealn t he ainni tihal dad e sva ¢
foadditional Sumdeqgumant loyn,, t hveer ied ebeyfii fnieedd
ensuring that they were accurate and t hat
the research objectives. Subt hemes ahnave
some t hemes have bceoennc enpetrujabl@é cfloalriimpyi.omge s
dettahiel analysis process.

7.Ri ndingsm the Survey

This section pr ov iednedse dr erseuslptosh bf ense, mai ihhcel uodf
subt hiednerstlinfcilewldibrit hhiemme st udy affli odi h Qs a n
detailed explor dtPii@n kioé witchze .aflntde @ wietyh ,

qguestions which form this part of the st

QlZ:Pl ease feel free to offer any additi o

be relevantzatiooyosirsecgainiy culture. o
Qle2nables respondents t atpiroonvaild es etchueriirt yv i

Ql5@dHave yhoaud etvoerbypass a cybersecurity t

usability iIissues? Please describe the si'
Qlxal l ects reported incidences of respon
or procedures due to usability 1Issues.

Ql7/itHave you reported any difficulties i
following cybersecurity procedures to t
orgahnhi on? Please explain the nature of t|
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Qldl |l ows respondents to report challenge
technol ogies or foll owing procedures.

QL &Pl ease feel free to offer any additi o
beelevant to the usabil izattyi oonf. cyber secur
Ql&al |l ows gener al feedback on the wusabil

participantsd workplace.

Q20M:Pl ease feel free to offer any additi

relationship between usable security and

Q2pPprovides the participants with a space

bet ween usable security and security cul i

Q2 N:What would be the main drivers for yo
i n yourmtooganipl ease sel ect al | t hat app

specify. o

Q2&xplores what other factors motivate 1

practices.

Q22:What would prevent you from foll owi ng
organhion (pleasepstglect fabutbbatected Ot

Q221 | ows participants to provide potenti e

than the ones | isted under the question.

Q23%Do you have suggestions for how the u:

i mproved izamatyowmr?o0organi

Q2&Al I ows respondent s t o of fer suggest.
cybersecurity zatmont hevit h otdha@&niai m of g

recommendations for enhancing the overall
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The
i nc
The
Sub
I SS
had
i nd
cou
fro

cyb

A

renreree nmtain themes i1 dent i fTiheedne se dc hando
l ude two subthempslfmdeh suwhihleeneBheme

me 1: Usability Challenges in Cyberse:

theme 1.1: Bypassing cybersecurity tec
ues to compkeseutdgskarticipants repor
to bypass a cybersecurity measure d
i cat eddutsheadt at Mceoyh ¢heam g mter € loa tdeod at g sokb wh
|l d not do jatmowiga otthheirr adew iwmeosnesn.t sBe |
m the wédxgpllyai n the situations where

ersecuersi:ty measur

RAsked others to use twheinr mycaesd umit g

avail abl e. 0

ARWe needed to get a client project out
tool . So, I borrowed a coll eagueds cor
ADue to an access error, my credenti al
a report | needed urgentl y. I asked a
compl ete the actions. 0

AAsked other to carry out the task for

task, however not reducing the securi:t
Al needed to teach certain concepts i
to show how it works, how to review at

net work are usedo

Al nstall backdoor for remote accesso
Al had tad tsaemdneaan t o my personal emali
ASometi mes removing my smart card fro

desk (the cybersecurity requirement) i
when | reinsert the card, causing me t
take my carteouft bBéoh wntWw stepping ou

mi nutes. 0
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A Al used personal emai | to transfer S

Sub
f ol
ma n
t he
pro
unc

me t

me a

Aut

c

ompanyo6s email . 0

heme 1.2: Difficulties encountered wl
owing cyberskerarstydypyrpartdiuciegant s r
usability issues when dealing with ¢
e issues are related to technologies
esseszathans oemaihoy to secure their s\
ear i nstructions, di fficulty unders
odsyritsye technol ogi es, such ,axndfire:
equate support from the cybersecurit:

ur es .
entication issues:

Most of the wusability iIissues | encou
ssues are being resolved yet, but |
o i mplement and apply certain polici

omply witi onsegul
I had to disable 2FA in order to get

Il could not access my email as it wa:

did not have my phone at that parti
Used di fferent met hod of MFA due to i

Not being able to install progr ams,

uidelines and controls for passwords«
Accessibility failure due to compl ex

We work with both our Of fice 365 acc

This creates confusion about how t o | «

-

| ear policies for reporting security

I n mysasorganit is not very clear what

esponsible to report and to whom t he\)
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Ext

Ot h

Par

=4 =4 =42 A4 A

Bel
t ha

it is very wunclear how security 1inci
internal security procedures are. o

il don'toknibfvrsdh ama/nnel to report secu
i ssues in my organisationo

Al know how and who to rlepweverc,ybtehis® c
al ways clear to other staff and stude
the processes involvedo

ernal devices i ssues:

AThe USB ports don't work in my orgat
downl oad an i mportant report that was

-

esponsi ble person from the cybersecu

downl oad the report. o

APrinter not working caused by Firewal
er cybersecurity policies issues:
ticipants chyilbgehrlseggchureidt yotihsesues whi ch

| ows :

Compl ex security procedures

Restricted access to email

Lack of flexibility in software appr o)
Firewall restrictions on internet acc:
System performance i ssues from securi

Di sruptive updates

ow @aret it hiepant quotes that-rlkil ghleidghts st

tfddhed in their organizations:

il dondét | i ke complicated processes ofr
and follow |l ong steps and then fail
technol ogies ask you to read a | ong d

you may faceeamd how to sol
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The

Sub

Vi

e

cou

Vi

e

ANot able to open the attachment throt
il have regularly required software t
Now | "ve been exempt from the policy«
Al nability to browse external i nter nef
AUnable to use external sites, need t.
ALately we were facing MS outl ook han
by one of the cybersecurity applicati
to findbo

ARebooting my computer due to updates
open in my computer al ways. o

me 2: Perceptions and Feedback on Usal
theme 2.1: Views and Fartdbaickamins Usrad\
ws and feedback on the usable security
| d make cybemosreec uursiatbyl emeoars vuerxepr es si ng
WS :

AUsabl e security measures shoul d be
devel oping and i mplementing security |
ASecurity has to be considered early
should be easy to use for everyoneo
Al n mysaobrganit he weight is in secure ¢
after. o

AwWhat about Security by Dedgigg?as par |
AUsi ngi Win the workplace may cause br
al ways secur e. Il n addition, I fin
requirements when | have a brief and e
Afon the desktop screeno. o

RnStop password changing every 90 days.
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Aflf you introduce very complex cybers
support, knowledge, and training.?o

A iNo need to require complicated passw
couple of months. You may add a card ¢
keep the same pass unless thereds a re¢

Subtheme 2.2: Feedback relevant to the re
securi tyA cnwlintbuverre o f participants provide
bet ween usable security ammd itome bsiermgnrpihtays
how user experiemteonfbfesesutheyopgantiic
noted that employees are more |ikely to
made usabl e and sea+wmldeasys Iwyo riknftl eogwsa t ente ainn t
i ntui tisvemanetehmadour age better security be

the key comments from the survey:

A iTo have strong security culture, itéos
make it clear and easy to understand?o
A AEnsuring 'usable cybersecurity', and

fi

as easy to use as poscylbdres e csithroiutlyd hea
di scourage -wdi lcdr ocuonudsd | ead to a ' he
c

ul tureo

A fCulture is at the early stage, wher e
training is just about to get run for

Theme 3: Recommendati ons for | mprovement
Subtheme 3. 1: | mprovi ngPaRep @n tpiamdg sarmd gB
i mportance of i zapgnownisng rtelpeirn i oirgg amid s up
emphasis was on the i mportance of cl ear
purpose of addressing security issues as
al so a mwnglgeerstofons for i mproving the us

providing assistance with security conc

comments asr;e as foll ow
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A AThere must be a dedicated system for

>\
=

AnSingle sign on for various web servi ¢

ogins and password requi r enmeannttss. YyFoour

~—+

o fill out a |l ong form, which dissua:
report would help. o

A fiBetter way to report problems with

t hemo

A fl work in the cybersecurity depart me
providing the employees in my company
in terms of enabling them to report i s

we are tryimrgtoumebestexpectmati ons whi

-

egul ati onso

Subt heme 3. 2: SimpliThdrye bwads s acacmplsexis
participants that <cybersecurity measures
security culseatirenof Thhe woghdiinvo-lve cr
tdoll ow guidelines for employees to foll
compl ex issues. Some of the key comment s
A Al think it would be helpful i f cybe

empl oyees about the security issues t

alternatives that would allow empl oye

ssues that kdidsrupt their wor

A AProviding prompt support to ensure |
support personnel who can provide guic
to encourage employees to report secu

usability issnesesrtdhat they enco

A AiUse easy and accessible processing t

i ssue i mmediately i f we have online <ci

>\
5

fBeing prepar-pdep &ar gtoioaddn iosvemot neces

give more permission to your empl oyee:
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I suggest building a tech team

cybersecuei1tysamp wgoywskt e m

ssues togethero

Make it simple, more wil/

146
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Subt heme 3. 3: Chamderr Aspect obf Thhe St a
comments below suggest that the study pal

need measures that consider them as humal

A fiwhile the move to the cloud is over al
to be a way to validate the identity
account , and grant that PERSON the ri

should work pRlcatoserms Il ocl oud

A fiPeople often equate wusability with u
the fundament al i ssue here is that s ec
i ds. Unt i | we can ma k e it wor k for q

experience I mpromeamehnhti $twe. 0

A AOften budgets are so tight t hat t he
orgsahi on are standalone systems and n
enterprise l evel comprehensive suite
responsibility off of the end usero

A fiBy collective understanding and agr e

A fldentifying me a person. Al l the it
underlying issue. 0

Subt heme 3. 4: Coll abdhetipmetetipant 6§ saaonk
i mportance of <col |l aborattiiovre ted feoemrhasnovd tddy

I n their view, addressing cybersecurity ¢

I T; rat her, It requires a col lzatbhioom.t i Fer
i nstance, there seems to be a disconnect
and -uesnedr technical expertise, suggesting
tehnical-t aaldninoal staff woul d help bridg

comments from the participants:

A AiCybersecurity domain has been an i mp
| ast few year s, at the beginning cyb
backlash from the I T team and the end

advertisement abgbtrtskeeuirmpgr taece bof
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of acceptance. I still think they nee

as one force. O

>\
=

ACommuni cate to the worker any secur.i

(o

reach or threat. They al ways Dbl ock ¢t

>\
=

AOpen channel with I T team. They wupdal

T admins svbine hcacmfulsiect and resistance

A AThere is often a disconnect bet ween t
actions and t-hhew taefc htnhihec adnd& nwosser who i

use those actions. 0

Subt heme 3. 5: ContinuouShEducatit e man a c

feedback from participants on their op

those |isted as paret ,off itnde ngguegthieos sreail
perfor m, management and | eadership enf
regulatory or corporate requirement, un
foll owing t he best practiycet,r aatnti eergd icno

attending more sencshAsi syaawdreneshbhes®san
secthenmost significant ifoitn dviantg rc yfloer gpe
actions eads ¥ otld opsegrdf gderymefmt and | ebader sh

However, other comments from participan
A fiThe fear to be vulnerable or a victi:

A

N

In my first three months, there was

o

r four days dedicated to cybersecuri:
A AiMore focus on educating employees?d

A fAl'"m a security awareness advocate ani

top of recent developments and advocatf

A AContinuing cybersecurity training anct
not only one timeo

AfAFirst of all, the cybersecurity best
about the drivers to follow them
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This subtheme captures the esempbéabketki nd
I mportance of ongoing training, paowsarmnaermnwes -

cybersecurity environment .

7 .F3i ndi ngsSémrmrsaam utchinet ees i e w

The semuctured interviews performed as p
i nsights into the iIimpact of wusafitliiotnyal on
contexts. The interviews were conducted
f emaAkesdo,ur of them are academics, three

i sPhaD swudéani ndustry backghbasmSdo.utbPha rAtfirdicye
Saudi Es b pthiaen i WKe ach g dArmme,ni Ri BSlwaerdde,n , and t
Uni tSealt esf fering a diverse perspective on
and regul aTablydcpnoboektef 8Bheummamrtyiviewsn !

demographics.

Participant Age Highest Level | Organization

IDp Cremalzs rar?ge ongducation ’ Size CRUTy

P1 Female 35-44 Doctoral 1000 or South Africa
P2 Female 35-44 Doctoral 1000 or| SaudiArabia
P3 Male 25-34 Master|1000 or Estonia

P4 Male 25-34 Master | 1000 o r| United Kingdom
P5 Female 35-44 Master 560249 Armenia
P6 Male 25-34 Doctoral 1000 or Finland

P7 Female 35-44 Doctoral 1000 or Sweden

P8 Male 45-54 Bachel d1000 or| United States

Tab7lle | nt Pavt eDesmpoagnrtaphi ¢cs

A theanmadlixsi s was conducted fbarsm dp amt t dfe
broadereashtluedyp dattoé x gi epasttshei r t houtghhet s mo
effort to understasdbteesecuzait ppaphidepbwyg
cul tTihree f oi tewf hfylee the § ghotw each aspeot con

the overalll security culture.
Themddshbi l ity I mpact on Security Behavio

This thesaeouuwssetirehaanadrt heir reactions to
Oof t en, us akeitleirtmy nies smhees her sec@UFaltlyatmeha,s
Furnel |l amnEhpHeye26 2iatidel daisf & e ovenreidhtsyu r e s

i n gareerealdd infgf oemeatuc hdes argency of compl
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or t he emplkogynenedinstl e v e | of .s ertouweihvtetyth gaswea r e n
measures are not uwhalghe | eoeét wiothe mgvae ewiets
whausiafhdor t hpans 0rt tbgg me adhuerne aaslkteodg ettoh eerl.a
why Pl bypmpdswixlheaenmeasaturen mhen fepl iyedwar
I shouldn't shaldes moyulcdre'dte nu 9 egabuabnhyeo nhed ss ¢
t o tghpep b 8B bmepoifitted,s a tricky one because
t sest afd yet, in reality, I h ads othoet ho nigt
wor kamgmet hioMandyonperdelr @athalndapprecbat ¢

compilteyx i s ,Aindti tati ddgbr ustrating for pec
understand sasonihyg aedi bldictaen rbed wiprpd me
mansyituat ppoaging that some risky securit

measur es tthoadmplsetres tulseei r tasks or avoid

Mor eowheen asked about, rmepdr tpianrgt iicn giadd rst
orgzani pnodosearwend £ ar uosne rhsometpoattdr i ty 1 nci
P6 furthiedncalumyerec mici oy rcit oae tyifnvildtl | keep
geibecause | am not wi Ohi ndpet, @ ophatrka rcyi Ipa
amkowl edged pol i aciheasngtelda te mpd iy teReosré | iybnesht aavn
when an email comeszatiom, oexsiedaat hemar g
arteel pf ul for users to identefyhtswemayP
consi dered hi gihtl yh aiss atbd de asnb @ umipiahogtyp bies laius
campai gns, and since including that, t he
clicking on Ilinks and things | ike that.
come®m bDut si deaattihms ocbangleehpweiopd eibs term
ma noyf thhaevme actually h@8y clkavde onudti nkad t
awarenesscemwhaichl Wwakeen an i mprovement i

ha just b®&en included

ThemdsabinpiatcyPromduct i vity

This theme is concerned with the interse
efficiency on a daily basis. |l nterviewin
regarding usable security's i mpact on pr
masures <can often interfere with essent
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empl oyees andompmpltiean ¢ @ |l wiintohmi dseerc etaocs ¢ ywor kp
productivity, security must be designed
(Caputo et al . ,Pr20bh6 nk>NCS8bipst 2idBiret Yl iarcke r[
empl oyee' s oprasdugt @B wids wlyl e sfieac urra d wc tiison
produgamaoplkoyeeBt Fchoends uimdpnrgddded anfOexampl
my oeragtainoon' s | ear ni ng Imahmavgee nteo gatrdggeant id md
suddenzdg teatil had changed my password.
which requires changing some sofmet hod deice

settings that have been donréelh a teaccel setalry o

deviation from the t a.s késd mphlaati finleeydis it theastd e d
not supporting our jobsFuarn hwhantor e ®SbBo @l
Afonce we are scared [of security measur e
humants itfhayou have a feeling of scare or
not as @asodgwatisvweoul d be because the feel
some part. oof yourself

The®draining and Awareness

An effective security cultur@Sher ibfu,i | Euro
and Clarkéeb 2@FB=I)riifbeed nacirdeeanlt i nvol vi ng &
that repeatedly occurred in her workpl ac:

addition to technol o#fl ssohceo usltda tiregds, 6i"kel y h
people fromlacmputfer]| ds are more aware o]
people from" of mer cataijrog st hat user s fror
i nformation technology may require tail
empl oyees r dmaibmut nftdremel at est security
background. Additi onaal Irye wasrhde sryesctoenmmebned ee
empl oyees who take the i 0i2tPiaditasvea tsoi nprlc
experience zatnji ohetrtalid@maggalnlieague’' s hacked

5

appropriate messages sent to th&hevhol e

suggdst hat c orepnosruartee sa lslh oaurhpdl oyees under
contribute to ayidterisecmeceéysafyorosprovi
cybersecurictpnsddénegngnt haducati onal bac
contm@»st §or the ease of performing cybers
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more friendly interface, easy processes,
easier for everyone in the coompany to i mj
Themdegul ati ons and Compliance

Regul atory requirements play a significa
orgzani oBrseaux and. AMdnyr, p20t0iB9gi pant s ment
regul ations and thehei i mpodrekiiemdg Ban vinic ovip
from Europe repeatedly referred to the GI
States, mentioned that fgenerally, North
across different states, such arsd tdteh erad .
These can significantly influemeed $dadr ihf
i's Anot sure 1 fustaeyt humkas absli deyi ngnsi c
should align with these regul aatobsa. o m
added that Acybersecurity departments st
feedback from all users regarding their e
with. o Nonet helseosnse toiPngeash $ ® easftraadied Atagt g et

andvhi@n it comes to fineséNohepbetakee etvied
neegdto be secure. o P6 believes that to c
Ausability things are not very well i nt e
Theme&Geographical and Cul tur al | mpact

There is no doubt that <cul tur eashéahsapaespr o

many of our pemsaptihenstamgy cvpmwmieidgbt pai n
howitrhezafgiaomns' geographicaheyopatcenvemp
and i nt ePahacrtguni teht iwelem! anmdm8$ anricesnar e
naturally cautwhiuch amald elksireie fuerdi stiye r&ttdoc e p t

assertiededrmmdl dqigi cally advaerepedecouhtr ibes
concerned abouMo rtehoPvBerrs,s aftle dtitiynk her e i n
spoiled because they have toardk iatblies ta

popul ation ana ealalbl &i giot algr eEhsiypono at emmb
all this sisuflfi tstd et hdats ctrheepraen c yT lhbdayawe en d
a communi st ,6 zeslorstt raft egyemt Hal ial so assert
faou independent commi ttees and probably

152



Chaptkirndi ngs and Analysis o

orgzanions as partdotfajwdhér gov e®r remesrutr et \

regul ations the companies have because o0l
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edback and i mprove thodvescstaBdmugs. o SP3t
tonian cybersecurity system because whe
vernment or someth-fngeli Eeebhhbahe etdusa
u want to |l og into the student system
rrd midt ' s | i k eP3a thhe anrkisb etiahvaato itohne ifin Est oni
om the proximity of Russia and Russian
t hese hacker tdrowpsmahkeemet.nhteJshee yr el at i v
ci al events where peopl g hfernom halyl jwasltk
get heri hd ik esatcihrad events relatédR3 o cyb
tde systems waor KEisn @ n seaxmgmegpdlee,Feir i s a sy
|  ed smart | D. Whenever I have a work
ntaracgurchasing something online, | jus
curity number i n afFdeanthbasiccalslsy eviegly
reeommpe@m a company orwihtalvien s3iOnes doctahnednse
ographical | ocati ons, P8 thinks t hat

amewor ks,i reftlcu etnhceet tchaen security in the
gzahi on in Saudi Arabia with employees f
e UK, 0 believes that @athondgdh wdhrek de w\ei
i ngs various perspectives which can ent
eded as fisome of them see secur iPthy as \
i nks that i n her country, Agover nment
ucation instisubnhocybkaskcemphaso P4,

ographical | ocati ons, i ncdHtulde ndyi ft fheer &vin @
ndling cybersecur i tzgyt imems ulre swarck eds sf dr
at Acybersecurityatprooncse daurree sdiafcfreorsesntaor
ry clear, and they provide training. Sc

ke real practical measures to ensure t|

rther, there are some challenges that

rtain places. FTfoerexampkebePh statsdopn

Africa, due to things I|li ke | oad shedding
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back, the system i&g&médottback eomphethbegti

added another chall enge: "0t I's maybe nc«
Africa, but certainly for our students c
come in without a nayc kkgirndBihrea f. €' xt pel cahinnoel do gty h
students "may have wused smartphones, bu
formalized computiingheinvi sohmehs, Ehnegw
comput eSsowk atgpea | ooy e orf Stiadehnhg i n who fi
become digitally |iterate before you can
are | earni nbhdasf ftereeyntgd.e’chnol ogofcat hd it
students present anhPl hees drhailfbterda otéh asto mg & e
who come in very comfortable with technol
bad hTahhewtes have students who have had ver
and now everyhbing bhéynareltdois over whe
first come to our university. They are |

mi ckel"concluded by highlighting the pract
access what t he,ynd etehde ni st hcetlirdealthearssg ignogt i tt yo

in as wel |l , whi ch | think is someti mes t |

GeneReaxlonmmleat:i ons

During the interviews, participants prov
t hi nk ewohuwladk er experiences while interac
cor por atTeh esseet triencggsmmendati ons include:

1T AThere could be a really simpl@)Xfl owch

T ATo have a good security culture or
consider how to make it [Rgcurity] us

T Al think giving aea pdleearn ppatsly tsmol fudlil

l ongyuWwai mately | eadi ngcutla(Bckuel t ure or |

T ASo, trusting or engaging your user s,
aptitudes, behavior s, educati on. Doné
that they will be able to i mplement t
(P3) .
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T Alyou can take away the burdedoawhatch
you can in the backgroupdotebvi oybhat yy®o
rai se some awar etnreyssamwhemakeg otuhicmgs m
make things(Phore secureo

T AByestablishing knowledge and resource
measures and by making the system eas
i nformation related to cybersecurity
and have a stredPg .security cultur

T AMake that sePlrity seamlesso

Participants pointed out taher o bnmupsotr tcaynbceer st

culture. They promoted the use of simple
instructions, and easily availablge tmater
security procedures. Sever al expressed t

greatly enhanuseedr shy eexmpdaogiimgg t heir capa
wor kl oad associatebOhevitdcocmmamddtyi arcs | bt
ither vi ews offer praptartati pamstvwg'Htl o pniteraeitto n
expectations and make security wusable, w
andowvesatcblurity posture.

7.Clhapter Summary

The iqtuaatli v ei nadnisetlhyasei sst udy participants s
usabil ity of security measures i nfl uenc
Additionally, participants' perceptions ¢
productivity rehliebtedei metasmuces ient her
their prAldswkie vistt w.dy hp arhtliiicghstueeatt s r el at e
managemen,t isnudpipcaaetg rnegge tchfe support provi d
initiatives and how that can facilitate
effectiveness of existing training and a\
knowl edge and behawaisof oand mpdewtimeynitng | a&i
how participants from different geogr apg

perceived cybersecuri kayt ipornasc.t i ces wi t hin
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8.1lnt roducti on

Thichaptisedhrosvhe quantitative resulthe al i
gualitative 1t bpsametaenmdredda tiitoanhsthiiipadtderleys s t h e
study eotli aleslo scusses how 't he combi ned

under st damdilmug ntchree of usabl e.Sscteuaain®y3 on s
proviindsei ght s &kw i ndbefger e 8sécscoases the

i dentainfdi echeir pr.0poe@d isoi uo dwafisemgu sae du s &
security cultthaitensf t @amddwd pkwauegabi ziaty ohbhar
t hmdy I mpede thai stebhgrsecuowarydcul tur e.

8.12nsifgrham@u ant i Fiantdiivneg s

8. B.uk Weyndings

T Cybersecurity CompMhtidnmnc a hGo rsftiuddeyn aee:s p

a high foundati onal knowl edge and <con
i ndication that additional focus i S
vulnerabilities.

T Usability Chall enlees maj Ciyibtey seadcdup a rt tyi:
encountering usability issues.

T Response of Unusabl e Cyblee senayoirt y y L
respondents indicated that they woul d
when faced wictyhb ec Is & Icdu e nNjoynnegt sk e s s,
participadat highprpeodbabil ity of findin
23% indicated that they would ignore
broader tasks, and 28% of respondent s
|l i kely stop the task.

1T Bypassing Cyber se@muerhitryd Mefaspa®resici pa

bypassing cybersecurity measures becal

T Agreement on the UsabilityA sfi g@ybercs
portipamtofci pants feel that security a
nor easy to perfor m, and they feel t h

and security meaastuiroenss.i nAltstoeed har gfa nni
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whil e mechanisms for reporting secur.
they could be i mproved in terms of ac:
T Reporting and Resol ut i olnh eates iGgabiefrisea !
gap bet weemnrrbeopworitsesdu easnd hoAvudgahéer aoé

participants have reported cyber secu

respondents who do not report issues
t hat ar e not being reported, whi ch
vulnerabilitisesesEwae®i fwigapotritcerd,ofa r es |

feel W hlmdvd heeen resolved satisfactori
T I mpact of Usabl e Cyshieir crealurThudgrten niesOra
strong consensus among participants t
i mpact mntiom@aniseThei vastcumbpyoeity of
(89% combined strongly agree and agre
woul d encourage them to make sensibl e

pr ot oc p83s% OoAfl sroes peodnidaetn ttsh @y paorrde mor e |

secur
T Cyber
findi
T Cybe
beli

conyve

ty issues i f cybersecurity is m

(7))

ecurity Best MBsacpiace i Mopawmatsorl

=]

g cybersecurity actions that ar:

1
(7))

ecurity PractiTlee Amdadjeoreintcye d@far p.

(¢]
<

e that the complexity of cyber

ience ar.e the main barriers

>

8. Hydoeshelsesting

Hia: There wil |l be a positive correlation b
measures and their behavior t owar ds un

orgzahi on.

Theor r etleasttieadnh@awposi nbeeweenresatso perce
security measures and their behameani ngw
there i s evidence that higher perceptions
security behaviors, pwhadwih®sisal gdyn sd esltvweinmn g
furthewairmtad Itteitel et al A8 ons suggest that
usadveé eumeiatsyur ¢ €endt h ey comply strHowewny, with
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neignificawafsecuamedterpeeetncenvi ng usabl e secu
t teendteoacyeek hel pwHerm me twod U retagruiersg secur |

H2a: A positive perception of usabl e secur

frequency of reported incidents of bypas:

The correlation is not statistically sig
I t enshieodependemd veedaairoi abtleems wi t h signi fic
feel that the secatrioy sttibeasai gomg Ilbalga
and usahtiMytwhgaonn provides adequate suj
under stand and performTléf ddthidiengs e csuwrgic
participants who have bypassed cybersecu
perceli @®s ear bal ance bet ween wsedduras yf eaenlc

supported bkayt itohnesi r or gani

H3x: Eas e of understanding and performing

conf iidne nccoempl ying with security requireme

Thée&afe of perfor miwatgh es esciugrniitfyi caacntti opnrse'di c
empl oyees are more |ikely to follow cyber
security melahg 6r estulgpagesipry moti ng usabl e se
cul tavetoesietciuwvd ty culture by making comp
intuitive

His:Ease of understandi ng amegmaa dvwserliayi antge &

wit hferequency of reported security incide

There is no strong evi derrwueg ittéyladvanted &@oe so f
usedesdi sircerpammtieabl e secur i sy ucdognafstuhreess , b
making security mdans uozeegsaengsny f i o atpled f or m
l i kel i hood of finding btyheseses sgepagtuates C
orgzathi ons should focus on enhancing the

measures to reduce operational chall enge:

H5a: Or gzariii on al S uppporrotmoatnidn gp otlhiec iseespor it i g

i ssues positively i nfl uence empl oyees

cybersecurity vulnerabilities or breache:
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The findings izatti oaake sbhpporotrgbaor staff
promot e urseapbolret isnegcncri ¢égse ssmpksoyee confid
and reporting cybermeatbaty pvobzaterabaloi f
actions motivate and encour age wor ker s
Orgamnii e ul d promot e policies t hat enc
cybersecutratiynanmmslaiesseseaf i dence and proact |

managing cybersecurity risks

8 .13ngsht s fr om FQunadliintgast i v e

8. VpekandRReds ponses

Themes Subthemes

Subtheme 1.1 - Bypassing cybersecurity technology or
procedures due to usability issues to complete tasks
Subtheme 1.2 - Difficulties encountered while using
cybersecurity technologies or following cybersecurity
Theme 1 - Usability Challenges | procedures, including:

in Cybersecurity 1 Authentication issues.

1 No clear policies for reporting security issues

9 External devices issues

1 Cybersecurity policies issues

. Subtheme 2.1 - Views and Feedback on Usable
Theme 2 - Perceptions and Security

Feedback on Usable Security Subtheme 2.2 - Feedback relevant to the relationship
and Security Culture : .
between usable security and security culture

Subtheme 3.1 - Improving Reporting and Support
Subtheme 3.2 - Simplicity beats complexity
. Subtheme 3.3 - Consideration of the Human Aspect of
Theme 3 - Recommendations
for Improvement the Stakeholders

P Subtheme 3.4 - Collaborative effort is needed
Subtheme 3.5 - Continuous Education and Awareness

Tab8le | dentified Themes -Eanndde dS uRbetshpeormesse sof t he O]
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8. Temdstr udnttuerrevi ews

ThemeUslabi |l ity I mpact on Security Behavio

The theme focuses on wuser behavior and
effectiveness depé&mpgs oywenesi tperecealviel i sec
di fferently depending on a numberandf f ac
|l evel of security awareness. Even peopl e
t hese measures i fsetrhseyofareen nuoste utisoaubs adnli ell
frustration or compl et e their Zasha.’ s M
proceduresstourrt gmarenouumgdrrear . However, t

that there ahmaygyeopopioticeley changed empl
ThemeUs2zabi |l ity I mpact on Productivity

This theme focuses on how security pract
a dailyl mpbementing security measures <cat
which can | ead to emplmpydeanfcreus tWoatkipd maca

be desbgeagdport employee pr.oductivity r al

ThemeTr3aiamndgAwar eness

Effective security cultures are built on
ensure that alll empl oyees remaiand ndamr me
preven,t tteiolsered training isingiqufi ereantf
educational backgrounds and cul tur al coni

can contribute t @&l stydoree sebauvi dy beffolro rteaw.

empl oyees who take the zatmidom'ag iivef doma@tr iod
ThemeRedgul ati ons and Compliance

Regul ations play a significant &radlieonisn d
The current regulations shoul d, however,
account to make it easzattronMfsortd ndomwmpldy.a
i mperative to include a mest ladkadd haeflgdaeaadls|negc t
their experiences and what they find dif/
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ThemeGesogr aphi cal and Cul tur al | mpact
An oragtainoin' s geographical | ocation affect
how they i nMaenryacculwiutrhali tnnor ms, | egal froae

can affect security and Ispvw apidalpdl een g es pmoir
affect cybensgcumi ters ausmalrleas but may

8. Qvervorwl ssues | dent i f laendd i n
Recomme@8adldt i ons

As evidemee kelyy fsencdurnigtsy barriers contin
cybersecurity compl i anc(eP® sTeheek nmaasjsad rsittayn ca
coll eagues when faced with unusable cyber
the organization or seeking help from ¢t
demonstrates that whil e mostr ietmp | roeygeueisr eam
by consulting their peers, 23% admit the
tasks, and 28% ar ek | alkted gge tthoe ra biafn dsoenc u rhiet
a barrier. Considering this, it is appar
section organizes the st udydstt thaiimygpiesdio
usabl e seeoncbept Eaeshbceastfe gtolre es aso | fud li lomwe

that eddusesisi |l ity barriers

l1.Communicati on:
T Whil e many organi zations have i nci
communi cation approaches require enhail
T Only a quarter of employees report se:

find the resolution unsatisfactory.

T There i s a | ack of a <clear strategy
cybersecurity policies and security i
printers, hard drives, and flash dri v

T There is a |l ack of confidence and pr oa

ri sks among empl oyees.
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Sol

Est
emp

I mp

utEif dmecti ve Communicati on

ablishing clear channels for effectiwv
|l oyeesd concerns are addressed prompt

ortant t o kee-pnfadrl meedmpd obo/ete ss aveedrli t y

praedg, censuring t hat every action by t

org
col
ma n
wh i

e mp

anizationods security goal s. Effectiwv
|l aborati on, and t(rAldsoywi t&fA o ragra na rzgd
agement has a significant role to pla
ch in turn resul t(sSaidin aiam2prIo@)edn m e a e

| oyee confidence and proactive behavi

2.Support:

M

Sol

Top
cul
Ve i
202
emp
per
di s
act
cul
a h
or
suf

man

Empl oyees who bypass cybersecurity me
perceive a | esser balance between seci
and they feel | ess supported by their
Negative security behaviors may resul
measures provided by the organizati or

supported.

utMaomgement Support

management muisn phayi mgcaemdrra¢ei mfodreci
ture withi(tHean a®mda&ni Sateirorf Furnell
ga, 2018; Il oannou, Staveadéo02ancEBadaj deZ
2)A strong | eadership commit ment to ¢
|l oyees to reco@kKiajecs.8leGarBdrgonea lfyi,c ainfc
ceive that top management i'Ss unconce.
regard or overlook it despite its i mpc
ively enforce and procetwvel spcar ropuish
ture. This wild/l ensure that all factor
igh priority. Employees should feel su
i ncidents. Empl oy eeseemubsatc kb ewiddnfbied eé

ficiently without fear of reprisals

agement visibly supports cybersecurit.)
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about risks IS l' i kely to experience hi
organi zations with | eadership that downpl
negl ect , such as employees who fail to r

i nci.dent s

3.Training and educati on:
T Empl oyees need training that speci fic

i nclude authentication difficulties,

external devices, and issues with ot h
T Empl oyees feel that continuous traini.
security challenges while doing their

Soluffaohored Training

Everyone can realize the value of traini
the organization. However, if training pr
needs, they may be a waste of time and
cmpany as a whol e. This can also | ead toc
cybersecur(iKttwrtesaiami, ng-al | at aAhl saoand akwromal
research, factors such as trust, apathy,
behavior al i ntention (bPalhldapahcykK®&vsesua -
2024)1 t i s i mportant t hat organi zations
devel oping cybersecurity training progra

~+

o best practices, which include deliver
t he pocompertoe maxi mize the benefits of tre

4 . Organizational and regional culture:
T An organizationos geographical | ocat i
security and their interactions with |

1T Usable security measures positively i:1
more accessible and intuitive way for
T Study participants i ndicated t hat re

devel oping security practices within
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SolutCiudbmur al Al igned Strategies

A companyds regional and organizational
adhering to cybersecurity measures by i n

of cybersecurity and how i tReiseaircthepprast &

that norms have a significant i mpact on h
(Posey and Folegera R 022012;0e; H pAbnRefdded g|an e x amp |
i n regions where collective responsibili
may be more |ikely to see cybersecurity

comply with them. Alternati velsy,priinorciutlitz

or security is not taken seriously, stri
reduce motivati on t o adher e to t hem. F
emphasi zing cybersecurity awareness and
eml oyeesd workfl ows encourages compl i anc
existing workflows will ensure that secur
organi zations should facilitate an engag

em@afisi zes t he benefits of cybersecurity
Specifically, organi zations can moti vat
cybersecurity measures by focusing on us
their culand-tdlbayyomtce xtvi ti es.

Fi g8l e Medi ating Strategies

There is a profound interconnectivity b

organi zationds cybersecurity posture. Ef
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curity practices are <clearly understo
curityods i mportance throughout the org
curity more wusabl e. Providing empl oyee

eciefdisc emesures that educati onal mat er i e

- n u u u

® © S o 9 T d D Od

ctors into security strategies warrant

-~

gion and organihzatcioonb.i nRAs i anr ®efultthese

vhimeont t hat fosters poAigummarcy bcefr stetcair

w o

l uti ons that wild.l serve a8 INmedebhéehgss

-~

i nforcing these behass omjismmmlt e mahret erailg ht
me i nmet W@md i ofnf ectivee hawayi sgbbecbeghri:t
doMhd | e the medi attihmgi a1t i sasegises dadadi é$

bersecufunygt nowpmrlsement apriyovinedédr ods @ros

mely means to make the right security

(7]

ecuritlyncardgamrat.ing nudges into the stuc

by addressing the human factor in cyber s
Nudge as a Supporting Theory

Nudge theory is derived from behavioral
infl uence behavior. I n general, a nudge (
i's a method that changes peopleds behavi
a tering th(eTihraliemrc eanntd v&Wl@nhset eniund g e2 0c0oBn)c e p

applied to many disciplines, including |
i nfl uencEeEbermtavamd Fr eielti, alRloar,;, 2 h71 ;ma@ar
Weijers, de Koni.ngl nantdhePaasnt ex0t2 19 f t he
cybersecurity, nudges can be used to gui

positive r enisrufra rncge mte m a t, gecurity measur
empl oyees toward secure behavior without
significantly i mpact i mproving organizat.
i n various ceoecnetasisng sechrasyi awareness,
I mprovi ngma#deaigsi oann d changietdhSAEAav i2dr24dl
Zi mmer mann and HFeomawk,ampldz2l) organi zati on

meters with hints (e.g., suggestions of
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make passwords wusable yet robust and pr
empl oyees toward selecting stronger pass\

8.I15nt rodwacWsnagbif loicuy ed Security
Framewor Kk

Security culture frameworks support i n f

throuwohaoguatni byt i bosusing on empl oyee a wi

responAdnenti oped iomeCltampemead,t sc of exi st
studif ésmciIflace or poducheads training activi
andanagement Alupp,orthese framewor ks ai m
compliance, reduce human error, and i nt e
rout i netshceuWh ielne approaches provide esser
orgzathi onal security culture, theusahlse a

secuyurispecifically, how usable security m
adherence to TBlicuret pdyacpiecpsses a fram
Sstructuredgmaeat zadi 6os Do strengthen thei
humaentric | ens. The fr 8&neovouskesproers emtt ied
usabil ity and strategically i ntegrating
introduetded pirevi ousd) secteifdrec¢(i vely 8nflu
behavior, |l eading to a strong security c
As established in Chapter 5, the study

analysis to characterize thesultinhkagel bat
guantitative analysis (e.g., statistical
security behaviors) was complemented by t
study with contextual dept hamewoea kd d weviod p
identifying the problem (i.e., the under
security culture studies), synthesizing

study into a structured modelr,i tayn dn ufdugretsh
encourage secure choices without being i
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Cybersecurity
Nudges

Usable Security
Security Culture

)l

Mediating Strategies

Effective Management
Communication Support

Cultural Aligned

Tailored Training Strategies

Fig8xwsabfbtctuged Securitd Culture Framework

StepTHe first step in operationalizin
security. The objective of this stage
usability concepts are utillinzeditso sdre
usiapmustr beeddi pnssue eurihtay aréeenh anits me
for empl oyees and eaosayeracttoi vaidtoipets .i nUst
has a direct and significant influenc
regardl ess of tlhegindilvli douralsse@iure iargg akniit
l' i kely to comply with security practi
with their regular workfl ows.

St epMe2di ati ng strategies are anlessent
thishetsp,yrategies should not remain s
tailored and adapted to meet the orgat
These strategies maintain a dynRnamic I
i nfor med, suppodhede Bodséecarnteyg besta
a twweoy relationship bet ween medi atin
behavior; these stratedi aaisedisr, eawthliy es

or mplesdtyeehavi or can i nform hoow etrh etsiemes t

230 me

di ag

aspetthe faraemewdi kneceviad ludacawoamgarndcd et he final

ram appelars in Figure 9.
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1T Steprh3 i ntroduction of security nudge
behaviors. As the name i mplies, nudg
designed to assist in making stlkere d
feelbeoifngt r Thi 8868t e@s as & imreaateiimdlo,r cre
that aligns employee behavior with cyl
T StepUplon i mpl ementing these steps suc:
i mprove their cybersecurity behaviors
Over time, these behaviors contribute
secuculttyur e . I n this context, cybersec:!t

i solated activities but rat her as an i

T StepUbti matel vy, security <culture has
cybersecurity behavior. When empl oyee
within the organizational culture, thi

can reinforce tlyeiactowmscyher slecursi on

To understand the flow of the framewor k,

usable security. When security measures &
a smooth flow through the framewor k. Th
stratdagniens shes as empl oyees naturally e
framework el ements will be utilized to fo
(e.g., sending reward nudges for compl i al
the onderi fhat he initial i nput | acks wusahb
become actively engaged in enhancing use
i mproved security culture. This process

el ementt,i ngl the organization to adjust th

8 .For ame wop lke me n® wit ch @Isi

To i mpl ement the framewot kal tilans s etrsasame o i
understand how people within the organi z:
concept i s arlsseoafdBAg r 2@ 1keyt PROhId7e;n hMiuleg e
and Ber nharachgds aman ,s 02 Mly9 )s o men otf hd hien tparr v ii e
t hissdysti Fecte®B8who has extensi vey exmerrii teyn c
i ndusssgrts that inthe best course of act
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know and are f ami |l ihaerl pwidtéhhed mpldnaet paoiun tds e
kind of l ssuesempel ayeeds. t®nacumtipairtayt i v e

stakehol ders early in (¥Yei powcansd Bou=qws
Si leta, alk 0alnd) a4 hleryowl edge mil estones to re

among emAl oyenber of tools are availabl e
organi zational systems, i ncl UBn ovgk ¢ ,h el BY¢
which is the most widely used measure of

to continue to be qddefwos an@ddghene HBAR
FramewRoHdden, Hut chinswhi @amdmdas ur2esl 0y s e

task success rates, ame dHWCdr aclolmmays tt em he
adopted such tools to i derngcidnymewngaltiiloints
i mprovioegpeséeesce. Next o irtefiekdt tdeecf G tmee s d

clear objdewvted wogesr gpentdedo s it d earsispeds stmheent 1 e ¢
in the i.fhei adlephase to 1 mplement the pl
frameeMoemegitnengage .actively

After executing the plan, any win#st,0 whet
reinposicei ve actcioonpd Vamad esisas dsdebnitaslesse o f
ackwigdwgns oi ¢ &nin(zRAttajoknossvi ¢ and Lut hans,
Kotter, Akht arMoanrdvé@&unpt & mehQ@2at) ongpli ag i1
feedback satnod mmaeivnitean n progress and i denit
i mprovdmest study recommends the foll owi

i mprovement process:

1.0btain empl oyee feedback et.hg.ougdysapp
feedback forms, anonymous suggestion |
usability of security measures.

2. Adjust and review measures as necessal
T Review security measures periodical
emerging cybersecurity threats.

T Maintain the wusability of security t
as necessary.

3.Security Culture Review
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T Conduct an annual security culture
against the initial obj ectirveelse.vanTthi
existing tools and platforms, which
but not be I imited to those offere
CybSafe, and the International Civil

T Adjust objectives and the action pl a

Figure 3 st@maaeiwbeEl&ke méret ati on process.

PHASE 1 PHASE 2 PHASE 3

Execution

Assessing Current Defining Objectives and
Security Measures Developing Action Plan

Continuous Feedback and Improvement

Fi g83XFr amewor k i mplementation Phases

8. Case BppHycation

ABC, a company with 5A@Berimpd oyEesome,r 085

East, deals with sensitive <client dat a,
Whil e ABC has i mplemented standard secur
security incidends Tddee commpanyyaai medot o

security cul tur e tamfer adne @iodekdh atnac e e nepylboeyr s
behavior and embed security awar ABEs s

specifically targeted challenges related
authentication processes t hat wer e i der
compli amas.e Bh udy describes the process
and the results achieved, il lustrating F
measur es, l eading to betatmomr ecyleesrin deewmrnit

cul tur e.
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Phas-ds$essing current security measures

ABC identified key stakeholders from t he
beore starting the assessment process. Al
i mportance of dcdwlsterengn@é BsSecgainytheir

a steering committee was formed within t

Next, the Cybersecurity Department at ABC(
exXxisting securityoine & swhdeerseg wistahbitlhd yaiim
empl dyempl i ance with cybersecurity. The &
chall enges faced by empl oyees:

T Empl oyees experienced probl ems wi t h

compl ex pBlsissvoresul t ed i n many peopl
passwords or using one easily guessabl
which increased security risks.

T Emp | oy meecsi tal at MFA i nch egaesrecde i sveecdu riitt ya
consuming and frustrating, particul a

aut hentication codes during busy wor ki

Phas-®e?2i @bjngcti ves and Developing Action

The results of the assessmentt hegtdi dtehe
i mpl ementing targeted changes to I mprove
mai ntaining security.ngEkamphes {1t ocpadswo
I ncireMpFsA adapti omyonrkar o emdds i nstances.

Phas-&€Ex&8cuti on

The execution odt arhtee apél nainimpga nkhseolthkee

foll owing steps were taken:

Step 1
ABC decided to changsi mpgMe Apypyswartd oglarlcii @

foll owi ng:

T Passphrases

T Extended expiration periods of passwol
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T Bi ometarsiead aut henti cati on

The plan was presented to the steering coc
with organizational needs .meEmoprl aobyl eee sy ewte r s
passphr aBa&lsmTree egs @20 Fb)e,Beaancd t he company e
day password policy to 36Hidgays.coAlleso,emp
use a fingerprint scan to authenticate.

St ep

ABC shared tips about passphrase creatio
signage i-widecommpaygn. I n addition, the
suggestions regarding addressing peersbo
pr ocABsGs6.s t op management participated 1in

clear message about the cruci al role of

CEO and senior executives attended worKks
o f per spoomasli birlist y i n mai ntaining secur
management shared their stories about wus
how they reported them. It conveyed the |
to everyoneatiinont,heanodr gamerzyone shoul d be
them. Furthermore, the Finance and Human
highsk, as mo s t authentication issues é
departments. Ther afadrie,e-dthh dnya ardesc enigv e i $ o

specific requirements. ABCb6s gl obal WO r |
mul tilingual resources. The company use
storytelling methods duwhienrge tvrearibnailn gc osnensu

iI's more prevalent than written communi cal
St 8p

ABC has developed a number of security n
mo ment s, ensuring that key actions ar e
particul ar, suggestions appeared when em
passwarnds, ng them to select strong pass;

nudges were practical and respectful, t
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regional communication styles. | n some r ¢
and conversationally, while i®weaampkre, of!l

how empl oyees were nudged:

Hey Mike,
Did you know your fingerprint is more secure than your pet's
birthday?!
Your account is ultra-safe when you use biometrics (like your

fingerprints or face scan). No guessing required!

It's also faster than typing in a code, so you get to what matter
most - your work!

Give your fingerprint a high-five next time you log in and
experience top-notch security!

St dp

Since ABC deawelsapidng nmore usable authent
couildt eract with security protolclndesn mor e

measures were easily adopted by empl oyec¢
behavior (for exampl e, no sticky notes w
t haksi ht behavior, security practices becan

has been a key tfhaec toorgbasme czdaetiviteofno@u Intgur e .
St é&p

The efforts of ABC to embed wusabl e auth
behavior eventually generated a feedback
the organization. As employees observed
securdttiycepg,a a shared norm devel oped over
these practices were xiompéd aamaseosblci alt $y

Besides for mal policies, behavi or al expe
commi t melmdr steoc uay t vy. Over ti me, compl i an
deviations were rare, thus sustaining th

Acknowl edging Wins and Reinforcement

As a result of i mplementing usable secur.

significantly improved within the organi:
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T An increase in compliance:
Passphrases and simplified MFA |l ed to
requests, indicating greater compl i an:
Al so, there was a reduction in time s|

M Reductio of wor karounds:

By i mproving usability, Employees wer ¢

protocol , such as writing down passwi

-+ »n < >

able to oll ow security procedures wil

l ndividual s or teams demonstrating proac:!

ACyber Staro rreecwagmdg.i on or ot her
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8. Bhapter Summary

This o@ohawtiadred insights from the quantit a
tohe introd@BSXQGH @ hc lodpt etrhfed amadvdbed!l op ment
procesbBeapdactitoamlpl| aipygrtohacnh or gani zaheé ona
framework incorporates essential el ement

and, consequently, the organization's O0VEe
empl oying mediating str @&toengnuens ,c avdiaaaiha lprai
assistantcreai niamd¢ oireidt i ati ves, amipocaulatnur,ze
the framework oeaodtmmgndseciumncodryp nudges t oo
secure deci si olnlse sagd ikresyi grtotnmee na fsf.er a f oun
how UShGFan be | everagedTheorf rsaenvead oergkt ¢ o b e |

di scussed in the following chapter.
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9. At roducti on

Val i dtahfar mgneiwmtt tkc e @ h &a mtiesrr u8 balensur e i ts g
utility and r el evpaontceea.p pTlalbdarcdh emdraé¢ mdahi ens
cont etmex amphesude empirical tests, expe

participaNMany esttbdck&s recommend combinin
enhance the quality and( Deviisa,bil1@%daloSt e\
2018; Cho and .MacAr tshwrd,y ZO®OImb)i ned part.i
expertimeeotiog@rf f ervi awhdo | rieosbaul scpartoicoens s . Wh i

participantsdé feedback enswsersst hexperamen

provide i nsmogHtds pirmtcd irceegl ensuring that
br ogpderct ncegbersecurity and the i mpact o
security and security cul ture i ntersect
organi zational dimensions; therefore, col

participahhss cdpvpastsi gi parmtes'gr edunda tainaln
experts'adax pdrrteingeg h and enhance Wihteh cr ed
this ihné onli In@wicti g on g hied Cduvsatl rugatteicoens s

O.E2val uRéorsit ment

The partrompgheslowBo udypnmpdtebedsur vey anc
i ntervi eaand( nwh=o 8&)eissoef atsh ee nfdrea me woornkt act e

determine their willeivirad umda cdaimiss.tt sataes par t

tewl ment hs after their involvement, depen
ocewd t hough all wer e apphealeuvastdi e mul t a
emai | yaasd sdmxxt participants expresasred iIint
examining I ts rel evance Additth eirara | fbuyngaam i

centered cyb,ermsaicrutraitnye dg rb&@e pt theer eNd STTe cHwunnoal
Growipth expert mewabsermr\si tiend tthee paratlidaitp atne
pr ocTehses .purimors e icmfgwa bebtoaiperaddi ti onal f €

second independent group that had not pr
considered collectively to have strong |
cul tTeme.experts responded, expressing the
The experts were informed that, in the
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i nterviews had been conducted to inform
eval uatooes s woul d ensur e the frameworKk
Additionall vy, since the experts were nol
demographic information was <collected to
perspectives. This included gemrdern,i zaaged or
si,zeemdnt Hgwever, only three experts subn
the totaBvaluamdbtec i ne: si x from the earl i er
joined at ffThbsef Onadl be tdaegneoiglrlaushti rcast eosf tthh
contributors and additional expert
: : : Hi ghe :
Sl g C)r'g'Gend A& Level Orggnlz Count
I D |l dent Rang:¢ Si ze
Educat
El P2 Fema 3544 Doct 0o/1000 or|{Saudiahb
E2 P3 Mal ¢ 2534 Maste|1000 or Eston
E3 P4 Male 254 | Maste|1000 or ON'te
Ki ngdg
E4 P5 Fema 3% 4 Mast e 56249 Ar meni
E5 P 6 Mal ¢ 2534 Docto|1000 or Finl a
E6 P7 Fema 3% 4 Docto[1000 or Swedei
E7 N/A|Fema| 354 | Maste|1000 or onite
State
ES8 N/ A Mal ¢ 3544 Maste|llLess th l.!nlte
Ki ngdd
E9 N/A| Male 52 |Bachell 502409 Unite
State
Tabldledart ikkempoagrtdphi tde Vali dation Process
Eval ufartoom st he early stages of the study w
were initially identified as P2, P3, P4,
dur i negv atl hupahtai soen,e viath eveetroer sassi gned a new ul

(ELiE6 )
experts
i dentEVY ES ,e 8n d

whil e their iPr7Wwegienalotiede ftoirf ireerfser (el

who participatedawelrel yasisn ghlee w
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9. T3he Evaluation Process

Af ol des hawaesh owiht hy rpoaurptsi ¢adfpaacn tl s & vaa leu atthieo n

pr o cTehses eftoolndt ai ned two resources:

T Framewor k Do cTuhmesn tdaa d uwome nt i ntroduce

included a diagram of the frameworKk

steps and phases. Each step was acco
purpose and activities. Al sot,ata ovni su
phases was included to aid comprehen
T Explanator W ¥i0ch@&@@e narrated sl ideshc
explain the framework concept. The v

Alntroduction (6@@he&5purimgse oaft | i me
f ramebwoiref | y.

A Framewor k Concexptiantgh:el 5 omien)cconcept
framework and its principles,.

Al mpl ementati on prPdhvaisgns over ¥5 emwi ) : t |
i nvolved in implementing the frame\
A Case Steundiyni)(tdaisftghaet pr acti cal appl i
framewor k by -worolvd de xnagmpal er.e al

A Concluslminmp(CaviOdiimmmgaraohe key point s
hi ghilntghlet fr amewor k' s value.

The evaalcuceaetsosresd t he shared materials usi
OneDr i vieh el iervkavleu &t carsskked t o provide gener
regarding the practical value of the fra

believed required clarification or i mpr o
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9. Mnal gsef | ect iBEovna | oudd td @rced a ¢ k

The feedbackt heee abdpmtwddfersomer specti ves on

areas for i mpr ov e melnd a soef rtehfeer f rtaometwoa kf |
evalu'atbeedback iIm Apere redviexeamla¥.bghl i ght ed
framewor k'teo gatldntciralt i cal gaps 1in cyber
humaent ered approach. A particuidan vempha
strategies was noted, as reflected in co
cybersecurityt meafsfue @tsf vaereesadildly elsssermg con
raised during interviehlblps. aboweabgs@adlosda ty
pointed out areas of devel opewean ianfobre f o
i nto key concepts that gui dé&hdéutrhbédmes dwe
identified througdl it dhwimag iccwtlalsiantdy istohses tThhee
the responses.
9. iheme 1: Alignment with Key | ssu:
Evalsatecognized that the framework focu
and bedhraivieonr i rnttheartv eadtiipaonmse@ e nt ewietdh concep
this approach is essential for fostering
the framework is its ability to bridge th
engagement by simpli fytianig os e aagr itthye mmetaos
organi zat Howse Vheemecetivgas s amet f egeudebsad ko n e d
someth@dncsept the framevakmislsitmgplaincdi ty | ea«
compliance, were adeqlEatac lunit ouigasp i rthred disy
to inceupporntieng data from studi@tshdro pr
commartcommend highlighti hgame®Ropkptescaf
evalsuadomment s include:
T "The framewor kcemiprmiaciagesi giserhi ghl i gl
of tailoring security applicéglions to
T Alts actionabl e approach to fostering
gap between technical meB4 ures and emj
1 AnWhat measur abl e benefits, such as re
organi zati(BO% s expect??0
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Respohlse :i mportance of emsgdbgémeptuppodt ed

sev #HIC&It udaise sdi s cQihsaspetde Hove v er |, there i s a
research directly linking the usability ¢
and its broader impact on security cultu

Al so, whil e the proifmatrhye niesaasnuerwnagbt|kee nbsennge fsi
cul ture, this i mproveammdctiss seuxcphe ca s dr & i
ti me a@ondt s, mi ni mi zing damage from secur
effective adopti &wnr toHers eqguwarnttiyf ipahkalca i metsr
reduction rates or cost savingswhaenm gthlie b e
frameiwor&pm!| ipedhcti ce, which was not poss

research.

9. ihzmre Clarity and Presentation

Some evaluators emphasized the need for

make the framework more applicable and
guidance on conducting initial assessmen
measurioggeps was highlighted. Addi tional
framewor kds visual presentation needs cl ¢
comments on this theme include:

T Al't i s hard to guess what GEB®pens and

T Al 6m uncl ear about the main difference
tailored ¢(E4) ning.
T Al was expecting fa abmety @Bdroe det ai | i n

Respofismeenmeyv alssatomment ed wvhs udle fzoadtdireanl |

framework (e.g., questions regarding sharg
| abel ed " i,thteerwiesnutailo nkés)i dhhmsofcombBequeamée:
enhanoednsure that the shapes, boxes, a
Further, the box | abeled "interventions’

conf uFsiigounr.e 9.1 presents the resuWAlltsiong r

t he case estfwdil @swiinmatsluadbddk crharoenscl ari ty.
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Cybersecurity
Nudges

Usable Security
Security Culture

Mediating Strategies

Effective Management
Communication / \ Support

e Cultural Aligned

Tailored Training Strategies

B Foundationalelement M Elements that guide and support secure behavior

[ Centralelement M Interconnected mediating strategies M Outcome

Fi g@alr e Us afboicluisteyd Security Culture Framewor

9. ihxBe Scalability and I ntegratior
The i mportance of scalability and adapt
feedback as being critical to the framew
sizes and sectors. For exampl e, one exp

framegk for smaidsli zeaddemean pmi ses ( SMEs)
chall enges they may face when applying tl
the framework to different organizationa

was acknowhtedgdadti onal | guadd hatneoa nhse rn eceodner

recommends the integration with existing
Controls, to enhance adopti on. Evaluator
compl ementary to the established Byandar

organi zations already committed to other

ones. Below are examples of the evaluat ol

T AHow well does -siitz endorekntienr pdriifsfeesr?e nSME s
help scaling2the phases. 0

T AHow will new hires pick up theosecur.i
(E2)
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1T APositioning this framework as compl e
ease adEBPtion. o
1T AThe framewor kdéds commitment to ongoi n:

it can remain rd8%vant and effective.

Respolmeeadaptabil ity of the framework en
organi zational contexts. SMEs cahfeaetiivee

tool s and Sstrat-sguese sechriatsy oppleant f or n

assessmeentest.hedn hahnd, | arger organizati on
or automation to tailor interventions to
mul tinati onal corporations may wutilize &
empl ®byeeleavi or and i mpl ement targeted tr al
the situation. I n addition, evalwuators p

t he existing cybdrheecfualiltywi fnrga melwroeg & . c a

understand t he fr amdwonrnk'ng swd alha ktshlei teyx i asi
Case Studies

Asmat lmd d a d dsroenses hoefgp oi né v aksa,a stedi sbysecti on

three case studies. The case studies outl
from multiple perspectives, including t
expected to utilize, the thaesdtshehastseh:e
responsi ble for protecting. The resul ting
of applying the édxamzwoed will also be
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9. L&LLeher al Refl ecti on

The feedback indicates that the framewor
usability challenges incewytbrircegmuactiycasc
influence security <culture. However, t he

ex pltilcy communicating the framewalikgimriomgp o
wi telki sting dymeresmoalkesah yr alss i mportant t

evaluawere intentionally provided with a
explains the framewor k, atongnsute aoacacg
and encourage engagement. A hewgdlayaamed ai |

di scourage participation. Mahayeoal tbadys|
addressed in the full version, which pro

and itsntiamploenme hases.

9.Ghapter Summary

This chapter outlined the wvalidation pr
descriptewal wdt otuhiet mefnda | Iporwecde slsy an anal
feedblachkg with. thwesespanhegeri zedtihmt o t |
pr actvalcaB t he ftrhabnaeowtryké se pa atdh eo nf,r ame wo r k
scal abi linntteygranAddan ti onal |l vy, three case s
focusing on a specific aspect: how t he f

proceslseps,them adduepportthr astset apmodtect i

The validation of the framework was achi
eval uator s: the original study participa
interviews, and a group of experts in thi
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10Sttmmary ofARmrisevaem@onsradbdt i ¢

Thi s fsaauwsyed upon usaasblaen ceynbaebrliseerc ufrart yf o

security culture. The i1 nfluence of usabl
| argely unexplored. Therefore, the pri ma
cybersecurity usabilitiyn iofjaminz@&tsi osnesc. u

contribution wasdda elsioabupepdootithiregesualhl y i den
Chapter 1. The achievements in relation

T To examine prior studies and authorit
security, and security culture to defi

influencing factors of security cultul

A comprehensive review was conducted
usability and security culture. Althol
the literature, the direct influence
been expelsitciigaltye di rivgne rpsréi oarw aw cernke.s s and
programs provided by organizations to
are frequently discussed as key fact
cul ture. The study htilgdhde gblt e mdrhtes i ann
explores cybersecurity training and |
fostering a robust security culture.

comprehensive analysis of user accep
dentiréi @address this gap, a review of ¢
of cybersecurityteaectamingalg & rosnp eac tsiovce
The revi awnmndexe sltedhg research focuses
of trai mitnmn@nisnttdremsel ves, with | imite
User perception of cybersecurity tra
emphasi zing the i mpomaapceabf integdat
to foster posiDeisvieg nu sperra cpteioeeespstiiwound e s a

can enhance the effectiveness of trai.l

Mor eover  hitghheltitsgghuidspypor t ance of tail or |
to specific wuser groupse & otdhneaskxs and kz e 0

comprehensive | iterature on user acce
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study explored the applicathbses obnfax
expl oratitdaiment raduicchhe CTAM. The CTAM
framework for understanding and enhan
traiwhingh <cotnaribet bdsoader objective

security culture within organizations.

Additionally, a review of usabil ity
cybersecurity perspectives was carri
representation of wusability in the |it
security. The wryibtey siesc ugriadyuealolnymn adopt
HCI field has |l ong understood. Due to
and representation of usabl e securit
definition aimed at suppostemgotrtthe tTCglt
the practical me A isrog dfhrwuaghl e xsaend nn i
aspects identified in the | esenbt usébec

as loeneesult of assessing usability and

To characterize the relationship bet\v
culture by fsamdygveael abdes and asses
security positively infl uence securi
through quantitative and qualitative |

t hat demonstrate the nature of this r ¢

An empirical smatdlyodisi agpraoand kewas con
a review of previous work and data col
Hypot heses were developed to provide
predictions &abhpst btehevereal athieowsari abl e
Thguantitative and gwsalrietvaetailveed fa nsi
influence of wusable security on organ
can strengthen their secugrRipsy bepo sveern
empl| sdyercepti ons and actual security |

that values and supports secure behavi

The st uddguianntte giraattieve and qualitative

security measures influence security c
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sting offer a basis for undehst anai
alitative perspective of fers val uée
periences, facilitating a deeper un
pressed t hirhoeu ghe srudmbserosf. quantitatiwv
ability of security measures IS S
aviors. Empl oyees adhere to securi
m easy to understand uanecweppof oedt. b
l' itative insights that reveal spec

urity measures ofr bypassing secur.i

h
e
a
c
cluding complex authentication met h
d amcpel icies. Also, qualitative dat
otocols impeded the completion of t &
coll eague's account or disregarding
mi t t ed teoc ubryiptays smenags usr es as a result

di cates that the balance between se

actices is not yet optimal, resul ti
reover, an analysis of the quantit at
p in the reporting and resolution o

t her going unreported or wunresolved
al i tandese irreswli ch participants expr
porting processes andThe agwaluiatt &t irvee
arifies this perspective, as it pro

d suggests that a more accessible a

needed. Empl oyees' feedback high
gani zuaptpioorntalansd communication from :
nagement, which would encourage a m
|l ture. The findings also support mar

management suppomnrtt, apnadi nptoilnigc yo uetn ftol

s a critical role to play in cultiwv
rnel |, 2015; Tol ah, Furnel |l and Pap
ample, top management and lkeadabs$lki
curity policies that promote good
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fering targeted training and resour
mplify and streamline their organi
rthermore, a | arge majority of surv
bersecuritynsvobld $acutitwpnpt@esiesi ons
protocols. Qualitatively, responder
asures seamlessly into daily workf/|

i ncreasing work productivity.

addition, Il ntegrating quantitative
at regul atory framewor ks, such as
ivacy | aws in the U.S., including
ivacy Act, drpwviemareicluy ittlyr pughlttc cmpsl
ucsemt ri c approach. Participants h |
gul ati ons mandate strict adherence

hance compliance, reflectingethe nc¢
osely with user needs. |t is al so |
l tur al contexts significantly influ

cording to the study findings, the |
the simeona@lgeuemport for usabl e sec
| ocal cul tures and policies can
ertheless, challenges arise in regi
re the popul ati omagdeesomhoteplosclecsgi

d
W
v
e
K
9
b
S
e
Cc

ng it difficult to apply security

Il i ght organi zati ons need for cl €

rsecurity processes must sbandi mp

o o =

urces that make security practices:s

-

S . Wit h t he ai d of t hhese tool s,

urity culture that values both c¢om

e interpretation of the findings C
amewor k that promotes a positive s

curity principles with essenti al pro
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T To design and evaluate a framework th

related factors to identify wusability
behaviors and promote a positive sec
ctiveness and r el ehvraonucgeh wsitlalk e b el
engagement to ensure its practicality
s

and security practices.

i ficant outcome of this researc

- «Q
- 5

ve security culture through the
nti al el ement s. Thi s framewor k €
ity barhreirewiss et hianip edceu ltdheotdevel

rityheulfr@amewor k efnrsiuernedsl ymoarned uesf

® < T O

rsecurity systems by designing C

- 0o 0w c o T >
®» < O®O W v O
® 0O T 0O 9 0w u o

—
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s in mind and aligningTlse cfuirn 4ty

~—+

p in operationalizing this framewc

sting security measures. Simultane

o Od® ”w
x

evel opedi,ndaonrcdsoegdaunmigntgy nudges. |l ncorp
the framework extends its scope to of
and amplify the mediating strategies.
I mprove cybersecurity behawiesrs, ieamhoe
organi zational cul tureculltrur €urcrm,n a nt
i ndi vidual behavior, creating a feedb:
reinforces i ndi vi dual actions. Ul t i
frameworkodés el ements is critical to s

Or gzaantii ons .

Af ter achieving t heswa sobejveacltuiavteesd, btyh ep
who contributed during thesimarnlhe dt a&d
of cybersecurity uséabiistymaondtaatutbp
t hatUStCkre desi gned to i mprove organi zaf
a hueomamtric approach that focuses on |

as a fundament al pill ar to then infl
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rinciples are at the core of the fran
ools are intuitive. The concept of
rinciples explained in Chapter 4. Put

ecurityemaasymes ai th employee wor kf

hem.

he mediatesg whinati egegr al partarod t |
ntended to be dynamic and adaptabl e i
hall enges. For instance, communicatic
I mplicity, presenting security polic
nd supaoplkeynewnmitseual aids such as infogr
O use tailored approaches; for examp
dvanced securityctsstmudatngntseamhi may
racti cal training on how to secure ¢
emain relevant and effective over tir
eedback from employees. F otrmeenxt a nmpal ye ,
uggest t hat guarterly feedback sessi
eviews since they allow for quicker
n terms of wusing security nudges, or
ehavi ot smenwréebdbut being intrusive.

pdate passwords, a dashboard alert t

r a remineerecko echaubl eeddr esses bef c
nf ormati on. | t i's Bpkoyéesalarey puadte
ecure decisions during critical mo me

i natnrcarmagdacti ons or accessing sensiti.yv

s for the i mplementation phases, It
f the security tools in order to und
nd identify wusability issues. Usabil
ffecti vetnoecoslss obfefnoerve t hey are fully i
o identify wusability issues. Al so,

tilized to gather i nformation about
Xperiences. A number ductt otohiss caqns ebs
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ncl udi ngr tHHPeRIUEFr ameworalddi ti on t o uUSs
essions, observation methods can al s
arry outelsadceuWr ittays k s, i ncluding | oggi
r identifying phishing e maiclug.ri hyg i

hall enges by reviewing security inci

T O O O u»

rior training progr ams. For exampl e
remembering complex passwords omay r ec
managers or simple passphrase policies:c
can generate actionable Il nsights reg

assessment phase.
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i's study included an examination of the
seWhcthee r dasarfoolcused on identifying t
ture research could further enhance th
pl oration of related |iterature to br o;

ditionally, t he(@fumrb etrh eo f&fwpravreayh ed nodan s
presents a essmddioaslaimpéasp®esi pivng a |
d mor e di ver se sample woul d have bee
nstr amieeaedsndglyetcot i nterviewees from withi
oup. This approach ensured continuity
miliar with thel ssadnuer ev aolfu atbhlee riensfeoarrntaht
en mireoesmed-bprdegenesponses ath dehid oty rsv iveew
decatroeful ly gihatclyzevohei dqgta bacvnoedt hat
edibility of the analysis

respondent group hwyd sog edikoe vee de dtuacvad re:
i vidual s, which | imits representativel

e sampl e, masgtthameleyhinod éo\giydudlfsthis ¢

hnolMogyover, most participants were f

e

d

s

all enges, it suggestswhpoo tlearsdsi aflva ndhl fi fairc
Cc

e Middle East. A more varied dataset fr
0

gradphiosw@au i @ nsnheamrces @fhtepd it bnci pant s.
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Finahew, vewl i dating the framework, eval uat
simplified version of the framework det a
This approach aimed to ensure accessibil
whi | evatleiasmnt adciol it ate engagementc,onic.e ptmay
Many i ssues raised during the feedback pr
detailed version of the frafmetwioag kfamawhda vedr
i mpl earmae rotn Ad leltbpg ek r amewor k' s devfedwompdainit o a |
have been examined, butwoirtlsd praactnindgassf eapp

due to the short t irneenfariannse toof bteh ee xsptluodrye, d

10DBrect Fonh swWofe &r

Future research shoul d continue to i der
engagement . Thi d e smogunidn gf aacn dnb t enp bed mearctt i
cybersecurity measur es, ulti mately enhan
robust organizational security culture.
organi zati oinns e nctbheadldliennggessecur ity into dai
addressing usability to achieve a sustai

i mportante ggirvoewni ngh i mpofcteamneeg edf appupmaac

cybersecurity and the potenti al i mpact of

Not abmgdger standing these behavior al patte
targeted approaches or solutions to add
Additionally, the effects of mediating st
as di sncutshsiesd situdy, warrant further inves
i n corporatéd emactocméntapplicatalbbe of t h
hel pful wlook finme owatllee ftroamewor k to be fur

i mpaot be measawnr ed geatntiiznagt.i onal s

Moreover, the i ncredsiingt eirmatcdri ot fiomr heuw
presents an opportunity for futurbeg rese
automating key el ementaproforf umdtircn alnidt y
prefer ebebasasviamamdg mentghex i st i ng eylbdeoerdescurB)
i ntegrating AI, organi zations could fur:t
cybersecurity solutions that align with h
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cul tTuhries. coul d simplify the wuser experie
securreiltayt ed i nter actthieornest oared zd egi suiscerrs ,f &
errors.
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urity culture is an essenti al concept
ersecurity risks. Seecluyriintgy scoulletluyr eo ne xt
utions; it fosters an environment wher
dy focused on usable security as a ke

tur e. The researchf enwphbrkdt yheugealple

urity cultureedm gteddines,g whiechunidelr
urity and characterizing its relation
ign of a frameworkofhasabelvetgageés floe
urity culture.

bl e security needs to be embedded fron
mi nd, considering human abilities suc
nitive alemimoatei oenfsf ecti ve at encour ag
urity issues are not merely due to a
il gn systems that accommodate human f &

ucing complesétengiame swiabtmi iesegd wr e sy st

I mat el vy, organi zations need to shift

k" in cybersecurity. I nstead, the foc
itive security bebavabegi ehrirbhgh sypp
der , their efforts. Usable security f

anizations achieve more resilient cyb:
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m) Will the study involve the recruit N o
sampl e, records or ot her data thro
sites and other property?

n) Doesthe research pose any risks to the researchers, N o
participants, culture, the environment, and/or the reputation of
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221
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11. Supervisor/ Pl declaration

Pl ease confirm each of the following Yes/ No
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School of Computer Scienceg
University of

Nottingham

UK | CHINA | MALAYSIA

University of Nottingham

Section B. I nformation to be provided to

PROJECT TIThlE:!I nfluence of Usable Security

1. The research

a) Aims and  objectives of the research

This project aims to determine the influence of the usability of cybersecurity
technologies and processes upon security culture in organisations. The project will

also identify in what ways usable security can help organisations maintain good
security cult ure and offer a practical contribution that organisations can rely on to
enhance the general security culture. We are interested in gathering your insights
about using security and how the usability affects your behaviour while using
cybersecurity technologies or following cybersecurity procedures. The insights from

an initial survey will be used to inform follow -on interviews and then ultimately to

determine areas that may promote positive security culture

b) Funder information

The work is being conducted as part of a PhD project conducted at the Univerity of
Nottingham, and funded by the Saudi Arabian Cultural Bureau (SACB)

¢) Governance

This research has been approved by the School of Computer Science Research Ethics

Committee (CS REC), ethics application 1D CS-2022R32

2. Taking part in the research
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This research will be conducted in two phases. You can choose to participate in either

Phase 1 only, or both Phases 1 and 2.

In Phase 1, you are asked to complete a survey to understand your perceptions of the

usability of cybersecurity and its impact on your organisation. The survey also asks

questions about security culture to understand your perceptions of factors thatinflue nce
the overall security culture in your organisation. The researchers will analyse the data

from Phase 1 to understand how different aspects affect security culture in

organisations.

Phase 2 of the research will involve a follow -up interview. This phase aims to review
the findings from the data collection and gain a deeper understanding of your

behaviours and attitudes towards the usability of security in your workplace.

To participate in this research, you must be 18 years or older and a regular IT user in

the context of your workplace.

3. Risks of participation

a) Risks

There are always risks of compromise associated with online data storage platforms.
However, the nature of the study and the collected data indicate that you will not

experience any substantial impacts from this risk.

The data collection does not intend to collect any sensitive information about you or your

organisation.

Although you might choose to provide your contact information as part of the Phase 1

activity, it will only be used to invite you to join in Phase 2.

b) Mitigation of risks

See section 5 for the measures we put in place to mitigate the risk of unauthorised

access.

4. Purpose of data processing

a) Data collected
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We collect the following categories of data during your participation in the research:

Age group, gender, education, accessibility to technology, role in the organisation,
sector of work, the geographical region in which the organisation is located, the size of

the organisation, and contact email address.

b) Specific purposes for which the data are processed

Contact details will only be used to invite you to participate in the phase 2 interview.
Anonymised versions of all other data collected during the research will be:

f Analysed to meet the aims and objectives described in Section 1.
9 Reviewed and discussed in research meetings between members of the research

team.

Anonymous quotations of comments made by participants may be used in scientific
works, including presentations, reports and publications stored in databases and posted

online and in marketing materials that promote the research and its findings.

c¢) Automated decision -making and profiling

N/A

d) Legal basis for processing your data

We coll ect personal data under the ter ms
and in our capacity as a teaching and research body to advance education and learning.
We thus process your data on the legal basis that our research is in the public interest,
we have legitimate interests and / or that you consent to data processing in freely and

voluntarily participating in our research activities.

of

t

f

5. Storage and retention of your data

a) Data protection measures

We put the following organisational and / or technical safeguards in place to protect your

data and your identity to the best of our ability:

i) All data stored digitally will be encrypted and password protected

b) Retention period

225



Data protection law allows us to retain personal data for an indefinite period and use it

in future for  public interest, scientific or historical research purposes or statistical
purposes, subject to the implementation of technical and organisational measures that
safeguard your data, your legal rights and your freedoms. These safeguards include the
storage measures described above to protect your data against unauthorised access,
and de -identification (anonymisation or pseudonymisation) of your data wherever
possible and practicable. Data that identifies or could identify you will not be made public
without your consent. You have the right to request data to be erased according to the
principles of the UK GDPR (art. 17). Once made public, (anonymous) collected data can

no longer be withdrawn.

6. Third party recipients, services and data transfers

a) Project partners

Your data will not be shared with others

b) Third -party services

N/A

c¢) Data transfers

N/A

7. Your legal rights

Data protection rights (Data Protection Act 2018)
You have the right:

1 To be informed about the collection and use of personal data (as per this
document).

1 To access and receive a copy of your personal data, and other supplementary

information, on request.

1 To object to and restrict data processing if you think we are not complying with

data protection law, and to rectify inaccuracies.
1 To be forgotten, i.e., to have your personal data erased.
1 To data portability and to obtain your data in an accessible and machine -

readable format if appropriate, or to transfer your data to another organisation

technically feasible.

1 To complain to about the way we process your personal data to our ethics
committee  (cs-ethicsadmin@cs.nott.ac.uk ), our Data Protection Officer

if
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(https://ico.org.uk/make -a-complaint ).”

(dpo@nottingham.ac.uk ) or the Information Co mmi s s i ffieer 6 s

8. Your ethical rights

a) Right to withdraw

You have the right to withdraw from the research at any time without explanation. You

also have the right to request that your data be deleted if you do withdraw.

b) Handling of Omixedd dat a

In Phase 2 the data will be collected by means of recording the interview sessions and it

cannot be deleted unless requested. Any data involving you will be redacted accordingly

ethicsadmin@cs.nott.ac.uk

wherever possible, with the exception of scientific works produced prior to yo ur
notification of withdrawal.

¢) Withdrawal procedure

If you wish to withdraw, please notify Wesam Fallatah
(Wesam.fallatah@nottingham.ac.uk )

If you do not receive confirmation of withdrawal from the research, please email Ccs-

9. Consent to participate

a) |consentto participate in the research and my
signature or mark confirms the following:

understand that your participation is voluntary

understand the aims and objectives of the research

understand what the research requires you to do

accept the risks of  participation

= =4 =4 -4 =

understand what data will be collected and the purposes for
which the data will be used
1 understand safeguards will be put in place to protect your

data and your legal rights

Signature or mark:

“OumPObSs postal Dadar #sotiesti on Officer, Legal
Notti ngham, University Park, Nottingham NG7
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1 understand that you will not be identified unless the use of
identifiable data has been requested

1 understand that you can withdraw at any time without
explanation

1 understand that once you have completed the study and
submitted your answers, it will not be technically possible

to withdraw the data

b) Optout. |do notconsentto use of my visual image in Signature or mark:
scientific works or materials that promote the research and its

results

Name of participant(s)

Date

Witnhess In signing | confirm the participant(s) named above have been fully

informed about the research, have been able to ask questions, and consent

If participant tsi
participant(s) cannot sign freely.
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Appendix Il:  Survey

r University of
Nottingham
UK | CHINA | MALAYSIA

The Influence of Usable Security on
Security Culture Survey

Welcome to our study
Information Sheet

This study aims to determine the potential influence of the usability of cybersecurity
technologies and processes on organisational security culture. We are interested in
gathering your insights based upon your own experiences of dealing with cybersecurity
and how usability affects your behaviour while doing so.

This research will be conducted in two phases:

* InPhase 1, you are asked to complete this survey to help us understand your
perceptions of the usability of cybersecurity and its impact on your organisation.

¢ Phase 2 of the research will involve a follow-up interview. This phase aims to help us
understand users’ behaviours and attitudes towards the usability of security in your
workplace.

You can choose to participate in either Phase 1 only, by just filling in this questionnaire,
or both Phases, by filling in this questionnaire and providing your contact details at the
end so that we can contact you to arrange an interview.

Participating in the survey involves the use of an online data storage platform, but the
collection process does not seek to gather any sensitive information about you or your
organisation and so the risk is minimal. We will store the data collected, which is
anonymised, on the OneDrive server of the University of Nottingham. If you choose to
provide your contact information during Phase 1, it will solely be used to invite you to join
Phase 2. The overall insights from both Phases will be used to help identify areas that

1/20
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may promote positive security culture.

Also, to help understand the key terms used in this survey, we would like to provide some
brief definitions for your reference:

* Cybersecurity usability issues are difficulties that users encounter while using
security-related tools or systems. These can include issues such as lengthy security
procedures that hinder productivity, confusing user interfaces, or
difficulty remembering how to do things (e.g. complex passwords).

* Cybersecurity actions refer to user actions to safeguard systems and data, such as
performing regular software updates, strong passwords, data backup, and identifying
suspicious emails or messages.

* Cybersecurity technologies include tools, software, and hardware solutions such as
firewalls, antivirus software, and encryption mechanisms that protect systems,
networks, and data.

* Cybersecurity procedures include documented processes and guidelines that help
address security risks and maintain a proactive security posture. This includes
elements such as access control policies and security training and awareness
sessions.

This study has been approved by the University of Nottingham's School of Computer
Science Ethics Committee. The reference number for this approval is CS-2022-R32.

Wesam Fallatah

Wesam.Fallatah@nottingham.ac.uk

Consent to participate

As a participant in this study, you should...

e understand that your participation is voluntary

» understand the aims and objectives of the research

» understand what the research requires you to do

e accept the risks of participation

« understand what data will be collected and the purposes for which the data will be
used

» understand safeguards will be putin place to protect your data and your legal rights

¢ understand that you will not be identified unless the use of identifiable data has been
requested

2/20
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* understand that you can withdraw at any time without explanation
¢ understand that once you have completed the study and submitted your answers, it
will not be technically possible to withdraw the data

1. By clicking below, | confirm that | have read the above and consent to participate %
Required

C Yes

3/20
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General information

About you

2. Whatis your age?

18-24
25-34
35-44
45-54
55-64
65 or above

e @ B W @ e

3. What gender do you identify as?

Male
Female

Prefer not to say
Other

e o @ (@

3.a. Ifyou selected Other, please specify:

4. Highest level of education completed:

¢ High school or less

4/20
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College/Diploma
Bachelor's degree
Master's degree

Professional degree

PR
PR

c

¢ Doctoral degree
C

¢ Other

4.a. Ifyou selected Other, please specify:

5. Do you have any disabilities that impact your ability to use technology?

C Yes
C No
¢ Prefer not to say

5.a. Please specify:

6. What is your role/position in your organisation?

¢ Director / Executive / C-level role
¢ Managerial role (including supervisory and middle management)

¢ Operational role (including admin assistants, analysts, specialists, and
technicians)

¢ Other

5/20
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6.a. Ifyou selected Other, please specify:

6.b. Please select what applies to you from the following:

¢ | work in the cybersecurity department

¢ lwork in the IT department, including the cybersecurity team if applicable
¢ | work in a department other than the cybersecurity or IT department

¢ Other

6.b.i. If you selected Other, please specify:

About your organisation

7. Whatis the primary industry of your organisation?

Healthcare and social assistance

Information technology and communication

Energy supply

Water supply, waste management, and remediation services
Education

Finance and insurance

Construction

Manufacturing

Agriculture

Transportation

@ @ o w e e 2 = @ e le

Real estate/rental and leasing

6/20

234



¢ Arts, entertainment, and recreation
« Accommodation or food services
¢ Public administration

¢ Other

7.a. Ifyou selected Other, please specify:

8. Whatis the geographic region of your organisation?

North America

South America
Europe (including UK)
Asia

Middle East

Africa
Australia/Oceania
Other

@ e e e T Ge IGe e e

8.a. Ifyou selected Other, please specify:

9. Whatis the size of your organisation (number of employees)?

¢ Less than 50
« 50-249

7/20
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 250-499
¢ 500-999
¢ 1000 or more

8/20
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