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Abstract

Cars of the 21% century are increasingly reliant upon computers for the
most basic of applications. Whether it is safety-critical, such as the transfer
of a braking command, or the more banal adjustment of a music playback
device, cars have not escaped the relentless tide of digital dominance. As
the trend for a higher degree of automation in everyday cars continues, this
phenomenon shows little sign of abating soon.

However progress must not come about at the expense of safety. As
the metal bars that once linked pedals to brakes were strong to ensure
reliable operation, so too must we ensure data networks transfer signals
reliably. Traditional means of ensuring the integrity of data on networks
utilise shielded conductors, adding both mass and cost to vehicles.

This work presents an overview of contemporary intra-vehicular commu-

nication networks and presents the following new and novel findings:

1. A comprehensive survey of the intra-vehicular electromagnetic envi-

ronment of a fully autonomous, electric vehicle.

2. The discovery of a complex relationship between the bit error ratio
and time-domain interference which can be used to design networks

with greater data throughput and resilience to interference.

3. The replication of the intra-vehicular environment for the development

and verification of a wireless intra-vehicular communication system.

These findings challenge some existing practices regarding data integrity
design methods as well as investigate the feasibility of removing wired

communication links from intra-vehicular networks.
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Chapter 1

Introduction

This chapter presents an introduction to the primary premises behind the
work exhibited in this thesis. It brie y discusses how intra-vehicular net-
works will need to adapt to the demanding electromagnetic (EM) environ-
ment of the cars of the future, before Chapter 1 then details the research
objectives of this work, before concluding with a description of the layout

of this thesis.

1.1 The Networks of the Cars of the Future

Contemporary vehicles are entirely reliant on the consistent and reliable
operation of embedded systems and their digital communication networks
to function. This is, perhaps, best indicated by the increase size of the
embedded systems market, which is projected to reach a value close to 250
billion USD by 2023 [1], with over 20% of the United States (US) market
being dominated by the automotive industry. This fast-growing market
segment is pushed predominantly by an increasing demand for more sophis-
ticated infotainment systems, but by 2026 this growth is anticipated to be
driven by an vast increase in the number of consumer-owned autonomous

vehicles. It is anticipated that by the year 2025, less than 1% of all newly



2 Chapter 1. Introduction

registered vehicles in the UK, as a proportion of all registrations, will have
no amount of automation at all [2] - or a so-called level 0 of automation as
de ned by the Society of Automotive Engineers (SAE) standard J3016 [3].
Indeed, [2] forecasts that 40% of newly registered vehicles in the UK will,
by 2026, have a level 3 degree of automation or higher - that is to say that
the automated driving system will be the primary monitor of the driving
environment and performs the entire dynamic driving task.

These autonomous cars, on each level of automation other than zero, will
need a large set of sensors to take in environmental data, which will then be
sent along intra-vehicular networks to be processed by on-board computers.
Control decisions, such as to accelerate, break, or turn left or right, will then
need to be relayed to the actuators which perform these physical operations
on the car's controls directly. Since the adoption of intra-vehicular networks
in the early 1980s, these networks have been wired [4], and these have
served their purpose of ensuring a reliable transmission of data in noisy
EM environments for nearly four decades, using techniques outlined in
Chapter 2. However, these interference-reduction techniques often rely
upon slowing the data rate of networks or introducing a greater amount
of metallic, EM shielding. With these heavily shielded wired networks,
connection looms typically exceed 30kg in even a small car, such as the
Subaru Plug-in Stella [5]. Clearly there are massive economic incentives to
reduce or even remove this mass altogether, along the entire lifespan of a
given vehicle.

Considering the cost of the raw materials alone, 30 kg of copper is valued
at approximately $165 USD by the Commodity Exchange Group at the time
of writing[6]. Historical data suggests the raw price of copper can uctuate
greatly depending on the economic climate and accessibility, but maintains a
steady rising value over time as shown in Figure 1.1. When most companies

focus their cost reduction e orts on reducing the price they are required to
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pay for materials [7] or nd that material prices are a major cost driver in
the pricing of a product [8], it follows that over the manufacturing of over 95
million cars produced each year across the world [9], enormous reductions in
the cost to purchase the raw materials for the manufacturing of each vehicle

would occur.

Figure 1.1: Historical COMEX Valuations for the Price of Raw Copper,
2000-2020 [6].

The potential bene ts of removing the 30 kg mass of each communication
network wiring loom from a vehicle would also be felt by the consumer.
The results of a the study shown in [10] indicate that for a small car, a 140
Ib (63 kg) reduction in mass resulted in a 0.9 mile-per-gallon increase in
fuel e ciency while emulating city driving. This increase in fuel e ciency
increased to 1.2 miles-per-gallon when under highway driving conditions.
Whilst this mass reduction is nearly twice the 30 kg mass of a typical
communications wiring loom, as given by [5], it is not unreasonable to expect
an increase in the fuel e ciency of around 0.4 miles-per-gallon. As vehicle
lifespans reach close to 200,000 miles on average [11], this would provide
around an extra 2000 miles in range for the same amount of fuel, assuming
a 38.9 mile-per-gallon e ciency given as a baseline by [10]. In nancial

terms, assuming the current price of petrol remains constant at 125 pence



4 Chapter 1. Introduction

per litre, this would equate to around$300 of savings for the consumer.
From an environmental perspective this saving results in a reduction of 675
kg of CO, emissions from the vehicle over a 200,000 mile life.

Even as countries such as China, France, and the UK are proposing
the phasing-out of fossil-fueled vehicles over the next 30 years [12, 13, 14],
the same bene ts from the reduction of mass o ered by a wireless, intra-
vehicular communications network would be applicable to electric vehicles
(EV). An increase in range, greater fuel economy (albeit from an electric
point of view), and reduced chemical emissions from the generation of
electricity from non-renewable sources would all be felt. With these bene ts,
it seems vital that work should be undertaken to investigate the feasibility

of such a system.

1.2 Research Objectives

The initial objective of this work is to investigate the feasibility of im-
plementing a wireless data network inside of a car, with the intention of
removing at least part of existing wired communication links. As outlined
in Section 1.1, this would bene t manufacturers, consumers and the en-
vironment by saving costs in the materials, construction and operation of
the car. With safety being critical in such a system, it is vital that such a
system must prove to be reliable and operate regardless of the sources of
EMI encountered in the vehicles of the future. If possible, the performance
of this wireless system would be experimentally veri ed, with comparisons
against wired counterparts.

It is also important to realise that the EM environment in which this
wireless network should operate will likely di er from that of contemporary
vehicles, due to the increased quantity of high frequency and high power

devices found in electric and autonomous vehicles. As such, attention should
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be paid to understanding what the EM environment will look like inside
such a vehicle, and understand where especially polluted portions of the
RF spectrum exist in both the frequency and spatial domains.

During the progress of this work, however, an interesting relationship
between the shape of an interfering waveform and the errors it gener-
ated on a wired, victim network was observed. As a result of this, a
new objective was decided upon in order to better understand the newly-
observed phenomenon which had not been recognised in prior literature.
This would have implications not only on the approach to EMC design on
wired networks in cars, but indeed on potentially every wired data network
suspected of both emitting, and being victim to, EMI. In order to perform
this work to a high standard, it was realised that the use of specialised
communications instrumentation would be required. Such equipment was
initially unattainable by the author, and so an open-source instrument was
to be designed - capable of meeting the requirements for the experiments to
understand the wired EMI phenomena. By making such equipment open-
source, it would provide the wider academic community with easy access
to low-cost instrumentation which may otherwise prove inaccessible due to
cost, or equipment exibility.

The primary objectives of this thesis can be listed as follows:

1. To develop an understanding of the impact an increase in the elec-
tronic equipment, necessary for electric and autonomous cars, will

have on the EM environment inside and around future cars.

2. To examine the e ects of time-domain interference on wired commu-
nication links, looking at response of contemporary communication
standards to interference, as well as develop an understanding of the

in uence of EMI on a system as a whole.

3. To develop an open-source means of testing the errors on communi-
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cation networks under the in uence of EMI.

4. To discover the feasibility of implementing a robust wireless commu-

nication link for intra-vehicular communications.

1.3 Novel Contributions

The work in this thesis has resulted in three primary novel contributions
to knowledge. The rst is the comprehensive EM survey performed in the
intra-vehicular environment of a fully autonomous, electrically-driven car.
These measurements identi ed numerous sources of EM interference across
multiple frequency bands which were later used to shape the speci cations of
a proposed wireless intra-vehicular communications system. Furthermore,
the ndings from this EM survey identi ed catastrophic levels of time-
domain interference on a digital communications network in the car, high-
lighting the need to further investigate the e ect of time-domain interference
on the data integrity of wired systems.

The second novel contribution is the identi cation of the highly complex
relationship between the bit error ratio of a system and the rate of change of
a time-domain interference source. It was found that contemporary advice
to reduce the rate of change of a time-domain source as much as possible
to reduce interference may hold true when considering the interference in
a purely analogue domain, but that such rules-of-thumb do not necessarily
hold true when the conversion of the analogue representation of the data
bit to the digital domain takes place. As such, greater system e ciencies
are achievable with a lower bit error ratio when sources are designed with
a more holistic de nition of interference. This work then provides a means
of modelling the relationship between time-domain EMI and the integrity
of digital data. It is worthwhile to consider that these ndings have the

potential to impact the design methodology of digital systems in general,
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rather than being limited purely to the intra-vehicular case.

The third novel contribution in this this thesis is the measurement of
wireless propagation inside the intra-vehicular environment, along with the
development and veri cation of a wireless communication system. Measure-
ments were made of the environment inside a typical car, and were used to
recreate the intra-vehicular environment inside a reverberation chamber. A
wireless network was created using o -the-shelf components and was found
to operate reliably with data rates equal to the upper limits of popular, con-
temporary wired communication protocols. Such ndings indicate that it is
indeed practical to implement wireless communication networks for intra-
vehicular communications, but limitations of lab instrumentation means
additional work is required to determine how widespread the integration of

wireless systems may become.

1.4 Thesis Structure

This thesis is divided into 8 distinct chapters, each describing the research
procedures undertaken to meet the listed objectives. They cover a broad
range of technical topics, ranging between developing an understanding of
EMC and contemporary wired communication protocols from existing work
to developing hardware to simulations. The work in each chapter, whilst
distinct in itself, is closely linked to the work presented in other chapters
- often in uencing experimental procedures and results. As a result, this
section lists each chapter, along with a brief explanation of the topics within.
Chapter 2 leads from this introduction in Chapter 1 to brie y provide a
background to the topic of EMI as a whole, before speci cally focusing on
the impact of EMI within cars. This leads to an examination of some of
the most popular means of mitigating EMI and ensuring EMC within data

networks for both wired and wireless cases.
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Chapter 3 performs a review of some contemporary intra-vehicular com-
munication networks, allowing for an appreciation of the demands required
by such networks to operate in a reliable manner. Due to the nature of
data networks for intra-vehicular communication being wired, this naturally
focuses entirely on wired cases only.

Chapter 4 starts presenting the rst of the new and novel ndings which
have resulted from the work over the course of this project. EM measure-
ments from around an electric, autonomous vehicle in various con gurations
to understand the sorts of EMI to be expected from vehicles of the future.
Due to the speci c car in question being retro tted with equipment to allow
autonomous driving, the study can also compare the EM spectra for both
human and machine-controlled cars. This results in data which can be used
to describe the EM environment in both the near and mid-term future.

Chapter 5 examines how EMI a ects wired communications, with particu-
lar emphasis on radiated emissions in the time-domain. The examination of
the e ects of interference using the time-domain rather than the frequency-
domain, is slowly being adopted by a greater number of EMC standards
and the examination of it in this chapter engenders the possibility for
in uence on future standards. This chapter also examines both standard-
de ned communication protocols and abstracted data transmission methods
to reveal an, as of yet, undocumented relationship between the form of time-
domain interference and the induced errors when considering the system as
a whole.

Chapter 6 discusses the design of a new, open-source bit-error-rate tester.
This instrument is vital to achieve measurements which describe the real
in uence EMI has on the most important part of any digital communications
system - the transfer from analogue to digital domain during bit determina-
tion. Most bit-error-rate tester systems today are very expensive and have

speci cations which may exceed the needs of fundamental research, such as
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that present in Chapter 5. By designing an open-source tester, a versatile
instrument may be made more accessible to the wider academic community.

Chapter 7 describes the technology and methods involved to generate a
working wireless data connection, which is tested inside of a environment
made to replicate that found inside a real car. The experimental ndings
in this chapter are then followed with a discussion on how they might lead
to fully-functional networks with reliable operation in a car.

Chapter 8 closes the thesis with a conclusion covering the novel work
presented. It re ects on these new contributions to the eld of EMI and
discusses how future work may provide a deeper understanding of the ex-

plored concepts.



Chapter 2

Electromagnetic Interference

and Compatibility in Cars

The fundamental purpose of both wired and wireless communication links
in any application is to transfer data from one system to another. In an
ideal scenario, the data which is transmitted is the same as the data which is
decoded at a receiver, however due to the various forms of electromagnetic
interference (EMI) which exist, this is not always possible for every system
in every environment. Indeed EMI, whether it is from natural or man-made
sources, is the bane of a communication network engineer's life - generally
having a greater impact on the reliability and data throughput of a network
than other design challenges. It is unsurprising that many tomes have been
written on techniques for reducing the EMI emissions themselves, or their
ability to a ect a victim network. Despite the complexities and intricacies
within the detail of EMI (and its engineering twin; electromagnetic compat-
ibility (EMC)) itself, it can be largely broken into quite digestible portions,
described quite concisely. This chapter provides a contextual background
to the most important EMI-speci ¢ concepts, covered in this thesis.

For any periodic waveform with a frequencyf Hz, the period of the

waveformT (seconds) is given by Equation (2.1) :

10
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T=

1
F (2.1)

If the velocity of the wave is known, then the distance this wave has
travelled, during this time period T, can be calculated. This distance is
known as the wavelength. Within most cases of EMI, this velocity is taken
as the velocity at which EM waves propagate through free space, or
which is approximately equal to 3 10 ms'. Therefore the wavelength,
(metres) is given by Equation (2.2):

c

This fundamental relationship between the period of a sinusoidal wave-

form and its wavelength is illustrated in Figure 2.1.

Figure 2.1: The interconnected relationships between space and time, as
shown on a sinusoidal waveform.

This highly interconnected relationship between the spacial and temporal
dimensions of EM waves indicates that, in certain situations, it may be
important to consider how the impact of a particular EM phenomena,

often heavily frequency dependent itself, will vary over a interrelated spatial
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distance. This is particularly pertinent for cases of radiated EM phenomena,
which this thesis details heavily.

EMI itself is a concept which requires three critical components to arise.
The rst, a source, may emit electrical, magnetic or electromagnetic elds
either inadvertently or purposefully. These typically arise from man-made
devices, such as radios, microwave ovens and power converters, though nat-
ural sources such as lightning can be severely detrimental to the operation
of many sensitive devices. The second critical component for EMI to arise
is a coupling mechanism, or rather, how emissions from a source can travel
and interfere with the operation of the third critical component - the victim.
Whilst there are many speci ¢ means for a source to couple to a victim, they
can all be broken into four fundamental mechanisms, described in Table 2.1.

Figure 2.2 provides a diagrammatic model of the four fundamental cou-
pling paths (or modes) between a source and a victim. Whilst this provides
a clear overview of the main forms of coupling, there are many possible
combinations of coupling which arise in the real world. For example, the
conduction mode is shown as a single conductor but in reality this may
consist of multiple power and data connections. Conduction may also be
split into common-mode, where a shared interference is induced relative
to a system's ground, and di erential-mode, where di erent interference
is experienced by di erent conductors relative to a system's ground. In-
terference modes may also occur which are dependent on other interference
sources, such as a radiated emissions derived from current travelling through
a conducted coupling path. In real-world testing scenarios, the measurement
of EMI sources may be limited to measuring, at most, the four fundamental
coupling modes as the number of all possible coupling modes is too great
to fully capture.

As this stage, it is worth noting the in uence of the Maxwell's equations

on the coupling mechanisms. Maxwell's equations serve as the foundation
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Table 2.1: The four EM coupling mechanisms.

Coupling

Mechanism Description
Most commonly encountered when source and
victim are spatial and/or electrically separated
Radiated by large distances. EM waves propagate from

the source, acting as an antenna of sorts,
through space before coupling onto the victim.
Analogous to a radio transmitter and receiver.
Occurs when an electrical connection between
source and victim exists and allows EMI to be
Conducted | electrically conducted from source to victim,
such as on power supply connections or data
buses.

Changing electric elds between the conductors
in the source and victim induce an unwanted

Capacitive change in voltage or current in the victim
through displacement currents.
Changing currents in the source creates a
Inductiven chgng_lng magnetlc eld, as per_Amperes Law.
. This, in turn, induces changes in voltage on the
Magnetic

victim through electromagnetic induction,
otherwise known as Faraday's Law.

Figure 2.2: The four primary means of EM coupling between a source and
victim.
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for classical electromagnetism and are fundamental to the accurate and
analytical understanding of EM behaviour. They are given as follows by
Equations (2.3){(2.6)[15] - the symbol representations are given by Ta-
ble 2.2.

Gauss' Law: E dX = Qenc (2.3)
| @ 0
Gauss' Law for Magnetism: B dA =0 (2.4)
| @
Maxwell-Faraday Equation: E ds = d—tB (2.5)
| @
Ampere's Law: B ds = ood—E+ olenc (2.6)
@ dt

Table 2.2: List of symbols for the integral forms of Maxwell's Equations

Symbol | Description
Volume with closed boundary surface®
Surface with closed boundary curve®
Line integral around some boundary
Vector electric eld
Vector magnetic eld
Vector area
Vector surface
ne Enclosed charge
Permittivity of free space
Enclosed magnetic eld
Enclosed electric eld
t Time
0 Permeability of free space
lenc Enclosed current

T

oo @@ > m/m

Of the equations given by (2.3){(2.6), the Maxwell-Faraday Equation and
Ampere's Law are of most interest when determining the e ect of EMI on a

system. Consider Ampere's Law. If there is no changing electric eld then
de
dt
classical form of Ampere's Law.

= 0. Therefore Equation (2.6) becomes Equation (2.7), known as the
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B dS: Oienc: (2.7)
@

It is self evident from the equation that a change in the enclosed free
current (the current through the wire) iene results in direct change in the
magnetic eld vector, B. Any changes arising irB from a non-zero changing
electric eld are the contributions of the so-called displacement current,
%t, where D is the electric displacement eld. As described in [16], the
existence of displacement current is apparent when considering the case

of an alternating current (AC) applied across a capacitor, as shown in

Figure 2.3 whereS and S° are two surfaces bound to the same closed path.

Figure 2.3: A capacitor with an AC source across its plates [16].

As the magnetic eld through the two surfaces must be equal, it follows
that the magnetic eld between the plates should be equal to the eld out-
side of the plates. Therefore, any displacement current between the plates
must equal the current owing through the wires - current is therefore not
only the movement of electric charges, but the time-variance of an electric
eld. It is this realisation that forms the foundation for the capacitive
coupling mechanism to function.

This same mechanism from Ampere's Law also describes half of the pro-
cess of inductive coupling. In the mechanism time-varying electric currents
produce varying magnetic elds, but instead of the elds coupling directly

onto the victim as in capacitive coupling, the time-varying magnetic elds
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induce voltages on the victim through electromagnetic coupling, described

by Faraday's Law. This is presented in Equation (2.8).

E= —: (2.8)

Where E is the electromotive force (EMF), in Volts. Maxwell expanded
on this by stating that a time-varying magnetic eld always accompanies a
varying (in both a spatial and temporal sense) electric eld, as in Equation

(2.5).

2.1 Sources of EMI

Whilst at rst glance, it may seem that all sources of EMI are man-made,
this is far from the truth. Indeed, the earliest form of ensuring EMC was
perhaps the invention of lightning conductors in the 18 century to protect
buildings from one of Earth's most powerful EM phenomena [17]. The
emissions from such natural phenomena are outside the control of a design
engineer and provide a clear distinction between design philosophies for
ensuring EMC. In systems where EMI is a ecting a victim system, it may
suite a designer engineer to produce preventative solution whereby the
source is redesigned in some manner to reduce the emissions from itself.
However, the corrective design philosophy of EMC seeks to better design
the victim to protect it from, or correct, the e ect of EMI. Of course, when
natural sources of EMI are considered, it is the latter aesthetic which must
be adopted - no person may redesign a lightning bolt! Table 2.3 details a
few of the most common sources of EMI, both natural and not.

Table 2.3 indicates many sources of EMI which are liable to a ect the data
network of a car. From industrial tools such as welders, to mobile phones
being used by passengers the EM environment of a car is a quite polluted.

The following subsections discuss contemporary means of preventing and
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Table 2.3: Sources of EMI

Man-made Sources of EMI
Industrial Rad'(.) &. Energy Consumer
Communications
RADAR Motors Alr C(_)ndl_tlonlng
Welders : Power Converters Lighting
Mobile Phones )
Lasers . . Power Lines Fluorescent &
Microwave Links o
Compressors Spark Ga Generators LED Lighting
RF Heaters P : P Substations Human Generated
Transmitters )
Heaters Static
Natural Sources of EMI
. . Precipitation
Lightning Interstellar Solar Static

correcting the e ects of EMI in both wired and wireless networks.

2.2 EMI Mitigation for Wired Networks

Wired data networks are typically susceptible to a mixture of all four
coupling mechanisms, but can also be a potential source of EMI if they are
not properly designed. This is partially due to the inherent characteristics
of the digital domain - it aims to operate at two discrete voltage levels
- only ever settling at high and low sates, of durationthg, and tigy -
with the absolute minimum time between the two data states, as shown
in Figure 2.4a. Here the amplitude of the data is at two discrete levels
with an instantaneous transition between states, represented with vertical,
dashed lines. However, a real world system is better approximated by the
waveform in Figure 2.4b, with non-zero transition periods labelled dg and
t; . Any sampling of this data waveform which occurs during the rise and
fall transitions (t, and t;) will fall outside the receiver's ability to assign a
digital state to the analogue voltage - therefore resulting in an unspeci ed
system response. These unspeci ed voltages durifigand t; are known as
undetermined states.

Generally speaking, however, the ratio of either, or t; (more often than
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(a) An ideal digital waveform, with instantaneous
transitions between high and low states

(b) A more realistic model of a digital waveform with
non-instantaneous transitions

Figure 2.4: Models of digital waveforms

not, almost nearly identical in duration) to either tyjgn Or tigy (Which again
are nearly always equal) is deliberately designed to be low. Figure 2.4
graphically illustrates that for a giventng, and ti, period, the longer the
duration of t, andt;, the longer the overall duration of the data bit, as given
by (2.9), assuming half of the duration ot, and t; are associated with the

duration of the particular bit ty;.

tr+tf

toit = thigh + (2.9)

As the maximum data throughput, or data rate, of a wired system can
be calculated by Equation 2.10, it then follows that the maximum data (or

bit) rate (Rp) of a wired system is inversely a ected by, and t; .
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Ry= (2.10)
thit

In other terms, a longer duration ofty; results in a smaller bit rate Ry,
As systems may have a lower limit of,gn and ti,, to ensure su cient time
to sample the bit in a known-determinable state, then the duration of,
andt; become the only variables which may be decreased to realise a higher
data rate. Another name for the periodt, and t; is the slope length.

Whilst, from a data rate perspective, it may seem entirely bene cial to
strive towards reducing the duration of the periodst, and t; (in other
words, to increase the slop% for the same given amplitude), in reality
a shortening oft, and t; is actually detrimental from an EMC point of
view. The fast transitions between states in a wired digital communications
system can create a great deal of high-frequency emissions in the EM spec-
trum, which inevitably increases the potential for EMI. Figure 2.5 shows
a simpli ed means of converting a time-domain waveform representation
into an emission spectrum in the frequency domain, using a three-straight-
line approximation from [18]. Figure 2.5a describes, in greater detail, the
trapezoidal approximation shown in Figure 2.4b for a data bit with the
addition of amplitude A, mid-point amplitude %, half-amplitude periodt
and the signal periodT.

The result of the three straight line approximate for the spectral content
is shown graphically in Figure 2.5b. At frequencies abové; the asymp-
totic spectral contribution is approximately inversely proportional to the
frequency (-20dB per decade) - this contribution becomes inversely propor-
tional to the square of the frequency (-40dB per decade) at frequencies above
t—lr. This demonstrates that reducing the transition periods in around a data
bit increases the spectral content of the signal, increasing the potential for

EMI to arise.
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(a) A simpi ed model of a data bit with
non-instantaneous transitions, whereA is the
amplitude in Volts and the half-amplitude period tp.

(b) Three straight line approximation model's approximation
of spectral content.

Figure 2.5: Conversion from time domain model of a data waveform to
frequency domain model of the spectral contents [18].

Therefore, whilst it is possible for data throughput to be increased by
increase the slope rate, it can be demonstrated that this also increases
the potential for the network to act as a source of EMI. As a result, a
common preventative technique utilised in the design of networks is known
as slope control. By deliberately decreasing tI‘%ﬁ of the slope, the amount
of emissions decreases. At present, this translates into design procedures
advocating a balance between decreasing the slew rate of the slope as much
as possible to reduce EMI, whilst also maintaining a slew rate high enough

to ensure data throughput requirements are met - indeed some examples of
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slew control seem to attempt to slow transitions by such a degree so as to
eliminate EMI harmonics altogether [19], which may come at a signi cant
reduction in maximum data throughput.

The technique of increasing slope periods is also gaining traction in power
switching applications to improve both the quality of power delivered to a

system and to reduce the potential for EMI [20, 21, 22], asserting the bene ts

av

of lower slope,

albeit in a power switching application.

A common corrective method for the protection of a victim of EMI is
through the use of EM screens or shields. This can be described as the use
of a protective layer, shielding the victim conductor from the emissions from
an EM source. The e ect of shielding a conductor is reciprocal, in the sense
that it can also be used to contain any EM radiation from the conductor

too, demonstrated with the concept of EM leakage in Figure 2.6.

(a) Shielding to prevent EMI
leakage.

(b) Shielding to provide EM
immunity

Figure 2.6: The uses of shielding [23].

In an ideal case, such shields would consist of thick, solid metal completely

enclosing the conductor. Thick, in this instance, is generally taken to



22  Chapter 2. Electromagnetic Interference and Compatibility in Cars

describe a dimension which is greater than ten skin depths - skin depth
being the depth below a surface where the AC current density falls to %

[24], as given by (2.11).

r

|2—q v 1+( )2+ ! (2.11)
Where is the resistivity of the conductor, is the angular frequency of
the current, is the permeability of the conductor and is the permittivity
of the conductor.
Shields with a thickness of multiple skin depths may provide a shielding
e ectiveness (SE) above 200dB [23]. Shielding e ectiveness is a measure
of the e ectiveness of a shield to attenuated EM radiation from or on a
conductor as shown in Figure 2.6. Considering the case with of a single
aperture in a shield, the SE may be obtained from (2.12).

SE =20log,, (2.12)

2d
whered is the maximum diagonal dimension of the aperture. As shown in
[23], this means that the maximum permissible aperturd can be calculated
for given frequency, as in (2.13).
c

2f 10% (2.13)

An illustrative example of the shielding e ectiveness of various aperture
diameters can be seen Figure 2.7, which plots the maximum allowable
aperture diameter for a SE of 70 dB between 1 MHz and 1 GHz. Note
that as the frequency increases the change in the maximum permissible
aperture decreases at a logarithmically lower rate. This can be advantage
in situations when using shields to protect equipment from EMI at lower

frequencies where a small change in aperture results in large increase in
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the maximum frequency for a given SE. However this relationship may also
prove a disadvantage at higher frequencies, where the variation of small
apertures resulting from, for example, manufacturing imperfections results

in a large decrease of the maximum frequency for a given SE.

Figure 2.7: Maximum aperture diameters for varying frequencies.

Whilst this applies only to the case of a solid shield with a single aperture,
it has been shown by [25] that the addition of multiple apertures only serves
to decrease the SE. In the context of this thesis, considering that real-
world network cables require the ability to ex and move in order to be
installed properly into cars, the shielding on them is woven into a braid

which inevitably contains many small apertures, as shown in Figure 2.8.

Figure 2.8: A shielded, multi-conductor cable for use in vehicles [26].
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These apertures, whilst small and consistent in dimensions in a straight
cable will distort and vary in size as soon as any ex occurs on the cable.
Importantly from an EMI perspective, this will result in wider apertures
forming on the outer, extended radius of the cable. As demonstrated, this
reduces the upper limit frequency for a given SE, potentially exposing the
shielding the inner conductors to harmful EMI. Whilst it is possible to utilise
braids with a higher density weave and a higher density of metallic bres to
reduce the change in aperture dimension when exed, this will also increase
the exibility, cost, and mass of the cable - less than ideal for cost-conscious

manufactures and users of cars.

2.3 EMI Mitigation for Wireless Networks

As one of the aims of this thesis is to produce a wireless data link for use
in cars, it is also worth examining some of the most prevalent techniques
for reducing the e ect of EMI on wireless networks. As it is the very
nature of a wireless network to have no physical electrical connection in
the transmission channel (considering only the channel between transmit
and receive antenna), out of the four fundamental coupling mechanisms in
Table 2.1 it is only radiated modes which a ect wireless networks. Despite
this single mode of interference, the use of multiple modulation techniques
allows for a variety of EMI mitigation strategies to exist, which are described
and analysed in this section.

All wireless systems can be thought of as a system of ve blocks, as
shown in Figure 2.9 [23]. These can be divided into two categories based
upon how they convert, or modulate, a data signal with a higher fre-
quency carrier wave. These are analogue and digital modulation (AM
and DM, respectively). AM works by modulating a continuous data signal

(Figure 2.10, whereas DM modulates an analogue carrier with a discrete



2.3. EMI Mitigation for Wireless Networks 25

signal. AM schemes tend to be more susceptible to relatively small amounts
of interference, but are more readily designed. On the other hand, DM
schemes are more resilient to the same amounts of interference due to the
ability to arbitrate between only one of two digital states, though DM may
fail completely at a certain level of interference where some limited AM
performance is maintained. This increased resilience to interference (and
therefore EMI) comes at the cost of greater system complexity, as shown
in Figure 2.11. Any analogue data source must be rst converted to digital
information through a source encoder, before it is processed by a channel
encoder which permits the receiver to detect bit errors. This digitally
encoded information is then processed by a digital modulator before it is
transmitted through the channel and the process reversed to reconstruct

data as close as possible to the original source.

Figure 2.9: Basic blocks of every wireless network [23].

Figure 2.10: Analogue modulated network, based on [23].

Figure 2.11: Digital modulated network, based on [23].
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Examples of analogue modulation schemes include Amplitude Modulation
(AM) and Frequency Modulation (FM). Amplitude modulation consists of
varying the amplitude of the higher frequency carrier wave. Consider a
simple signal co$ ,t which is modulated with a carrier wave cok.t as in

(2.14).

V(t) =(1+ mcos! yt)cos! .t (2.14)

Where V (t) is the modulated signal, andm is the modulation index
- the ratio of the limits of the modulated to unmodulated carrier wave.

Expanding the product of (2.14), as per [27] yields (2.15).

V(t)=cos! t+ Imcoslc+ ! m)t+ imcost. ! mt (2.15)

From this, it can be deduced that the AM waveform consists of three
peaks in the frequency domain. This modulation is illustrated in both time

and frequency domains by Figure 2.12 and Figure 2.13, respectively.

Figure 2.12: AM in the time domain, for 10 Hz carrier and 1 Hz data.
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Figure 2.13: AM in the frequency domain, for 10 Hz carrier and 1 Hz data.

In Figure 2.12 the envelope of the transmitted signal (in blue) represents
the data from the user, drawn in red. It can been seen that in this case a
carrier frequency of 10 Hz is modulated with a frequency of 1 Hz. This is
con rmed by the spectrum in Figure 2.13, with a large carrier component
at 10 Hz, and two sidebands at 1 Hz. Whilst AM is a relatively simple
modulation method it is, as mentioned before, highly susceptibility to EMI
as there is no way for any AM demodulator to arbitrate between noise added
to the waveform during transmission in the channel, and the underlying
signal. Indeed, an AM modulator detects EMI and the underlying signal
in equal proportion. Furthermore, the frequency spectrum of an AM signal
shows that the vast majority of the transmitted waveform's power is in the
carrier - being highly ine cient and requiring high power for reliable data
transfer it is an unsuitable candidate for use in a high bandwidth, high
reliability system - such as that required for a car.

Another form of Analogue Modulation is Frequency Modulation (FM). In
this case, the frequency of the carrier is modulated by the continuous data

signal, as in (2.18).
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V(t) = cos (! it + kst (t)dt) (2.16)

Where k sf (t)dt is the frequency deviation. Figure 2.14 shows the time
domain representation of a FM scheme with a 10 Hz carrier, a 1 Hz data
waveform and a frequency deviation of 5 Hz, with its frequency domain

representation in Figure 2.15.

Figure 2.14: FM in the time domain, for 50 Hz carrier, 1 Hz data and 5
Hz of frequency deviation.

Figure 2.15: FM in the frequency domain, for 50 Hz carrier, 1 Hz data and
5 Hz of frequency deviation.
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Note that there are many more sidebands in the FM spectrum, separated
by the frequency of the transmitted dataf,, of 1 Hz, with a total spread
much further than the AM case. Whilst not ideal for minimising the use
of the band, it can be clearly seen that only a very small portion of the
total power is in the carrier componentf., at 10 Hz, resulting in a higher
power e ciency as nearly all transmitted power is derived from the data
source and not the carrier - which contains no information at all. FM
also provides a higher resilience to interference when compared to AM,
indeed FM demodulators contain an amplitude limiting function before
detection [27], so amplitude variations caused by EMI do not manifest in
the demodulated signal.

As described previously, the other primary form of modulation is digital
modulation (DM). Such modulation schemes are generally far better suited
to the transfer of data in the form of a bit stream, given that there is no need
to convert between the discrete digital domain and the continuous analogue
domain. Indeed, multiple DM methods intrinsically perform symbol encod-
ing of an incoming bit stream, such as in the case of Quadrature Phase
Shift Keying (QPSK), which permits a higher data rate when compared
to simple binary forms of modulation, which would be readily achievable
through analogue modulation methods of on or 0.

QPSK works by dividing an incoming digital bit stream (i) into two
distinct data streams named in-phased;) and quadrature (d,) which can

be described as in (2.17).

din (t) = do; di; dp; ds; dy; ds; 2
di(t) = do; d; da; i (2.17)
dy(t) = dy;d3; ds; i

Nowd, andd, are amplitude modulated onto the cosine and sine functions

of a carrier wave as in (2.18).
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h i h i
V(t) = p1—§d| (t)cos 2f ot + 2 + pl—de(t)sin 2f ot + 2 (2.18)

This process is represented diagrammatically in Figure 2.16. Notice that
the modulation and subsequent transmission afi and d, occur simultane-

ously. This permits a data rate twice that of a binary modulation scheme,

without an increase in the occupied channel bandwidth [28].

Figure 2.16: QPSK modulation

Whilst it is possible to visualise QPSK modulation in the time and
frequency domains, it is more useful to inspect the performance of QPSK
systems through signal constellations - a means of mapping the phase shift
and amplitude of the signal on the complex plane as illustrated in Fig-
ure 2.17.

However, QPSK is not without its disadvantages. When considering the
demodulation of the signal, a large enough disambiguity in the phase at
the receiver can manifest in complete loss of the data stream. The ability
of any QPSK receiver to determine the correct frequency and phase of the
received signal generally relies upon the response rate of the phase locked
loops PLL used to generate, for example, the demodulation carrier [29].

Whilst far more complex than the analogue modulation examples, the use
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Figure 2.17: QPSK bit encoding on the complex plane.

of QPSK (and in general, all digital modulation schemes) permits a higher
data rate as well as less potential for interference from EMI due to the
purely phase modulated structure of the signal being transmitted through
the channel. Furthermore, with the advent of high volumes of processing
power in ever decreasing physical size and cost, the technical complexities of
creating highly reliable QPSK networks are continuously being reduced. For
this reason, such modulation schemes may be considered ideal for adoption
in intra-vehicular networks.

As mentioned, the predominant means of preventative wireless EMC
design is to utilise appropriate modulation schemes to inhibit the e ect
of EMI summing with the amplitude of a transmitted signal through the
channel. However, a technique which does not rely upon a modulation
scheme alone is known as Frequency Hopping Spread Spectrum (FHSS).
[30] considers that for a data signal given by (2.19), the resulting FHSS
signal is given by (2.20).

d(t) = Aa(t)cos[2f t+ ()+ ] (2.19)

V(t) = Aa(t)cos[2f ()+ ()+ ] (2.20)
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Where f (t) describes the carrier frequency as some function of time,
which is known by the transmitter and receiver. Real world communication
protocols which use FHSS, such as IEEE 802.11, Bluetooth, and Zigbee
([31, 32, 33], respectively), all use pseudo-random functions to determine
the carrier frequency at a certain time,t. Therefore, data is transported
across multiple carrier frequencies rather than sitting on a single frequency

as shown in Figure 2.18.

Figure 2.18: Frequency/time map of FHSS under Bluetooth standards.
Each carrier is separated by 1 MHz, accommodating 79 channels in the
band. Hops betweerf. occur approximately 1600 times per second [34]

This can be extremely useful in communication systems which may en-
counter a wide variety of users operating spatially close, as the function
determining the f . can be used to spread out data transmission across the
spectrum such that no two users continuously interfere with each another.
Whilst FHSS has clear advantages for preventing interference on a particular
transmission band (from other band users and EMI sources simultaneously),
it does not o er any fundamental protection from a noisy channel, which is

where the choice of data modulation becomes vital once more.
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2.4 Chapter Conclusion

This chapter has given a basic background to the concepts and mechanisms
which cause EMI and allow EMI to couple from sources to victims. As
this thesis focuses on wired networks with a view towards changing towards
wireless networks, methodologies for both preventing EM emissions and
protecting potential victims on both wired and wireless networks was de-
scribed. In the case of wired networks, existing EMC design methodologies
for wired networks may be e ective against preventing the coupling of
EMI, but comes at the cost of either data rate or additional shielding
(and therefore adding cost and mass to cars). The inherent advantages of
advanced DM for wireless systems, such as QPSK, coupled with a reduction
in cost and physical size of computational power, means that pursuing these
more complex modulation schemes may provide a convenient and reliable

means of creating future intra-vehicular data networks.



Chapter 3

Contemporary Intra-Vehicular

Communications

The car manufacturer Volkswagen introduced the rst car with a fully
computer controlled module for the use of improving the reliability, e -
ciency, and easy of use of their engines. This Engine Control Unit (ECU),
introduced in 1968 was to mark a fundamental shift in the way humans were
to interact with vehicles [35]. Since then, the number of electronic modules,
vital to the operation of cars has increased greatly since their introduction
by car manufacturers in the 1980s [36, 37, 38, 39], and as processing power,
over time, has become cheaper and more compact, so too has the number of
non-safety-critical embedded devices - often used in personal entertainment

systems or environmental control.

3.1 Digital Modules and Networks in Cars

In order to better understand the roles digital units perform in cars, Ta-
ble 3.1 provides a brief description of a selected number of the most prevalent
electronic devices found within cars over the past 50 years, along with the

date of their rst introduction on commercially available cars.

34
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Table 3.1: Notable digital modules within cars.

[¢)

)

Device Date | Function Description
. Set air/fuel mixture, ignition timing
Engine and idle speed of an engine b
Control 1968| Vital . P ' €ng y
Unit comparing sensor readings to achiev
optimum engine performance.
Sensors read the wheel speed - if
Auto-Linear about to lock (resulting in a skid),
Skid Control 1969 Safety the breaks were momentarily
released.
Kept track of metrics such as
Trip 1978|  Vital mileage, fuel consum.ptlon. Also

Computer alerted users to maintenance

requirements.

Anti-Lock Improved version of the auto-linear
Braking 1978 | Safety skid control, with four independent
System control channels.

- Reduced pollutants, such as nitrogen
Emission oxide by redirecting exhaust gases tc
Control 1980| Vital yr g9 gas

the engine, reducing combustion
Module
temperature and pollutants.
Touchscreen 1986 | Comfort Allowed for buttonless _control of
Infotainment climate and radio.

PowerTrain Controlled the greater drivetrain,

Electronic | 1991| Vital including gearbox. Improved car
Control reliability and traction control.

Dual Zone Allows for the control of multiple
Climate 1992 | Comfort temperatures within the same
Control vehicle.

. The GuideStar system o ered
Inbuilt . .
1995| Comfort increased user convenience for
Sathav L e
navigation between destinations.

Bluetooth 2003 | Comfort AIIowe.d for the connec'tlon of user

devices with the car's stereo.

. Varied the size and force of airbags,
Variable depending on the severity of the

Force Airbag | 2006 | Safety P 9 . -
crash. Reduced likelihood of injury

Deployment :

from airbag deployment.
Detects the presence of objects
. : within 200m of the vehicle for
Lidar 2020)  Vital obstacle detection and automated
driving.
Inertial O ers a more robust means of
Measurement| NA Vital tracking a vehicle's location when
Unit compared to external navigation aids
Neural Dedicated hardware for utilising the
. NA Vital decision-making capability of neural
Networking o
nets for navigating unmapped routes
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Note that many early embedded units are vitally important for easing
the use of complex mechanical systems, and for performing safety-critical
functions, such as the ECU [40, 41, 42, 43, 44, 45, 46, 47, 48]. Over time, a
greater number of modules tend to be included for entertainment and user
comfort.

However, this trend is likely to change in the next decade, as the im-
mensely volume of work on electric-driven and autonomous vehicles drives
a change on the basic functionality of new cars in the marketplace. In an
engineering renaissance (of sorts), newly incorporated computing modules
will be required to ensure the safe operation of high-power systems and
safety-critical driving devices. This too, is tentatively summarised in Ta-
ble 3.1, with descriptions of digital modules which are either already in use
or are anticipated to be in cars either commercially available within the
next decade.

Such a high number of devices cannot function in a collaborative manner
without the presence of a data network ensuring the cohesive management
of all the data collected and processed by the systems within a car. As
the number of new embedded control modules in cars has increased, so has
the number of intra-vehicular networks connecting them. Initially, these
networks were based on pre-existing communication networks standards for
non-automotive applications, but as an increasing reliance on digital control
modules arose, purposely designed networking standards followed. Unitil
this point, all EMC design methodologies in this thesis have been based
on hardware - or the physical layer, as set out by the Open Systems Inter-
connection OSI model. The following subsection brie y outlines the (OSI)
model in order to allow for abstraction between hardware level and rmware

level (which are often unique to the protocol) EMC design techniques.
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3.2 The OSI Model

The OSI model, created by the International Organisation for Standardisa-
tion (ISO), describes the function of the hardware and software components
which may make up any communications system, by abstraction of the layers
involved in transferring data from one user to another through a digital

communications network. In total, seven layers are de ned by the model

[49], which is presented in Table 3.2.

Table 3.2: The OSI model [49].

Layer Description
o High level application control of data
7 | Application network
Host Exchange of data between

6 | Presentation networking and application

Manages communication sessions
between devices
Multiplexing and segmentation of
data networks
Unit addressing and other

5 Session

4 | Transport

. 3 Network networking control
Media :
. Data framing and checksum
2 | Data Link )
methodologies
1 Physical The raw bitstream - analogue level

bit representation

As mentioned, all the EMC design techniques discussed thusfar have
focused on methodologies a ecting only the physical layer (layer 1) of a
system. Generally, many such techniques may be applied to a given com-
munications protocol, and many wired communication protocols may share
similar physical layer design techniques. However, the biggest di erence
between the standardised protocols mainly exists between the data link
and networking layers - at least from an EMC standpoint. Therefore, a
selection of the most in uential wired communication network protocols,
used in an automotive environment, are discussed below. In all these cases,

there exists no EMC design features which are represented in layer 4 or
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higher - as such, these layers are not covered in this work, though more

information is available through the appropriate references.

3.3 Wired Automotive Communication
Protocols

The following subsections provide a brief description of each of four preva-
lent communication protocols in the automotive sector today [50, 51, 52, 53,
54, 55], detailing typical application connections, open system interconnect
model (OSI) descriptions, methods for detecting the e ects of EMI, and
data throughput. These protocols are, in order; transistor-transistor logic
universal asynchronous receiver/transmitter (TTL UART), Recommended

Standard 232 (RS232), Controller Area Network (CAN), and Flexray.

3.3.1 TTL UART Networks

Strictly speaking, TTL is not a networking protocolper se rather it is one of
the two most popular digital logic families (the other being complementary
metal-oxide-semiconductor (CMOS). The naming structure describes the
component performing the logic arbitration (the rst transistor) and the
output current sourcing (the second transistor) [56] as per the example in
Figure 3.1, sourced from [27].

The rst stage in Figure 3.1 shows two diodes on each input A and B - the
anodes of which are connected to a transistor inverte)q) which provides
the input logic detection. If either voltage at A or B is held low, then then
Q: is turned on. The output, Q, is then forced low by the saturated), and
the switching o of the Darlington pair made by Q; and Q4. However, if
one or both of A and B are low, thenQ; is held o, forcing Q4 0 and the

Darlington pair to turn on. This in turn pulls the output high.
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Figure 3.1: TTL NAND gate. [27]

Note that the voltage levels a ecting the entire logical operation in the
gate are primarily a ected by the forward biasing voltage of the diodes.
These fundamental, component level specications determine the actual
logic levels for a particular family of devices. The two most common variants

of TTL are 5V TTL and 3.3V (or low-voltage) TTL (LVTTL)).

Table 3.3: Comparison of 5V TTL and LVTTL operating parameters

Characteristic | Name | 5V TTL | LVTTL
AR
'”\"/’;ia"gog" Vi | 08V | 08V
O”\t/‘;‘ft;:égh Vou | 24V | 22v
O‘i}g::;ggw Vou | 04V | 055V
Prog:%?/tion tod 22ns 4.1ns

The speci ¢ operating voltages, and their names, are described in Ta-
ble 3.3 [57]. Note that for each family, the maximum output low voltages
are speci ed so as to be lower than the maximum input low voltage. Simi-
larly, the minimum output high voltage is higher than the minimum input
high voltage. This is to ensure that the voltage of any transmitted bit

is acceptable for the input of a device from the same family. This is to
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avoid transmission of bits in the non-de ned operation region, which is
highlighted in Figure 3.2. This di erence between the limit of an output
and input voltage is known as the gate noise margin. In other words, the
gate noise margin is the minimum amplitude change an interference source

must induce on a victim to cause incorrect data transfer.

Figure 3.2: Graphical representation of TTL family levels.

This is a common technique for preventing unspeci ed behaviour arising
from coupled EMI on every form of wired communications network - it is
not unique to TTL families. Note that whilst Table 3.3 shows that LVTTL
has a faster propagation periodt(g) than 5V TTL (allowing for a higher
upper data throughput limit), it also has smaller gate noise margin. This
means that at a physical level, it is more susceptible to induced voltage
changes from EMI.

It is important to note that TTL in itself is not a communications protocol
- it merely describes the operating voltages for communication. However,
these voltages can be used to specify the operating conditions of a universal
asynchronous receiver-transmitter (UART).

A UART sequentially transmits bytes (eight data bits) of information
in sequential frames [58]. There is no clock signal accompanying UART
data - hence the reference to asynchronous communication in the protocol's

naming. Each serial frame, modelled as layer 2 in the OSI model, contains a
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single byte of data, along with a start bit, one or two stop bits, and a parity
bit. An example of a UART frame (with LVTTL logic levels) is presented
in Figure 3.3.

Figure 3.3: A single LVTTL UART frame.

In its idle state, the UART is held in a high state, in this case 3.3 V. This
is a remnant of telegraphy standards in which an idle line was held high
to indicate that the networking equipment was functional [59]. A start bit,
indicating the start of a frame, is then held low for one bit. The eight data
bits, from least signi cant to most signi cant, is then transmitted. Next, a
parity bit is sometimes transmitted. This parity bit is a means of detecting
interference, through EMC or other means, on the transmitted data. It
does this by performing an exclusive-or operation (XOR) on the eight data
bits, and transmitting the result in the parity bit.

For example, if the sequence 01101011 is sent, the XOR of this set is 1
O0+1+1+0+1+0+1+1 (mod 2) =1). Under even parity, a 1 is
then transmitted as the parity bit - in odd parity this would be a 0. The
receiver can then perform the same XOR operation on the received data
and compare it with the received parity bit. If they do not match, then
the frame is discarded. Whilst this may suit networks under low levels of
EMI, it may not be practical in systems which must operate in challenging
environments - such as the automotive. If an even number of data bits are
altered at the receiver, the the parity will still match - enabling incorrect
data to be passed through. Furthermore, the parity bit itself may also be
altered in the channel - having only one bit for checking the safe exchange
of data may be a signi cant risk in high noise environments. One or two

stop bits then complete the transmission.
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It can be seen that for every eight bits of data sent through a UART
network, up to 12 bits must be sent. This requirement to transmit more
bits than just the data exists across all networks in order to facilitate e -
cient transmission and allow for the addressing of devices in protocols with
layer 3 characteristics. It can be useful to measure this extra transmission
requirement as a bit e ciency - that is, the ratio of data bits to transmitted

bits in a given frame as in (3.1).

bdata
hrame

In the case of TTL UART, this can range from 0.8 (with no parity check

bt =

(3.1)

and one stop bit) to 0.66 (with parity check and two stop bits).

TTL UART has no speci ed upper or lower data limit [58], though it can
be used to transfer data between 2400 bits per second (BPS) and 3 Mbps.
However, di culties in ensuring the proper decoding of such a simple (on
all three OSI layers) protocol at high data rates mean that in practice data
rates exceeding 128 kbps are extremely rare.

In summary, TTL UART is a protocol which is simple to understand
and implement. This makes it ideal for a quick implementation in many
simple electronic systems. However, this simplicity also results in a protocol
which cannot inherently address di erent network components, and which
can only detect the in uence of EMI - not correct it. Indeed, the primitive
use of parity checking is easily mislead by multiple bit errors. As a result,
TTL UART networks are primarily used for very short distances between
a pair of devices - such as in entertainment systems.

It should be noted that the use of "TTL' in many contemporary systems
is typically used to describe the operating voltage levels of a system, rather

than provide a strict description of the fabrication process of the device.
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3.3.2 RS232 Networks

RS232 networks are functionally identical to the TTL UART counterparts

in layers 2 and 3 of the OSI model. However, as indicated by Figure 3.4 the
di erences between the two protocols lies in the analogue representation
of bits in the physical layer. Note that the RS232 standard does not
specify precise voltage levels [60], rather a range of voltages which may
represent a 1 or 0. In this case, the lowest voltages are chosen, which may
facilitate the highest possible data data rate (limited by the 30 Wus slew

rate speci cation).

Figure 3.4: A single LVTTL UART frame.

Note that the high voltage level now represents a logic 0 and a low logic
level represents a logic 1 - the inverse of the TTL UART case. Furthermore,
the voltage di erence between high and low is also much greater, at 10V.
This increase in complete noise error margin, means a much larger induced
voltage swing is required to alter the state of a single bit in an RS232 system,
compared to a TTL UART - increasing its resilience to EMI. Furthermore,
the RS232 standard also species the separation of the common ground
(reference for all data voltages) and a protective ground - a shield held at the
equipment's frame ground - thus providing e ective shielding throughout
the entire transmission channel.

As a result, RS232 is well suited for use in networks which need to
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operate in noisy environments, but the layer 2 and 3 limitations of TTL

UART still apply. As a result, RS232 is almost entirely obsolete in today's
automotive networks, as the hardware is inhibitively large and complex for
short connections, but is greatly surpassed in capability by the purpose-

designed, automotive protocols which follow.

3.3.3 Controller Area Networks

The rst network protocol design for use in automotive environments specif-
ically is the Controller Area Network (CAN). Since 1983, Robert Bosch
GmbH has developed the CAN speci cation for use in industrial and au-
tomotive environments [61]. This speci es only the data link layer within
the Open Systems Interconnection (OSI) model. The physical layer, was
not formally standardised until the separation of ISO standard 11898 in
1993. 1SO 11898-1 [62] took the place of [61] in determining the data
layer, whilst ISO 11898-2 [63] would de ne the physical layer for high speed
CAN operation. For completeness ISO 11898-3 [64] was released in 2006,
which covers the physical layer for low-speed CAN. It should be noted that
despite the emergence of [63] and [64], the CAN speci cation itself does
not contain any information regarding the physical layer. It is therefore
common practice within industry to state that a CAN component is fully
or partially compliant with a relevant physical layer standard, as seen in
the technical document [64].

[61] and [63] describes the CAN system as a multi-master bus network.
This means that multiple, addressable nodes exist within a CAN arrange-
ment, each of which can initiate a transfer of data. This permits an exchange
of data throughout the network without any centralised control[65]. The use
of a multi-master bus means there is no single failure point for the network.

Should the master (or transmitter/receiver) on other data networks be
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damaged due to EMI or other causes, the entire network cannot function
as there is no master capable of routing data. Such an event may lead to
disaster in a safety-critical application, such as connecting a pressure sensor
on a pedal to a break actuator in a car. The CAN, however, will continue
to function despite any number of non-relevant nodes being removed or
damaged in the network.

Data transmission within CAN is performed using a technique similar to
synchronous transmission where clocks, internal to each unit, are employed
to maintain synchronised reading and writing to and from a bus. Every
CAN node constantly samples the network, if it is found to be in contention
with another node, priority is given to node with the lowest identi cation
(ID) number.

It should be noted that CAN IDs can be divided into two groups, part
A of the CAN speci cation describes an 11-bit ID network, whilst part B
describes an extended-frame, 29-bit ID. The 29-bit ID frame is referred to
as CAN B, and is for lower speed operation, at around 125 kbps, vs the
11-bit ID CAN which can achieve 1 1Mbps. The speci cation states that
a CAN B device must not a ect the operation of a CAN A network. To
identify the type of CAN, an Identi er Extension (IDE) bit is used. If this
bit is 1 then the message is in CAN B format, and O for CAN A. Work
in this PhD is been focused on CAN A, as it is generally expected that
with the need for an increase in data transfer within cars (for example, to
permit driver-less operation) high data rates would be required. As such,
only the frame for CAN A will be examined, though the general layout is
very similar for CAN B.

A standard CAN A frame consists of 55 bits. A 1-bit start-of-frame
is sent rst, this is always a 0. Following this is a 12-bit arbitration
eld, which begins with the 11-bit node ID and ends with a 1-bit Remote

Transmission Request (RTR). RTR will be a 0 for standard data frames,
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where a node independently decides to transmit data and 1 for a remote
request, where another node requests information from a particular node.
After the arbitration eld is a 6-bit control eld. This starts with the IDE

bit, to determine if the frame is in the standard or extended frame mode,
indicated by a 0 or 1 respectively. Next follows a reserved bit which must
be held at 0. Finally, in the control eld is a 4-bit number which denotes
the number of bytes of data within the frame. This is known as the Data
Length Code (DLC) and may range between zero to eight bytes of data.
After the control eld is between 0-64 bits of data in the data eld, the
length of which is determined by the aforementioned DLC. After the data
eld is the 16-bit Cyclic Redundancy Check (CRC) eld, consisting of a
15-bit, predetermined number which is used to detect the quality of the
transmission. This number is compared by all receiving nodes to determine
if the data was corrupted whilst travelling around the network. This number
is followed by a 1-bit delimiter, which is used as the CRC eld does not use
bit-stu ng (discussed later on this page). After the CRC eld there is a
1-bit acknowledge (ACK) slot, where the transmitter sends a 1 and receivers
a 0 to con rm the message has been sent. This is followed by another 1-bit
delimiter, and the CAN frame ends with a 7-bit end-of-frame (EOF), which
must consist of all 1s.

CAN also makes use of bit stu ng for the detection of EMI. This tech-
nigue involves the transmitter detecting the state of each bit as it is being
transmitted. If ve bits have been transmitted with the same value, either
1 or 0O, then an extra bit is added and inverted. Normal transmission then
resumes. However, in elds such as CRC, bit stu ng may appear like the
e ect of EMI to a transmitter, so it is not used. As such, a delimiter bit
is used as a means of re-synchronising the network, should a long list of
identical bits be transmitted. However, this does come at the cost of a

much lowered bit e ciency, which maximises at 0.57 and can reach as low
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as 0.15 when little data is transmitted in a frame [66].

So far, this section has examined the multitude of unique layer 2 and 3
methods for detecting EMI in a CAN system. CAN systems also have a
unique physical layer implementation, which also fundamentally protects
it from the e ects of EMI. As an example of a standard for CAN imple-
mentation, [63] was referenced. This standard, rst published in 2003 and
revised in 2016, details the acceptable boundaries for a Medium Access Unit
{ in e ect describing part of a suitable physical layer for CAN operation.

Figure 3.5 is taken from [63] and shows the physical layout of a CAN bus.

Figure 3.5: CAN bus layout [63].

It can be seen that the CAN bus itself consists of two wires; CAN high
(CANH) and CAN low (CANL) con gured for a di erential-type signalling
method. This involves representing each bit as two voltage levels. In the
case of CAN, when transmitting a 1, both voltages of CANH and CANL
are very similar, at around 2.5 V. In this condition, it is said that the bus
is in the recessive state. When transmitting a 0, CANH goes to 3.5V and
CANL goes to 1.5V - the dominant state. [63] gives the acceptable noise

error margin for each state. For example, whilst the bus is in the recessive
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state (in other words, transmitting a digital 1), the di erential bus voltage
must be between -120 mV and 12 mV. Any deviation from this, or other
criteria, would result in disquali cation from the standard and would in the
eyes of this thesis, count as a failure to counteract EMI.

From the same standard, parameters regarding the physical construction
of the bus are discussed. For example, the terminations shown in gure 1
must be 120 . This allows for a fast change in bit state due to a relatively
low impedance, however the di erential signalling is used primarily for its
higher resilience to common mode noise. Take, for instance, the case shown

in Figure 3.6.

Figure 3.6: E ect of noise on data transmission.

Here an induced voltage swing/er (A) aects the transmission of a
regular, single-ended data bit (B) and a di erential data bit (D). The noise

is summed with B to create what the receiver sees on from a single ended
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network (C) and a di erential network (E) The result of the di erence of E

is shown in F. The induced voltage creates two substantial troughs in the
waveforms of both the single-ended and di erential data. In the case of (C)

this may result in the receiver erroneously miss-sampling the data bit as a 0.
However, the noise is coupled onto both high and low lines of the di erential

signal in D. The di erence between the high and low lines remains the same
Vgits  throughout, as shown in F. Therefore, the data output matches what

was transmitted in B.

As a result of its robustness to EMI in layers 1, 2 and 3 of the OSI model, a
data rate suitable for contemporary cars, and network module addressing,
CAN has cemented itself as a rm standard network in the automotive
sector for networking complete vehicles. However, as the requirement for
higher data throughput arises, the 1 Mbps capability is becoming ever
more restrictive. As such, a need exists for new networks to ful | higher

bandwidth networking requirements.

3.3.4 FlexRay Networks - the Answer?

In order to facilitate higher network speeds on wired networks, the FlexRay
Consortium developed the FlexRay standard [67], which is currently set by
ISO 17458-1 [68] and 1SO 17458-5 [69].

On the physical layer, FlexRay consists of one or two unshielded di er-
ential mode channels, allowing for two independent communication modes
versus the single mode of CAN [70]. Indeed, FlexRay is speci ed to provide
up to 10 Mbps data rates when in operation on each channel - 20 Mbps total.
Furthermore, FlexRay nodes are con gurable in star and bus topologies -
ideal for creating highly customised networks for reducing weight in vehicles.

The FlexRay framing implementation also includes addressing and error

detection, with a far higher amount of protection than CAN. As shown in
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Figure 3.7, each frame can be broken into three components.

Figure 3.7: The three segments of a FlexRay frame [70].

The header contains a xed 40 bits. The rst 5 describe the type of frame
being sent, which is followed by an 11 bit frame ID. A 7 bit payload length
indicator is then sent, describing the size of the payload which may be up to
2032 bits long. This followed by a CRC, speci c to the header. The header
nishes with a cycle count which counts each communication cycle. This

header is shown in Figure 3.8.

Figure 3.8: Detail of a FlexRay header.

The payload from Figure 3.7 consists of between 0-254 bytes (0-2032
bits). The trailer is made from three CRC for an extended examination of
the susceptibility of the channel to EMI - three times as many for an entire
CAN frame. This provides a great deal of layer 2 detection of EMI whilst
the massive payload length means a bit e ciency of 0.97 is possible - up to
6.5 times as great as CAN.

However, adoption of FlexRay has been slow in the automotive sector
and non-existent in other markets [71]. It is both costly and complex to
implement [72]. Furthermore, the speci c tailoring to automotive appli-
cations has resulted in little demand for FlexRay in other markets. This
reduces demand for tools and development hardware, which only serves to

increase adoption costs of FlexRay. Indeed, some sources, such as [72], qual-
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itatively asses Ethernet to be better suited to adoption for high bandwidth

wired networks in cars. However due to the complexity and cost of not
only creating custom Ethernet networks, but also the cost associated with
instrumentation capable of properly measuring the ultra-high bandwidth

capabilities of Ethernet networks (up to 10 Gbps by IEEE 802.3ak-2004
[73]). The cost-per-node and network complexity of Ethernet has limited
its adoption as a x-all solution for intra-vehicular networks [74]. As a
result, Ethernet is not examined further in this thesis. Instead, networks

with bandwidths up to tens of Mbps are investigated as relatively high

bandwidth in the context of intra-vehicular communications.

3.4 Chapter Conclusion

An introduction to the OSI model has been presented in this chapter to high-
light the di erences in approaches to EMI detection and mitigation amongst

a selection of wired communication protocols, used for intra-vehicular com-
munications. These protocols have been discussed, and a simple qualitative

analysis of each can be seen in Table 3.4.

Table 3.4: Comparison between intra-vehicular communication protocols.

. . Fault .

Name Cost | Complexity | Bandwidth Tolerance Adoption
TTL UART Low Low 3 Mbps* Low High
RS232 Low Low 20 kbps Medium Low
CAN Medium | Medium 1 Mbps High High
FlexRay High High 20 Mbps High Low

*Formally unspeci ed, but is an extreme upper limit provided by [58].

The results of this analysis suggest that an alternative wireless network
must not only include a robust communication channel, as per existing
standards, but quantitatively must at least oer 1 Mbps data rates to

compete with the popular CAN protocol.



Chapter 4

The Vehicular Electromagnetic

Environment

The process of determining the suitability of any communications system,
wired or wireless, cannot take place without rst understanding the EM
environment in which it is expected to function. Part of this task requires
measuring the RF emissions within a vehicle and using this to derive realistic
interference sources. These source models can then be used with relative
ease in laboratory experiments for testing the resilience of networks, as well
as determining appropriate emission standards. Previous work, such as [75]
describe the EM spectrum across multiple frequencies inside an vehicle,
though at over 21 years of age at the time of writing this thesis, the vehicle
itself is dated and no longer representative of contemporary vehicles - let
alone the vehicles of the next decade.

This chapter provides a new EM survey on the EM environment inside a
Kia Soul EV 2017, as shown in Figure 4.1 A commercially available, electric
vehicle it allows for the measurement of emissions from a car with an electric
drive system. As discussed in the Introduction, this is the power drive for
cars in the future - not the internal combustion-engined vehicle as present

in [75]. This particular car was also retro tted with equipment and sensors

52
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to perform autonomous driving, as part of the Machine Learning and Vision
(MLV) group at the Gwangju Institute of Science and Technology (GIST),
Korea. With a number of standard communication network protocols on-
board (such as TTL UART, RS232 and CAN), along with much higher
bandwidth networks and devices (such as servers, LIDARs and thermal
cameras) this vehicle would allow for the acquisition of new data on the
EM environment around a vehicle laden with high bandwidth networks and

equipment - unlike vehicles before it.

Figure 4.1: Photo of the Kia Soul EV 2017 at the MLV, GIST, Republic of
Korea.

4.1 Experimental Background

A large number of standards for measuring the EM environment exist.
These standards cover a wide range of frequency bands, in dierent en-
vironments at di erent power levels. The measurement of EMI in the
automotive environment usually requires the measurement of elds with
a spectrum analyser and antenna outside the vehicle as per CISPR 25,
CISPR 11 and SAE J551 [76, 77, 78]. However, as [75] highlights, taking
near eld measurements within the tight con nements of the interior of a

vehicle makes it impractical to measure the emissions from a speci ¢ device
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under test (DUT) when compared to measuring a single unit (i.e. the car)
from a distance of several meters or more.

For example, CISPR 11 states that measurements in the 9 kHz to 1 GHz
region should be performed \at a close distance but not less than 3m",
whilst in the 1 GHz to 18 GHz band the distance between the DUT and
receiving antenna is xed at 3 metres. CISPR 25 is marginally better, with
a separation of 1 metre. However, both of these measurements are clearly
impractical within the tight spacial constraints when measuring the interior
environment of a car measured to be only 1.8 meters in width. This is a
result of the scope of standards such as CISPR 11 and CISPR 25 primarily
covering theinter -vehicular communication cases. However, the methods
presented in [75] o er a means of measuring the near eld environment
within a car by simply recording the eld components at precise locations
within the vehicle. Whilst such an approach may not provide a pass/fail
quali cation for DUTs (due to the highly varying eld strength within the
near- eld environment), it does provide a means of creating numerical data
sets for the variation of the EM environment within a vehicle as well as eld
strengths which may be compared with standards such as CISPR 25 - if
proper consideration of the di erence in measurement procedure is minded.

Another variation from the procedures presented in the popular auto-
motive standard CISPR 25 is the lack of any ground plane and anechoic
facility for measurements. However, this is does not necessarily reduce the
importance of the captured data if context is considered. In the case of the
ground plane, it was unfeasible to create a ground plane large enough for
the car, especially when travelling distances of 800 metres or more. The
absence of a ground plane, as specied in CISPR 25, would only serve to
reduce the measured eld strength as the non electrically re ective asphalt
road surface would re ect far less EM energy towards a receiving antenna

than a smooth, conductive metal sheet.
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The unfeasibly large size of the required anechoic chamber meant that no
attenuation of external signals was available during measurement. However,
Annex C of CISPR 11 describes a means of subtracting a background signal

from a measured emission source as per (4.1).

Eé.:l - Etlil Eg.:l (41)

Where Eg is the electromagnetic radiation disturbancefy is the mea-
sured value of the electric eld strength, andEs is the background electric
eld strength - all terms in units of V/m. The powers of 1.1 are mostly
likely an experimentally-derived means of scaling the resultant source. An-
nex C of CISPR 25 advises that whilst it is advisable to use (4.1) when it is
not possible to avoid the e ect of transmitters, it should only be used when
all sources are stable. By repeating background measurements Eqrover
the minimum scan time dictated by CISPR 25, it was observed that the
remote nature of the test track for the car provided a relatively quiet EM
environment, with all sources being stable in transmission. Therefore this
approach from CISPR 25 was deemed suitable for reliable measurements of
the emissions from devices within the car.

The highly varying nature of a near- eld emission across a spatial dimen-
sion means that a number of test locations would be required to determine
the EM environment of the car - simply taking one measurement within the
vehicle would not represent another point only a few tens of centimetres
away. Therefore, a list of six test locations was compiled, as per Table 4.1.
These were chosen to meet three criteria. The rst was to re ect measure-
ments taken in previous work, such as [75]. The second criteria was to
examine how EM spectra could vary over short distances in an automotive
case. The third was to chose locations which would be classed as functionally

important to the operation of the car, re ecting the observations made in



56 Chapter 4. The Vehicular Electromagnetic Environment

Chapter 3 that the future of intra-vehicular communications networks lies

in vehicle functionality, rather than for more trivial purposes.

Table 4.1: Test locations on the Kia Soul EV 2017.

Number Location Rationale
1 Car Radio A common location for a basic RF
Antenna application. Measurement location in [75].
5 Rear Left Inside compartment shared with main
Boot server and power supply.
3 Driver Display Important location for relaying car
Unit performance metrics to a driver.
4 Rear Right Location of passenger devices such as
Passenger mobile phone or laptop.
5 Rear Left For examining the change in EM environment
Wheel Well | with minimal separation from server (30 cm).
6 Under Same compartment as high power motor
Bonnet drive unit. High levels of EMI anticipated.

The corresponding location numbers are shown on an orthographic draw-
ing of the Kia Soul in Figure 4.2. The locations of large modi cations to
the original Kia Soul are also shown, with colour coding to indicate whether
the alteration is for sensors, computing and network, or power applications.
A large amount of equipment was added to the boot of the car, primarily
consisting of processing equipment. More speci cally, a server consisting of
two Intel i7 processors, two Titan X graphics cards, and 32GB of RAM was
bundled with an Odroid XU4 (NAS) device and a WiFi router. The boot
also contained a 2500W DC converter for powering all retro tted equipment.

The front and rear bumpers of the car were tted with Delphi ESR 2.5
RADAR modules. These devices produce high power, but highly directional
EM beams (between 45 degrees and 10 degrees).

A number of sensors, vital for the operation of the vehicle were mounted
roof racks. These included a Velodyne HDL-32E LIDAR for high resolution
mapping of the environment, four Logitech C920 Webcams and a FLIR
T420 thermal camera for low light conditions, and a Novatel SPAN-CPT
Global Positioning System (GPS).
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Figure 4.2: Test locations around the Kia Soul EV 2017. Orange
represents sensor locations, green represents computer locations, and red
represents power supply locations.Edited from [79].



58 Chapter 4. The Vehicular Electromagnetic Environment

At the front console, two smaller subsystems were installed for initialising
the operation of the autonomous driving capability through a personal
computer (PC) in the passenger's footwell. This was directly interfaced to
a PolySync Drive Kit which connects to the vehicle's CAN for full control
over all vehicle operations.

The large volume, and high density of power and computing equipment in
the boot meant several test locations were selected for this region, primarily
locations 1, 2, 4 and 5. Location 3 was chosen for its position at the driver's
interface and the PolySync Drive Kit. Finally, location 6 was chosen for its
close proximity to the 375 V, 3-phase AC synchronous motor [80] - initially
thought to be a potential source for a great deal of EMI.

The experimental setup consisted of a Keysight FieldFox N9912A portable
spectrum analyser and a series of antennas and near eld probes. Whilst
CISPR 25 permits the use of a preamplier, it was noted during initial
measurements that this was not required in order to detect the sometimes
signi cant levels of EMI present. In order to maintain a consistent setup
throughout the measurement regime, and to facilitate quick comparisons
during the time-limited measurement schedule, no preampli er was used.

A typical setup is as shown in Figure 4.3.

Figure 4.3: Typical setup for radiated measurements.
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In this case the hardware for the experiment is very simple. One of the
antennas from Table 4.2 is directly attached to spectrum analyser. For
certain antenna and measurement locations, antennas were held in place
with a combination of closed cell foam and tape - both transparent to EM
waves at all frequencies of interest and with less in uence on measurements

than a human operator.

Table 4.2: Antenna choices for the experimental regime.

Probe Measures Rationale

Similar antenna to that used in CISPR
0.50 Metre Electric and | 25. Simple design, with equal radiation
Monopole | Magnetic Fields| pattern at the same plane. A useful

base measurement.

Antenna which better matches a real
0.11 Metre Electric and implementation antenna. Smaller than
Monopole | Magnetic Fields | the previous monopole, therefore easier

to position.
3.6cm ball probe for isolating electric
Model 904 - elds. Best for measuring high
Electric Field ,
Ball Probe impedance sources, such as long

network cables.
6cm loop probe for isolating magnetic
Model 901 - elds. Better for detecting low
Magnetic Field . .
Loop Probe impedance sources, such as high
current supplies.

CISPR 25 states that any receiving element may be used, such as the
near eld probes, providing they have the proper correction factor applied
to them. [81] describes the correction factor as the ratio of the incident
electric eld to the voltage induced at the antenna'’s terminals, as per (4.2).

Af = (42)

<|m

Where A¢ is the antenna factor in 1/m, E; is the incident electric eld in
dB V/mand V,; is the induced voltage at the receiver in dBV. By carefully
selecting the logarithmic scale for voltageA; can be simply summed with

the measured signal to calculate the incident eld.



60 Chapter 4. The Vehicular Electromagnetic Environment

Frequencies for measurement can be divided into three bands. The rst,
of 0.15 - 30 MHz, is derived from the results shown in [75], where only
emissions from a CAN bus in the high frequency (HF) were shown. By
performing measurements in this band, it was anticipated that a comparison
of the EM environment could be made with a vehicle from the late 1990s.
The second two bands, of 902 - 928 MHz and 2.4 -2.5 GHz are both ultra-
high frequency (UHF) bands reserved speci cally for industrial, scienti c
and medical (ISM) applications. Whilst the 902-928 MHz band is available
only in Region 2 (as laid out by the International Telecommunication Union
in [82]), it is an unlicensed band in the Republic of Korea. These bands
are available for unlicensed wireless communication development, providing
they do not interfere with other devices and meet certain power and duration
requirements. As such, they would make ideal bands for the development
of an intra-vehicular network, as examining them may prove useful.

With the measurement bands decided, the nal consideration for this
setup was the bandwidths and sweep durations for the spectrum analyser.
Fortunately, such detail was presented in CISPR 25, as in Table 4.3 and

Table 4.4. These parameters were set appropriately for each of the following

measurements.
Table 4.3: Minimum scan time
Band Peak Detection | Quasi-Peak Detection
9 - 150 kHz NA NA
0.15 - 30 MHz 100 ms/MHz 200 s/MHz
30 - 1000 MHz| 1 / 100 ms/MHz 20 s/MHz

Table 4.4: Measuring Instrument Bandwidth

Broadband or | Narrowband or

Band Quasi-Peak Average
0.15 - 30 MHz 9 kHz 9 kHz
FM 120 kHz 120 kHz
30 - 1000 MRz~ e 120 kHz 9 KAz
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Generally speaking, unless speci ed otherwise, the minimum limits for
peak detection measurements for narrowband signals was observed due to

time limitations.

4.2 Frequency Domain Measurements

Figure 4.4 demonstrates the method of subtracting background noise from

(4.1) in CISPR 11. Measurements were taken in the boot.

Figure 4.4. Example spectra to determine the net vehicular emissions in a
noisy EM environment, as per CISPR 11 Annex C.

The large peak in the measured spectra at 0.1 MHz when the vehicle
is switched on (in orange) may be interpreted as an emission of almost
54 dB V, if it were not for the background measurement (in blue). This
measurement indicates a steady background radio source, which contributes

23 dB V to the measured signal. Subtracting this background contribution
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from the measured spectrum results in the actual vehicular emission spec-
trum (yellow), which indicates the actual voltage induced at the antenna's
terminals is 34 dB V - above the CISPR 25 limits, but far lower than might
be assumed without accounting for background emissions. As this chapter
reports only on the emissions from the vehicle itself, all subsequent spectra
are the result of subtracting background spectra from the measured.

The spectra captured in the 0.15 - 30 MHz band with a 0.5 m monopole
antenna clearly demonstrates the high spatial variability of the EM eld
in close regions of the car. Emissions from the boot (number 1 in Fig-
ure 4.2) dominate the other measurement regions in terms of amplitude,
greatly exceeding the limits set out in CISPR 25 of 22 dBV for broadband
continuous peak sources. Even for short duration broadband sources, the
peak at 0.5 MHz exceeds the 28 dB/ threshold by nearly 7 dB V, as show
in Figure 4.5.

Figure 4.5: 0.15 - 30 MHz spectra, measured with a 0.5 m monopole.
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By switching on and o di ering combinations of the equipment in the
boot, it was determined that the majority of the emissions in this region
were the result of the power supply, a strong indicator that regardless of
the advanced autonomous technology present in the vehicle, the utilisation
of properly designed power supplies is also extremely important to meet
emission standards.

Itis possible to note that examples of eld leakage, directly attributable to
the emissions from the boot were observed in particular frequency regions
in the driver and radio test locations (numbers 3 and 5 on Figure 4.2).
Whilst both driver and radio locations attenuated the eld strength to base
levels, di erent frequency regions were observed at each point, despite being
around the same distance from the source (0.5 m). Figure 4.5 shows that
emission peaks from the boot (in blue) line up nearly perfectly with those
recorded in the driver's seat (in yellow), though attenuated by at least 10
dB, in the case of the 10.8 MHz emission and 15 dB in the 27.2 MHz peak.
A single example of EM leakage from the boot exists in the measurement
at the roof (orange), suggesting a greater attenuation of emissions due to
the shielding e ect of the car's body. The attenuation of 22 dB at 5 MHz
suggests that the shielding e ectiveness of the car's body is greater than
that of the rear boot bulkhead.

The spectrum of the radio location contains far more peaks than either
the boot or driver's spectra, with multiple examples of peaks exceeding
the amplitude of those in the boot and driver locations. This indicates
that an EM emissions source is likely closer to the radio test point than
either the boot or driver, or another emissions source has a channel to the
measurement location with a lower shielding e ectiveness than the channel
to boot and driver locations. In this case, it was determined that the
emission peaks were caused by the autonomous sensors tted to the roof.

With no means of attenuating the line of sight between the noisy sensors
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